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Ciphering at inter-RAT handover
1. Introduction

This paper discusses the CR GP-052760 [1] agreed at GERAN#27 which made the following change to 44.018:
[EXTRACT 1]
3.4.4.1
Handover initiation

The network initiates the handover procedure by sending a HANDOVER COMMAND message to the mobile station on the main DCCH. It then starts timer T3103.

...

The HANDOVER COMMAND message contains:
-
...
-
Optionally a cipher mode setting. In that case, this ciphering mode has to be applied on the new channel. If no such information is present, the ciphering mode is the same as on the previous channel. In either case the ciphering key shall not be changed. In the case of GERAN A/Gb mode to GERAN A/Gb mode handover, the HANDOVER COMMAND message shall not contain a cipher mode setting IE that indicates "start ciphering" unless a CIPHERING MODE COMMAND message has been transmitted previously in this instance of the dedicated mode: if such a HANDOVER COMMAND message is received it shall be regarded as erroneous, a HANDOVER FAILURE message with cause "Protocol error unspecified" shall be returned immediately, and no further action taken. In the case of UTRAN to GERAN A/Gb mode handover or GERAN Iu mode to GERAN A/Gb mode handover, the HANDOVER COMMAND message, which is sent transparently via RNC/BSC from BSS to the mobile station, shall always contain the cipher mode setting IE to indicate the ciphering mode to be used in GERAN A/Gb mode. The cipher mode setting IE shall not indicate "start ciphering" unless ciphering was activated before the handover. If ciphering was not activated before and a HANDOVER COMMAND message with a cipher mode setting IE indicating "start ciphering" is received it shall be regarded as erroneous, a HANDOVER FAILURE message with cause "Protocol error unspecified" shall be returned immediately, and no further action taken. In the case of CDMA2000 to GERAN A/Gb mode handover, the HANDOVER COMMAND message, which is sent transparently via RNC from BSS to the mobile station, shall always contain the cipher mode setting IE.

This paper analyzes the consistency of this change relative to other specifications. 

2. Other relevant specifications
Ciphering at inter-RAT change is specified in 24.008 sub-clause 4.3.2.7. For the case where a UMTS security context was established:

[EXTRACT 2]

If an A5 algorithm is taken into use that requires a 64-bit ciphering key, then an ME shall apply the stored GSM ciphering key that was derived by the USIM from the UMTS ciphering key and the UMTS integrity key and provided by the USIM during the latest successful ciphering mode setting or security mode control procedure before the inter-sytem change.

Further information from 24.008 in 4.3.2.7a 

In Iu mode, in the case of an established UMTS security context, the UMTS ciphering key and UMTS integrity key shall be loaded from the USIM and taken into use by the MS when a valid SECURITY MODE COMMAND indicating CS domain is received during a RR connection (the definition of a valid SECURITY MODE COMMAND message is given in 3GPP TS 25.331 [23c] and 3GPP TS 44.118 [111]).

25.331 also addresses the issue, although significant changes to this specification were introduced by R2-091960 [2], which was agreed more recently than the 44.018 CR [1] described above.

Post R2-091960 (sub-clause 8.3.6.3, NOTE 2):

[EXTRACT 3]

The term "if ciphering has been active for the CS domain" is defined by a successfully completed RRC Security Mode Control procedure with "Ciphering Mode Info" (UTRAN) or RR Cipher Mode Control  procedure (GERAN) for the CS domain. More specifically the state of ciphering refers to the establishment of a security context where the key is loaded from the (U)SIM to the ME even if the security command indicates NULL ciphering ("no ciphering" in GERAN or UEA0 in UTRAN).

25.331 also defines the Security Mode Command procedure in sub-clause 8.1.12.3 ("Reception of SECURITY MODE COMMAND message by the UE"), though it does not explicitly define a "successfully completed" procedure. However, an 'INVALID_CONFIGURATION' flag is set true in certain conditions:

[EXTRACT 4]
1>
if neither IE "Ciphering mode info" nor IE "Integrity protection mode info" is included in the SECURITY MODE COMMAND:

2>
set the variable INVALID_CONFIGURATION to TRUE.
...
1>
if the IE "Security capability" is the same as indicated by variable UE_CAPABILITY_TRANSFERRED, and the IE "GSM security capability" (if included in the SECURITY MODE COMMAND) is the same as indicated by the variable UE_CAPABILITY_TRANSFERRED:


2>
if the SECURITY MODE COMMAND message contained the IE "Ciphering mode info":



3>
perform the actions as specified in subclause 8.6.3.4.


2>
if the SECURITY MODE COMMAND message contained the IE "Integrity protection mode info":



3>
perform the actions as specified in subclause 8.6.3.5.

It could thus be inferred that if at least one of Ciphering mode info IE or Integrity protection mode info IE is present, the procedure can be completed successfully.
3. Generation of keys
It should be noted that keys generated in the USIM are always passed to the ME in pairs, comprising a pair of integrity and authentication keys, see e.g. 31.102 sub-clause 7.1.1.1:
"...If the sequence number is considered in the correct range, the USIM computes RES = f2K (RAND), the cipher key CK = f3K (RAND) and the integrity key IK = f4K (RAND) and includes these in the command response. Note that if this is more efficient, RES, CK and IK could also be computed earlier at any time after receiving RAND...."

(In addition, the GSM key is generated and returned if the function providing this is supported)

This means that any Security Mode Command procedure where the Security Mode Command contained at least one of the Ciphering Mode info and Integrity protection mode info will result in the delivery to the access stratum (via the upper layers) of both cipher key and integrity key.
In particular, this implies that the cipher key will be available even if the SMC message does not contain the Ciphering Mode Info, meaning that ciphering is not started (nor is set to UEA0 algorithm) in UTRAN.

As such, it is believed that Extract 2 (from 24.008) is consistent with 31.102 – that is, it is sufficient to receive a Security Mode Control message, containing at least one of Ciphering Mode info and Integrity protection mode info to permit ciphering to be enabled at 3G -> 2G handover.

As a corollary, it is therefore not a necessary condition that ciphering be active (i.e. the SMC message contained Ciphering Mode info) in 3G immediately prior to the handover.

4. Analysis of GP-052760 [1]
Critically, this CR appears to be have been targeted at resolving an unspecified scenario, rather than addressing any specific security concern; the reason for change being given as:
"CR 04.18-A234 r1 (GP-012700) clarified that the HANDOVER COMMAND message for a UTRAN to GERAN A/Gb mode handover shall always contain the cipher mode setting IE, but it was not specified which values the parameter may take, if ciphering was not activated in UTRAN before the handover.

As the stage 2 explicitly describes only the case where ciphering was activated in UTRAN before the handover, it is proposed to forbid activation of ciphering during a UTRAN to GERAN A/Gb mode handover. (The same handling applies to GERAN A/Gb mode to GERAN A/Gb mode handover)."
Based on section 3 above and in particular on Extract 2, it is considered that, independent of the agreement of the CR, it is technically possible to start ciphering in 2G if ciphering was not active in 3G; this has been permitted in 3GPP releases up to and including Release 6.  As such, it is considered that the CR places an unnecessary restriction on the possibility to continue with a handover in the corresponding circumstances on Release 7 devices.

PROPOSAL 1: It is proposed that the restriction in GP-052760 be removed or corrected to make it consistent with other specifications (specifically, 24.008).
5. Analysis of R2-091960

Although technically out of scope of GERAN, this CR impacts GERAN and should be highlighted to RAN2 as a candidate for review.
The term "if ciphering has been active for the CS domain" is defined by a successfully completed RRC Security Mode Control procedure with "Ciphering Mode Info" (UTRAN) or RR Cipher Mode Control  procedure (GERAN) for the CS domain. More specifically the state of ciphering refers to the establishment of a security context where the key is loaded from the (U)SIM to the ME even if the security command indicates NULL ciphering ("no ciphering" in GERAN or UEA0 in UTRAN).
The concerns are as follows:

As described above, a successful Security Mode Procedure (which, by definition, results in the establishment of a security context, and the passing of both integrity and ciphering keys to the access stratum) does not require the presence of the Ciphering Mode Info IE in the SMC message.

However, the yellow-highlighted text implies that an indication of a cipher algorithm (which could be UEA0) is required, and hence that the Ciphering Mode Info IE is required in the Security Mode Command message.


PROPOSAL 2: It is proposed to request RAN2 to review the text added in R2-091960 and to clarify / correct as appropriate.
6. Conclusion
This paper has investigated the scenario addressed by CR GP-052760 and has shown that the restriction added to Release 7 mobiles is inconsistent with other (pre-existing) specifications and thereby places an unnecessary restriction on the possibility of Rel-7 mobiles to continue with a call after 3G-to-2G handover in some circumstances.

3GPP TS 25.331, and in particular the text introduced by R2-091960, has also been analysed.
The resulting proposals are as follows:
PROPOSAL 1: It is proposed that the restriction in GP-052760 be removed or corrected to make it consistent with other specifications (specifically, 24.008)


PROPOSAL 2: It is proposed to request RAN2 to review the text added in R2-091960 and to clarify / correct as appropriate.
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