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Distribution time for ETWS Primary Notification message considering different digital signature lengths
1 Introduction
In an incoming LS (ref S3-110836) to the GERAN#51 meeting, SA3 points out that the current digital signature field in the Warning-Security-Information parameter (ref 3GPP TS 23.041) which for GERAN is included in the ETWS Primary Notification message when the warning message is sent with security, has a length of 43 bytes which only gives a security level of around 80 bits.
It is pointed out by SA3 that a security level of 80 bits is too low and according to common recommendations such signatures should be phased out no later than 2010.
To get an improved security level more bits are needed for the digital signature field. The table below (copied from the SA3 LS) lists the signature sizes of the currently considered signature algorithms:

	Security level (in bits)
	Signature sizes (in bits)

	
	ECDSA
	DSA
	RSA-based

	80
	320
	320
	1024

	112
	448
	448
	2048

	128
	512
	512
	3072


Table 1: Security level for different signature sizes
According to common recommendations a security level of at least 112 bits should be used and SA3 would like to achieve at least this security level. As can be seen in the table above this requires at least 448 bits for the signature alone in the Warning-Security-Information parameter.
SA3 also points out that there may also be a need for a timestamp of 4-7 bytes and a few bytes for signature type identifier and/or a key identifier. However this is still under consideration.
The question from SA3 to GERAN2 is consequently:
Is it possible to extend the number of bits available in radio messages for security information in Rel-11 so that an acceptable security level can be achieved?
If possible, how many bits can be made available for security information in GSM, 3G, and LTE without adding significant delay?
2 Current distribution time with digital signature included
As SA3 acknowledges in their LS this issue is a trade-off between increased security in the MS (prevent alerting of false warning messages) and an actual delay in the delivery of the ETWS Primary Notification (PN) message since the size of the warning message is increased.
Different mechanisms for delivery of ETWS PN messages to mobile stations were introduced in the GERAN 3GPP specifications in Release 8 (ref 3GPP TS 44.018 and TS 44.060). When developing the standard for ETWS support, the rather strict delivery time requirement for the warning message from the network to the mobile station was the main requirement having the largest impact to the chosen solution.
The delivery time requirement, which is still valid for Release 11 (ref 3GPP TS 22.268), is defined as “the Primary Notification shall be delivered within 4 seconds from the receipt of the warning message by the PLMN operator, i.e. the edge of the 3GPP network, to the time that the warning message is successfully delivered to the mobile stations”.
If the digital signature field is extended with a number of octets, the delivery time will primary be a problem when delivering the ETWS PN message to mobiles in idle mode. For mobiles in idle mode the ETWS PN message is distributed within the P1 Rest Octets IE in the Paging Request Type 1 message (ref 3GPP TS 44.018), broadcasted on all paging sub-channels on CCCH for the duration of the requested Warning Period (ref 3GPP TS 23.041). Depending on the size of the ETWS PN message, the warning message may be segmented into two or more paging messages. Each paging message may carry a maximum of 109 bits of ETWS pay load which means an ETWS PN message consisting of 56 octets (current maximum size with digital signature included) will be segmented into 5 paging messages broadcasted in 5 contiguous paging blocks. This calculation is based on the assumption that when an ETWS PN event has occurred each Paging Request Type 1 message transmitted during the Warning Period excludes all optional information other than that associated with sending the ETWS Primary Notification struct. This results in 109 bits of ETWS PN message content that can be carried within the P1 Rest Octets IE of the Paging Request Type 1 message.
The actual delivery time for the ETWS PN message to mobile stations in idle mode depends on the CCCH configuration, on the setting of the BS_PA_MFRMS and BS_AG_BLKS_RES parameters (ref 3GPP TS 45.002) and on whether or not BCCH Ext is in use. The BS_PA_MFRMS parameter defines the number of 51-multiframes between transmissions of paging messages to mobiles of the same paging group, the BS_AG_BLKS_RES parameter affects the number of paging blocks available per 51-multiframe and if BCCH Ext is used then 1 fewer paging block will be available per 51-multiframe.
When an ETWS PN event occurs Paging Request Type 1 messages will be sent using all paging blocks available within each 51-multiframe regardless of the value of BS_PA_MFRMS i.e. the BSS just starts sending Paging Request Type 1 messages on all blocks available for paging within each 51-multiframe and continues to do so for the duration of the Warning Period. However, a mobile station first detects an ETWS PN event by reading its assigned paging block which of course involves a delay that reflects the value of the BS_PA_MFRMS parameter. When the MS determines that an ETWS event has occurred, the MS will start reading all paging groups in an attempt to acquire the complete ETWS PN message.
The table below shows the delivery time for different settings of the BS_PA_MFRMS parameter, calculated from the point in time where the transmission starts on the CCCH (PCH) until all mobile stations in idle mode have acquired the full ETWS PN message included in 5 paging blocks.
	BS_PA_MFRMS
	1 * Paging cycle duration
	Delivery time (T1)
	Delivery time (T2)

	2
	471 ms
	614 ms
	1228 ms

	3
	706 ms
	849 ms
	1698 ms

	4
	941 ms
	1084 ms
	2168 ms

	5
	1177 ms
	1320 ms
	2640 ms

	6
	1412 ms
	1555 ms
	3110 ms

	7
	1648 ms
	1791 ms
	3582 ms

	8
	1883 ms
	2026 ms
	4052 ms

	9
	2118 ms
	2261 ms
	4522 ms


Table 2: Dependency between different BS_PA_MFRMS parameter values and the delivery time for an ETWS PN message segmented in 5 paging messages.
The calculated delivery time is based on the mobile station which has to wait the longest time for its own paging group. The delivery time T1 is thus ‘the paging cycle duration’ + ‘the maximum time needed to acquire 5 paging request messages (~143 ms) in 5 contiguous paging blocks’ where it is assumed that each paging request message is received error free.
The calculation is based on BS_AG_BLKS_RES parameter set to 0, i.e. the number of paging blocks available per 51-multiframe is 9.

T2 indicates the delivery time in case the mobile station for some reason fails to acquire the paging message the first time it reads its own paging group, i.e. the mobile station has to wait another paging cycle before acquiring the paging message that indicates an ETWS PN event has occurred. T2 also considers the time it takes for the mobile station to read another 5 contiguous paging blocks in case the mobile station fails to acquire the last of the 5 paging messages in its first attempt.

It can thus be noted that the ETWS PN message is successfully received by all mobile stations within 4 seconds for all BS_PA_MFRMS values below 8.
Of course additional time is required to build the ETWS PN message in the Cell Broadcast Centre and to transmit the message to the BSS. On the other hand, the calculation above is based on the longest possible waiting time for the paging group to which the mobile station belongs and as such the average waiting time will be a lot shorter.
3 Expected distribution time with extended digital signature

If the size of the digital signature is increased from present 43 octets to 56 octets in order to render a security level of 112 bits according to Table 1, the maximum size of the ETWS PN message will increase from 56 octets to 69 octets, see figure below.

	Octet Number(s)
	Field

	1‑2
	Serial Number

	3‑4
	Message Identifier

	5-6
	Warning Type

	7-69
	Warning Security Information
(56 octets for digital signature and 7 octets for timestamp)


Since 5 paging messages may contain up to 68 octets (or rather 545 bits) of ETWS pay load, an ETWS PN message consisting of 69 octets need to be segmented in at least 6 paging messages.
The delivery time for an ETWS PN message segmented in 6 paging messages broadcasted in 6 contiguous paging blocks is accordingly.

	BS_PA_MFRMS
	1 * Paging cycle duration
	Delivery time (T1)
	Delivery time (T2)

	2
	471 ms
	633 ms
	1266 ms

	3
	706 ms
	868 ms
	1736 ms

	4
	941 ms
	1103 ms
	2206 ms

	5
	1177 ms
	1339 ms
	2678 ms

	6
	1412 ms
	1574 ms
	3148 ms

	7
	1648 ms
	1810 ms
	3620 ms

	8
	1883 ms
	2045 ms
	4090 ms

	9
	2118 ms
	2280 ms
	4560 ms


Table 3: Dependency between different BS_PA_MFRMS parameter values and the delivery time for an ETWS PN message segmented in 6 paging messages.

The delivery time T1 is thus ‘the paging cycle duration’ + ‘the maximum time needed to acquire 6 paging request messages (~162 ms) in 6 contiguous paging blocks’ where it is assumed that each paging request message is received error free.
T2 indicates the delivery time in case the mobile station fails to acquire the paging message the first time it reads its own paging group, i.e. the mobile station has to wait another paging cycle before acquiring the paging message that indicates an ETWS PN event has occurred, and the time it takes for the mobile station to read another 6 contiguous paging blocks in case the mobile station fails to acquire the last of the 6 paging messages in its first attempt.

Also a possible extension of the digital signature to 64 octets (in order to render a security level of 128 bits according to Table 1) is possible to achieve within 6 paging messages. The size of the ETWS PN message would then be 77 octets (assuming 7 octets for timestamp and 2 octets each for Serial Number, Message Identifier and Warning Type IE’s) which would fit well into the available ETWS pay load space of 6 contiguous paging blocks.
4 Conclusions

As can be seen when comparing Table 2 with Table 3 the ETWS PN message delivery time from BSS to a mobile station in idle mode will increase with maximum 38 ms when the size of the digital signature is increased from 43 to 56 octets or even 64 octets. An addition of a few bytes for a signature type identifier and/or a key identifier will not have any further impact to the delivery time as long as the total ETWS pay load does not exceed 81 octets.
In other words, considering the case where 100% of all mobile stations are required to receive the ETWS PN message within the 4 second limitation, it seems the delivery time requirement as specified in 3GPP TS 22.268 can still be fulfilled if the BS_PA_MFRMS parameter is configured with a value of 7 or less in the network.
The time required to build the ETWS PN message in the Cell Broadcast Centre and to transmit the message to the BSS is not considered in the above calculation.
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