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Ciphering on SACCH
Introduction

During the previous meetings concerns were raised, that the ciphering on GSM traffic channels using cipher algorithm A5/1 can be broken by deducing encryption parameters by means of information repeatedly sent unchanged on SACCH, consisting mainly of SI5/5bis/5ter and SI6 messages on the downlink, but also measurement reports on the uplink. Various proposals to improve the situation have been made, such as altering the format of frequency lists in an unforeseeable way, while still keeping the lists as such unchanged [1], partially removing ciphering from the SACCH, i.e. only encrypt SAPI3 messages (SMS), see [2], removing ciphering on SACCH completely, and send SMS on the FACCH.
Problems with the above proposals

Altering the format of information sent on SACCH helps to improve the situation, but cannot be seen as a true solution, because the possibilities to vary the information format are limited, and after all there are still parts that cannot be changed at all.
Against removing ciphering on SACCH selectively, i.e. to only encrypt SMS, and leave the rest un-ciphered concerns were raised, that this would either require a kind of “blind decoding” (try to decode the received message without decryption, and if this fails, decrypt it and then try to decode it), which would overload the computational capabilities of the base station, or the use of stealing bits, which may already be required for other purposes (EPC).

Leaving the SACCH completely un-ciphered, and to send SMS via FACCH is deemed to have negative impact on speech quality.
The last two proposals additionally have in common, that an attacker still can inject known plain text (i.e. information known to the attacker) by sending SMSes to the attacked MS during an ongoing connection.
Proposal
The idea is to separate ciphering on SACCH from ciphering on TCH, while still using A5/1 for both channels. One such possibility is to use different cipher keys for TCH and SACCH. While for the TCH the key derived during the authentication procedure is used, the key for SACCH is derived from the key used on TCH by a method producing results unforeseeable for an attacker. The method proposed here is to use the first 64 bits of a cipher block used for en-/decryption on the uplink and the cipher key used on TCH for derivation of a cipher key used on SACCH:

ckSACCH(i) = ckTCH(i) xor c(i) (for i from 1 to 64)

where c(i) is the cipher block and “xor” means the exclusive-or operation.

The used cipher block is computed by the A5/1 algorithm, and is the one used for encrypting the first burst carrying the CIPHERING MODE COMPLETE message, which is the first one to be sent encrypted during the set-up of a new connection.

Signalling

For commanding the MS to use separate keys for ciphering on TCH and SACCH, the network includes a new IE in the CIPHERING MODE COMMAND message. When starting ciphering, the MS will then use ckTCH for ciphering on TCH, and ckSACCH for ciphering on SACCH (and shifted SACCH resp.). If this new IE is not included in the CIPHERING MODE COMMAND message, which is the behaviour of legacy base stations, the MS will use the same key for ciphering of TCH and SACCH.
The MS responds with a CIPHERING MODE COMPLETE, with a new conditional IE, indicating that it uses different keys for ciphering on TCH and SACCH. Legacy MSes will not include this IE in the CIPHERING MODE COMPLETE message, which then is an indication to the network, that the MS uses the same key for TCH and SACCH.
The IE indicating that separate keys are to be used have to be included in every message potentially containing a Cipher Mode Setting IE (ASSIGNMENT COMMAND, HANDOVER COMMAND, and DTM ASSIGNMENT COMMAND). Legacy base stations, which do not implement separate ciphering of TCH and SACCH will not include this IE in these messages, and the MS then returns to using one cipher key for SACCH and TCH, thus preventing call drops.
The IE indicating the use of separate cipher keys has to be included in every message indicating a successful channel change (namely ASSIGNMENT COMPLETE and HANDOVER COMPLETE). Legacy MSes will not include this IE in the above message, which then is an indication for the network, that the same key is used on TCH and SACCH.

Conclusion

A method has been presented by means of which the risk of cracking GSM voice calls by using a known-plain-text-attack via SACCH can be significantly reduced.

Not all problems will be solved with that: SMSes sent via SACCH will still be weakly protected. This problem can probably only be solved by using stronger algorithms on higher layers (e.g. layer 2), but this is out of scope here (note: sending SMSes on FACCH will not help here, because an attacker can then inject know plain text into the FACCH by sending own SMSes).
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