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1. Overall Description:

Inter-MSC handover failures, potential impact on TS 48.008:

SA3 discovered that the following scenario can lead to an inter-MSC handover failure. 
Assume that the anchor MSC’s list of permitted algorithms contains A5/4 and the target MSC does not support A5/4. An MSC not supporting A5/4 means in our context that the MSC does not act according to TS 43.020, clause 4.7 (Rel-9 and later), i.e., the MSC does not generate a key Kc128 and send it to the BSS. In particular, an MSC of Rel-8 or earlier will not support A5/4. If now the BSS (Rel-9 or later) receives a Handover request indicating A5/4 as permitted, but not containing Kc128, the BSS will react with a failure message as the IE carrying Kc128 is conditional and needs to be present on the condition that A5/4 is permitted, cf. TS 48.008, clauses 3.2.1.8 and 3.1.19.1. Note also that a target MSC of Rel-8 or earlier will not forward an IE containing Kc128 received from the anchor MSC because this IE is not known to the target MSC. 
SA3 also discussed possible remedies to avoid this type of handover failure. One such remedy would be making the IE carrying Kc128 optional instead of conditional in the Handover request message, and possibly further messages, such as the Cipher Mode command and the Assignment request. Furthermore, the BSS would have to be required to select an algorithm that works with the 64-bit key Kc or no key, i.e. one of A5/0, A5/1, or A5/3, if Kc128 was not present. (Remember that A5/2 is no longer allowed.) SA3 feels that corresponding changes to TS 48.008 constitutes one option to avoid the above handover failure scenario, but SA3 would like to leave the decision on the details of the appropriate countermeasures and the releases to GERAN2. Changes to TS 29.010, as suggested below, alone would not be sufficient to solve the security issue with the inter-MSC handover case below.
The proposed changes to TS 48.008 would ensure avoiding a failed handover (due to A5/4 not being properly supported) when the target BSS is capable of using A5/4, the source MSC allows A5/4 and the target MSC is not capable of generating Kc_128 or is not filtering out A5/4 from the list of permitted algorithms received from the source MSC.

The above text focuses on A5/4, but similar considerations apply to A5/5, A5/6, and A5/7 would they ever appear. 

SA3 is of the opinion that the list of permitted algorithms stored in the MSC shall reflect capabilities of the MSC. To achieve this, the following requirement and possible solutions seems viable: 
· An MSC shall not include an algorithm requiring a 128-bit key (currently only A5/4) in its list of permitted algorithms if this MSC does not support the generation of Kc128 as defined in TS 43.020. This could be ensured by configuration of the MSC.
This requirement would help reducing handover failure cases, as described in the first part of this LS, (although not completely preventing them), and failures of cipher mode procedures also in non-handover scenarios, whenever the BSS has not yet been modified according to the changes to TS 48.008 proposed above. 
Handling of list of permitted algorithms in MSC, potential impact on TS 29.010:

SA3 is of the opinion that the list of permitted algorithms stored in the MSC shall reflect the security policy of the operator owning the MSC. This means, in particular, that the following security requirement shall be fulfilled:

· In an inter-MSC handover, the target MSC shall not simply pass on the list of permitted algorithms received from the anchor MSC to the BSS, but rather act upon this list according to the operator’ security policy before passing it on. As a minimum, the target MSC shall remove all algorithms from the received list that it does not permit itself. 
Otherwise, there would be the following security problem in inter-operator handovers: the network owning the anchor MSC would then determine which algorithms are used in the target network, even if the target network did not permit the use of some of these algorithms. This would be problematic e.g. in a scenario where the target network operator was concerned about the weakness of a certain algorithm and removed it from all his MSCs, but the network operator owning the anchor MSC had a more relaxed security policy. 

SA3 believes that the behaviour described in the two bullets above is not required explicitly by this specification and may therefore not be implemented. While SA3 believes that making changes to TS 29.010 is necessary to allow that the operator of the target MSC is able to enforce its policy for algirhtm choice, SA3 is also aware that the issues have existed in TS 29.010 for a long time and would therefore like to leave it to CT4 to decide on the release for which to introduce the corresponding changes. 
The above text focuses on A5/4, but similar considerations apply to A5/5, A5/6, and A5/7 would they ever appear.
2. Actions:

To GERAN2 group.

ACTION: 
GERAN2 is kindly asked to consider the changes to TS 48.008 as described in the first part of section 1 of this LS. If positive response is indicated, SA3 will make corresponding Stage 2 changes in its TS 43.020.

To CT4 group.

ACTION: 
CT4 is kindly asked to make the changes to TS 29.010 to allow the operator of the target MSC to enforce its policy for the algorithm choice. 
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