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26.6.8.8
Ciphering mode with cipher key Kc128 and algorithmn changes
26.6.8.8.1
Conformance requirements

1.
A ME supporting UMTS authentication challenge may support the following procedure: In order to avoid a synchronisation failure, if the same RAND is received twice, the mobile station shall store the received RAND together with the RES returned from the USIM in the volatile memory and compare it with any subsequently received RAND values, until the RAND value stored in the mobile station is deleted. If the stored RAND value is equal to the new received value in the AUTHENTICATION REQUEST message, then the mobile station shall not pass the RAND to the USIM, but shall immediately send the AUTHENTICATION RESPONSE message with the stored RES. If there is no valid stored RAND in the mobile station or the stored RAND is different from the new received value in the AUTHENTICATION REQUEST message, the mobile station shall pass the RAND to the USIM, shall override any previously stored RAND and RES with the new ones and start, or reset and restart timer T3218.

2
If an assignment fails then the operational parameters used when returning to the old channel are those applied before the ASSIGNMENT COMMAND message was received.
3
The ME with a USIM in use shall compute a new GSM Kc128 using the UMTS ciphering key and the UMTS integrity key from an established UMTS security context as specified in 3GPP TS 33.102 [5a]. The new GSM Kc128 shall be stored only in the ME.

4
The ASSIGNMENT COMMAND message may contain a cipher mode setting IE. In that case, this ciphering mode has to be applied on the new channel. If no such information is present, the ciphering mode is the same as on the previous channel. In either case the ciphering key shall not be changed as long as the key length remains unchanged. However, in case of a switch between ciphering algorithms requiring different key lengths, i.e. 64 or 128 bits, a change from the 64 bit key to the 128 bit key or vice versa must be performed

5
In a UMTS authentication challenge, the new UMTS ciphering key, the new GSM ciphering key and the new UMTS integrity key calculated from the challenge information shall overwrite the previous UMTS ciphering key, GSM ciphering key and UMTS integrity key. The new UMTS ciphering key, GSM ciphering key and UMTS integrity key are stored on the USIM together with the ciphering key sequence number. Furthermore, in A/Gb mode when after the authentication procedure an A5 ciphering algorithm that requires a 128-bit ciphering key is taken into use, then a new GSM Kc128 shall also be calculated as described in the subclause 4.3.2.3a.
References

3GPP TS 44.018 subclause 3.4.3

3GPP TS 24.008 subclause 4.3.2

26.6.8.8.2
Test purpose

To verify that the MS handles correctly key length changes when the SS orders the MS to change from A5/1 to A5/4 and vice versa. 

26.6.8.8.3
Method of test

Initial Conditions

System Simulator:


1 cell, default settings.
Mobile Station:


Test USIM is plugged into the MS. The MS is in the "idle, updated" state, with a TMSI allocated.

Specific PICS statements

-

PIXIT statements

-

Foreseen Final State of the MS

"Idle, updated", with TMSI allocated.

Test Procedure

The MS is paged. The MS shall send at least one CHANNEL REQUEST message. The SS sends an IMMEDIATE ASSIGNMENT and the MS shall answer with a PAGING RESPONSE message .The SS sends an AUTHENTICATION REQUEST with AUTN Information Element present and the MS shall answer with AUTHENTICATION RESPONSE with correct RES. Then the SS sends a CIPHERING MODE COMMAND ordering the MS to start ciphering with algorithm A5/1. After transmission of this command the SS starts deciphering. The MS shall respond with a CIPHERING MODE COMPLETE message in ciphered mode using the 64 bit key Kc calculated during the authentication procedure.

The SS then sends another AUTHENTICATION REQUEST with AUTN Information Element present and the MS shall respond with AUTHENTICATION RESPONSE with correct RES The MS shall continue to use the old cipher key. Then the SS sends an ASSIGNMENT COMMAND with CIPHER MODE SETTING information element indicating to use algorithm A5/4. The MS shall respond with a ASSIGNMENT COMPLETE message in ciphered mode using the 128 bit cipher key Kc128 calculated during the previous authentication procedure.

The SS then sends another AUTHENTICATION REQUEST with same RAND and AUTN value and the MS shall answer with an AUTHENTICATION RESPONSE. Then the SS sends an ASSIGNMENT COMMAND with CIPHER MODE SETTING information element indicating to use algorithm A5/1. The MS sends an ASSIGNMENT FAILURE and returns to the old channel using the cipher algorithmn and old cipher key.

After an identity procedure the SS then sends another AUTHENTICATION REQUEST with AUTN and the MS shall answer with an AUTHENTICATION RESPONSE with correct RES. Then the SS sends an ASSIGNMENT COMMAND with CIPHER MODE SETTING information element indicating to use algorithm A5/1. The MS completes the procedure by sending an ASSIGNMENT COMPLETE message in ciphered mode using the key calculated during the previous authentication.
After an identity procedure the SS sends a CHANNEL RELEASE to end the test.

Maximum Duration of Test

3 minutes.

Expected Sequence

	Step
	Direction
	Message
	Comments

	1
	SS -> MS
	PAGING REQUEST TYPE 1
	

	2
	MS -> SS
	CHANNEL REQUEST
	

	3
	SS -> MS
	IMMEDIATE ASSIGNMENT
	SS assigns a SDCCH8 

	4
	MS -> SS
	PAGING RESPONSE
	

	5
	SS -> MS
	AUTHENTICATION REQUEST
	

	6
	MS -> SS
	AUTHENTICATION RESPONSE
	Cipher keys Kc and Kc128 have been calculated.

Correct RES.

	7
	SS -> MS
	CIPHERING MODE COMMAND
	Cipher Mode Setting = "Start Ciphering; cipher with algorithm A5/1". The SS starts deciphering.

	8
	MS -> SS
	CIPHERING MODE COMPLETE
	Sent in ciphered mode using the cipher key Kc determined in step 5. The SS start enciphering.

	9
	SS -> MS
	AUTHENTICATION REQUEST
	

	10
	MS -> SS
	AUTHENTICATION RESPONSE
	New cipher keys Kc and Kc128 have been calculated
Correct RES

Sent in ciphered mode using the cipher key Kc determined in step 6.

	11
	SS -> MS
	ASSIGNMENT COMMAND
	SS assigns SDCCH4 

Cipher Mode Setting = "Start Ciphering; cipher with algorithm A5/4" 

	12
	MS -> SS
	ASSIGNMENT COMPLETE
	Sent in ciphered mode using the cipher key Kc128 determined in step 10.

	13
	SS -> MS
	AUTHENTICATION REQUEST
	

	14
	MS -> SS
	AUTHENTICATION RESPONSE
	New cipher keys Kc and Kc128 have been calculated

Correct RES

Sent in ciphered mode using the cipher key Kc128 determined in step 10.

	15
	SS -> MS
	ASSIGNMENT COMMAND
	SS assigns SDCCH8 

Cipher Mode Setting = "Start Ciphering; cipher with algorithm A5/1" 

	16
	MS -> SS
	ASSIGNMENT FAILURE
	Sent in ciphered mode using cipher algorithmn A5/4 and the cipher key Kc128 determined in step 10.

	17
	SS -> MS
	IDENTITY REQUEST
	

	18
	MS -> SS
	IDENTITY RESPONSE
	

	19
	SS -> MS
	AUTHENTICATION REQUEST
	

	20
	MS -> SS
	AUTHENTICATION RESPONSE
	New cipher keys Kc and Kc128 have been calculated

Correct RES

Sent in ciphered mode using the cipher key Kc128 determined in step 10.

	21
	SS -> MS
	ASSIGNMENT COMMAND
	SS assigns SDCCH8 

Cipher Mode Setting = "Start Ciphering; cipher with algorithm A5/1" 

	22
	MS -> SS
	ASSIGNMENT COMPLETE
	Sent in ciphered mode using cipher algorithmn A5/1 and the cipher key Kc determined in step 20.

	23
	SS -> MS
	IDENTITY REQUEST
	

	24
	MS -> SS
	IDENTITY RESPONSE
	

	25
	SS -> MS
	CHANNEL RELEASE
	


Editors Note: The reason and conformance requirement for the ASSIGNMENT FAILURE in step 16 and the need for the authentication procedure in setps 13&14 need to be verified.
Specific Message Contents
AUTHENTICATION REQUEST step 5

	Information Element
	value/remark

	RAND
	Arbitrarly choosen

	AUTN Information Element
	present

- Length = 16

- Calculated as defined for Test USIM


CIPHERING MODE COMMAND step 7
	Information Element
	value/remark

	Algorithmn identifier
	A5/1


AUTHENTICATION REQUEST step 9

	Information Element
	value/remark

	RAND
	different than in step 5

	AUTN Information Element
	present

- Length = 16

- Calculated as defined for Test USIM


ASSIGNMENT COMMAND step 11
	Information Element
	value/remark

	Channel Description
	

	
- Channel Type
	SDCCH4 (same type as old channel)

	
- TDMA offset
	Chosen arbitrarily, but different to the one in use.

	
- Timeslot Number
	Chosen arbitrarily, but different to the one in use.

	Cipher Mode Setting
	A5/4.


AUTHENTICATION REQUEST step 13

	Information Element
	value/remark

	RAND
	Same as in step 9

	AUTN Information Element
	present

- Length = 16

- Calculated as defined for Test USIM


ASSIGNMENT COMMAND step 15 and 21
	Information Element
	value/remark

	Channel Description
	

	
- Channel Type
	SDCCH8

	
- TDMA offset
	Chosen arbitrarily, but different to the one in use.

	
- Timeslot Number
	Chosen arbitrarily, but different to the one in use.

	
- Training Sequence Code
	5 (same as the BCC).

	Cipher Mode Setting
	A5/1


IDENTITY REQUEST step 17 and 23
	Information Element
	value/remark

	Algorithmn identifier
	001     IMSI


AUTHENTICATION REQUEST step 19

	Information Element
	value/remark

	RAND
	different than in step 9

	AUTN Information Element
	present

- Length = 16

- Calculated as defined for Test USIM


IDENTITY REQUEST step 23
	Information Element
	value/remark

	Algorithmn identifier
	010     IMEI
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