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On Removing SACCH Ciphering
1. Introduction

This contribution is an update of [2] discussed at GERAN#48. As indicated in the LS from SA3 received at GERAN#48 [3], “SA3 sees benefits in the partial ciphering proposal and does not have any security objections against partial ciphering of SACCH under the guidance [in [3], reiterated below]:

· The deployment of A5/3 (and A5/4) is generally regarded as the most preferable approach, but it is understood that some backup or intermediate approaches might be desired.

· As a general security principle, the amount of known plaintext should be minimized in ciphered messages to make attacks on A5/1 more difficult.

· Unciphered messages should not contain user related or other sensitive data.

· Ciphering of SMS data on SACCH shall be maintained.”

Furthermore, SA3 had indicated they might provide additional guidance at SA3#62 (January 2011). With no additional LS received from SA3#62 on this topic, it is the understanding of the sourcing company that SA3’s position quoted above is implicitly confirmed and can serve as a recommendation from SA3 to proceed with partial ciphering on SACCH. 

Note that the technical proposal in this paper is unchanged vs the proposal at GERAN#48, but addresses additional contributions to GERAN#49 [4]
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[5] (hence the delivery post GERAN1 deadline).
2. Requirements
When ciphering is started for a GSM (CS) call, all blocks exchanged between the mobile station and the network on the radio interface (TCH, FACCH, SACCH) are ciphered at layer 1 using a stream cipher after interleaving and before modulation in both downlink and uplink directions. Bearing this in mind, the proposal requires that when ciphering is activated between the network and a mobile station:

1. The transmitter must be able to selectively switch off/on ciphering of a SACCH block depending on the content of that block.

2. The receiver must be able to detect whether a SACCH block is ciphered or not upon receiving that block 

And of course the support and use of this mechanism must be properly signalled.
It should also be noted that while the security risk highlighted at GERAN#47 is in the downlink direction, the sourcing company recommends that a solution, if introduced in the downlink, should also be considered in the uplink to ensure the very same level of security in both directions. A specification where both alternatives (i.e. downlink only; downlink and uplink) would be possible should be avoided. 
3. Proposal
3.1 First requirement – Selective switch off/on of ciphering
In order to address the 1st requirement in §2, it is expected the transmitter in the BSS or MS has means to switch ciphering on/off for a given SACCH block based on the content of that block. In the BSS, the BSC could provide such indication to the BTS via the Abis interface, or the BTS itself could reach a decision based on the messages received on the Abis interface (e.g. SACCH FILLING, BCCH INFORMATION as seen in 3GPP TS 48.058 although the Abis is not an open interface).
3.2 Second requirement – Detection of ciphering
Because it is proposed that ciphering of a SACCH block be dynamically switched off/on according to the content of that block, and given the content of a SACCH block is unknown by the receiver before the block is received, it is necessary for the receiver to be able to detect whether a block received on SACCH is ciphered or not based on that block alone. This can be achieved by two different means: double decoding or in-band signalling.
3.2.1 Double decoding

Although a GERAN1 topic, double decoding on SACCH is not deemed by the sourcing company to be an issue per se though will require some extra complexity. Double decoding implies that the receiver needs to consider a received SACCH block as being ciphered or not ciphered until it can reliably determine it is either ciphered or not ciphered. Once a reliable determination is reached, it can be treated according to the determination. I.e. double decoding can be partial or not.
However [4] argues that double decoding may not be suitable to all BTSs, and suggests that in-band signalling as proposed in §3.2.2 be used when EPC is not used. This is further discussed in §4.
3.2.2 In-band signalling

An alternative solution to double decoding is to use in-band signalling on SACCH.

Each burst of a SACCH block is a normal burst containing 116 bits of information of which 114 bits form the payload (ciphered or unciphered) and 2 bits are stealing bits, as illustrated. As specified in 3GPP TS 45.003 §4.1.5, the bits e57 and e58 are flags used for indication of control channel signalling, both set to “1” for SACCH. As specified in 3GPP TS 43.020, the stealing bits are not ciphered: “The 114 ciphered bits are e0 to e56 and e59 to e111, while e57 and e58 are ignored” (stealing bits).

While the stealing bits are set to “1” in every burst of a SACCH block and considering the coding of a SACCH block is fixed and that each SACCH burst always (and only) occurs at a fixed position(s) in a 26-multiframe , it is clear that those stealing bits are redundant. In addition, they are not ciphered so they could be redefined to indicate whether ciphering is used or not. It is proposed that these stealing bits be both set to ‘0’ in each burst to indicate that ciphering is used, thus maximizing the Hamming distance with the default ‘1’ setting (hence indicating ciphering is not used). This yields ultimately 8 stealing bits set to either ‘00000000’ or ‘11111111’ to detect the ciphering indication with high reliability, that is when ciphering is activated between the mobile station and the network.

It should be noted however that with Enhanced Power Control, the EPCCH makes use of the bits e57 and e58 in each burst of a SACCH block (see SACCH/TP and EPCCH in 3GPP TS 45.003), thus the proposed signalling would not be compatible with the use of EPC, however for EPC case solution 1 would still be possible.

It was commented during GERAN2#47bis meeting that if this proposal were specified it should be compatible with existing features among which EPC. It is the preference of the sourcing companies that double decoding be applied instead of in-band signalling.

3.3 Other signalling impact – Capability, Activation
As indicated above, in order to use dynamic (selective) switch on/off of ciphering on SACCH, the transmitter must know the capability of the receiver to dynamically (selectively) detect the use of ciphering in SACCH blocks (when ciphering is started between the mobile station and the network) and the receiver must be informed when it is in use.
The sourcing company recommends that partial ciphering on SACCH when used, be active on both downlink and uplink directions. The network must remain the entity that decides and informs about the use of the mechanism, while the mobile station ought to indicate its capability (in MS Classmark 3 IE) to the network which:
· is the capability to dynamically detect the use of ciphering in SACCH blocks (downlink) and to dynamically switch on/off the ciphering of SACCH blocks (uplink)
The use of the proposal will have to be indicated by the network in the following messages: CIPHERING MODE COMMAND, HANDOVER COMMAND, ASSIGNMENT COMMAND and DTM ASSIGNMENT COMMAND (i.e. containing the Cipher Mode Setting IE). Two companion CRs are proposed in [6], [7].
4. Discussion – Double DeCODING and EPC Signalling

As indicated in [4] double decoding may not be suitable to all BTSs. Hence [4] suggests that in-band signalling as proposed in §3.2.2 be used when EPC is not used, and double decoding otherwise.

The preference of the sourcing company is to minimize the number of options to the same problem (ultimately there should always be a single solution to a given problem). However, if the issue raised in [4] is confirmed to be critical (i.e. hardware upgrade required and issue widely occurring in the field which could hamper addressing the security issue, for A5/1, and slow down A5/3 deployment), it should certainly be addressed and in this case we would propose:

· EPC on: double decoding used in both uplink and downlink

· EPC off: double decoding used in downlink. In-band signalling used in uplink.

5. Alternative: SMS on FACCH

An alternative proposal to the use of partial ciphering on SACCH is discussed in [5] which suggests to switch off ciphering on SACCH and to send SMS on FACCH instead.

The sourcing company believes this approach is not feasible due to the following reasons: 
· As with the proposal in this paper, [5] requires being able to switch off ciphering on SACCH when ciphering is running on TCH+FACCH. 
· The DL protocol (see 3GPP TS 44.006) operates on both SACCH and FACCH. For the transmission of SMS, acknowledged mode (multiple frame operation) is required which, as per the current DL definition, uses a window size equal to 1. This would introduce unacceptable delays to higher priority signalling (e.g. Handover Command message) when SAPI=3 data (SMS) is sent. To mitigate this, a pre-emption mechanism would be required that should also ensure that transmitted SAPI=3 data pending acknowledgements would not be lost.
· The second issue is the resulting inevitable impact on speech quality. The transmission of SAPI=3 data on FACCH yields additional degradation of the TCH FER given the stealing mechanism used for FACCH. One could imagine a loose scheduling rule for SAPI=3 that would offer the same or a similar transmission rate as on SACCH (one block every 480ms) may somewhat mitigate this, however it should also not be forgotten that SMS being sent in acknowledged mode retransmissions occur that will steal speech frames. 
The sourcing company sees that SMS transmission on FACCH is not only more complex than the proposal in this paper, but it is also introducing additional speech degradation. Our preference is clearly to address the security issue on SACCH without introducing another problem – speech quality must remain uncompromised. 
6. Conclusions

This contribution provides a simple solution and CRs in [6]
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[7] (revised after GERAN#48) to the security issue with SACCH raised at GERAN#47.

It also discusses the proposal made in [4] and requests that, before an additional option is defined, a confirmation be made that the issue raised in [4] is critical i.e. hardware upgrade necessary and issue widely occurring in the field which could hamper addressing the security issue, for A5/1, and slow down A5/3 deployment. 

A proposal to transmit SMS over FACCH [5] is also debated that is not seen to be feasible as it is not only more complex than the proposal in this paper, but it is also introducing additional speech degradation.
The sourcing company recommends that while the issue in [4] is discussed, the CRs provided in [6] and [7] be considered for approval as they are in any case necessary also as per the proposal [4]. 
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