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Summary
A contribution in [1] proposes a robust method to eliminate SACCH security vulnerability by removing ciphering for system information messages while keeping SMS ciphered.  However, so far there are a number of limitations with this proposal (i) it is not possible for the access stratum to identify all SMS messages containing user data, (ii) the in-band signalling required to indicate a ciphered SACCH block would mean Enhanced Power Control (EPC) cannot be used, (iii) in case in-band signalling is not possible then the BSS and MS would need to perform double decoding on the SACCH message.
While these issues are still under discussion, the sourcing company would like to explore an alternative method to send SMS messages while the MS is in dedicated mode.  The alternative method is to send SMS on the FACCH instead of using the SACCH.  SMS messages would remain ciphered and the limitations with proposal [1] could be avoided.  However, the drawback is speech or data (CSD/Fax) could be impaired while SMS data is being transmitted.

In the case of speech, would the impairment be noticeable to the user and how often are SMS messages sent/received in dedicated mode?  If we take the example of the interruption to an ongoing voice session when a BSS external handover occurs, the impairment to the voice call is not usually noticeable to the subscriber.  Thus, if the frequency of SMS messages sending is the same or less than the frequency of a mobile triggering a BSS external handover, then the speech/data impairment may be acceptable to the subscriber.
Another real world test to check if the impairment to the voice session is acceptable to the user is to send a USSD message from the network to the mobile on the FACCH.

In the case of data, what would be the impairment to an ongoing CSD/Fax session?

Proposal: GERAN1/2 to consider the solution to send SMS on the FACCH as an alternative approach to removing the SACCH security vulnerability.
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