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Introduction
At GERAN #45 it was discussed the necessity to include some USIM related procedures in TS 51.010 following the eCall tests introduction.
This document presents the different Authentication cases that should be considered with the use of an USIM/UICC. 
Status
The definition of the test USIM is done in TS 34.108 and is applied for the UMTS testing defined in TS 34.121 or TS 34.123. This should be the one referred also for 2G testing (will be done in Annex 4 or in the section(s) added).
Two different scenarios are to be considered:
· UMTS capable devices accessing a 2G RAT

· GSM only devices with USIM support (in term of Authentication)

For authentication on a 2G RAT with a USIM/UICC capable of both GSM and UMTS authentication challenges, both cases (UMTS UE or USIM capable MS) are similar and no distinction should be made in term of test procedures. Distinctions could be made in term of applicability.
The case 2 of the following text is to be tested (TS 33.102 subclasue 6.8.1.1), in addition to GSM AKA execution with a USIM application:

“For UMTS subscribers, authentication and key agreement will be performed as follows:

-
UMTS AKA shall be applied when the user is attached to a UTRAN.

-
UMTS AKA shall be applied when the user is attached to a GSM BSS, in case the user has a ME capable of UMTS AKA and also the VLR/SGSN is R99+. In this case, the GSM cipher key Kc is derived from the UMTS cipher/integrity keys CK and IK, by the VLR/SGSN on the network side and by the USIM on the user side.
-
GSM AKA shall be applied when the user is attached to a GSM BSS, in case the user has a ME not capable of UMTS AKA. In this case, the GSM user response SRES and the GSM cipher key Kc are derived from the UMTS user response RES and the UMTS cipher/integrity keys CK and IK. A R98- VLR/SGSN uses the stored Kc and RES and a R99+ VLR/SGSN derives the SRES from RES and Kc from CK, IK”.

As shown by the two figures below taken from TS 31.900 (subclause 6.1 – figure 1 and subclause 6.2.2 figure 3), the cases are similar in term of authentication at the device level on a 2G RAT (case B, C, D, E and B’, C’, D’, E’):
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Figure 1: Possible interworking scenarios of a 3G ME 
and UICC with different network environments
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Figure 3: Possible interworking scenarios of a 2G ME 
and UICC with different network environments

Case B and B’: All system elements are 3G, except for the radio interface, which is 2G. This is called 3G + Kc mode: The 2G ciphering key Kc (derived from CK, IK) is additionally included in the response. The USIM receives RAND and AUTN and responds with RES, CK, IK and Kc. This requires conversion function c3 to be supported by the USIM.
·  UMTS AKA is executed. 
The 2G BSS is transparent for 3G authentication parameters but not capable of handling ciphering and integrity protection keys CK and IK. Therefore the 3G VLR/SGSN and the 3G ICC have to compute Kc from CK, IK with conversion function c3 and send it to the BSS and to the ME. Despite a 2G radio access network is involved, 3G security context is established.
The USIM receives parameters RAND and AUTN and calculates RES, CK and IK. (If service n° 27 is available,) Kc is generated by conversion function c3 and additionally included in the response.
Other cases: At least one element on the Core Network side is not 3G and not capable of handling 3G quintet (RAND, XRES, CK, IK, AUTN). This is called Virtual 2G mode: The USIM receives a 2G authentication request with RAND and returns a 2G authentication response with SRES (derived from RES) and ciphering key Kc (derived from CK, IK). This requires a particular algorithm execution mode plus conversion functions c2 and c3 to be supported by the USIM.

· GSM AKA is executed.
· Case C and C’ : on NW side, 2G triplets RAND, RES, Kc are produced out of 3G quintets RAND, XRES, CK, IK, AUTN. It therefore applies conversion function c2 to generate RES from XRES and conversion function c3 to generate Kc from CK and IK. RAND is left unchanged and AUTN is discarded (i.e. not included on the Radio Interface messages)

· Case D, E and D’, E’ : only 2G triplet can be handle on the NW side for backward compatibility.
Testing assumption
When GSM AKA is to be used no real distinction is made between case C’, D’ or E’ (or C, D or E for Dual RAT UE). The only input is RAND.

This can be covered easily in one simple case:
· GSM authentication challenge for MS with USIM support or dual RAT UE – accepted.

One simple check has to be done on the SS side where the Kc and SRES received from the MS/UE are converted from calculated 3G parameters (IK, CK and RES) – ciphering might be needed to check Kc accuracy.
When UMTS AKA is to be used (case B, B’), AUTN and RAND are the inputs. 
This part should be deeply tested (Authentication Success, Reject and Failure). The testing done in TS 34.123 could be used as a basis. The “failure” case 20 & 21 (‘MAC Failure’ & ‘Synch failure’) will be tested for the NW Authentication from the USIM/Device. Focus will be made on CS testing, one test (success) only will be done in Packet Mode:

· CS - UMTS authentication challenge for MS with USIM support or dual RAT UE – accepted.

· CS - UMTS authentication challenge for MS with USIM support or dual RAT UE – rejected by NW. (No specific UMTS AKA requirement -> could be skipped)
· CS - UMTS authentication challenge for MS with USIM support or dual RAT UE – rejected by MS (MAC Failure).

· CS - UMTS authentication challenge for MS with USIM support or dual RAT UE – rejected by MS (Synch Failure).

· PS - UMTS authentication challenge for MS with USIM support or dual RAT UE – accepted.

In TS 34.123 an other test is written to verify the non-genuine source of authentication (TC 9.2.5 Authentication rejected by the UE / fraudulent network), but no real need could be seen verifying such kind of requirement on a 2G RAT but this might be added later on.
In addition to the MM/GMM message content check, one simple check has to be done on the SS side where the Kc (with ciphering?) and SRES received from the MS/UE are converted from calculated 3G parameters (IK, CK and RES)

( Testing assumption: SS should use a proper RAND value to be able to distinguish the SRES, Kc converted form 3G parameters from the SRES, Kc resulting from the SIM (not USIM) parameters. 

Conclusion 
No change should be done in the already existing tests & procedures, any already existing tests should remain under SIM testing. Only this set of new tests (and the eCall ones) should be run with a USIM. 

This USIM (UICC) used for testing should support both SIM and USIM applications to be able to identify the faulty use of the SIM application when the ME supports the USIM application. For this condition to be verified, the SS vendor shall send a proper RAND value to be able to distinguish the SRES & Kc converted form 3G parameters using the USIM application from the SRES & Kc resulting from the SIM (not USIM) application. 
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