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MTC Device Policing
1.
Introduction
Considering the case of GERAN, before an MTC user (i.e. an MTC device) can access the wireless network to transact an MTC service it must be validated by a network operator by becoming GPRS attached. As such, upon initial power up in GERAN it is expected that an MTC user will do the following:

· Send an Attach Request to an SGSN (network operator) responsible for managing MTC users.

· The reception of an Attach Request triggers the SGSN to contact the corresponding Subscriber (MTC server) to verify the MTC device attempting to become attached is valid.

· Assuming the MTC server indicates the MTC device is valid (e.g. based on the IMSI of the MTC device) the SGSN proceeds to attach, authenticate and establish a PDN-GW for that MTC device. 

· Once the MTC device is attached, authenticated and granted a PDN-GW it can communicate directly with the MTC server (e.g. via the PDN-GW).

· MTC user – MTC server signaling is then performed to activate service for the MTC device based on its subscription (i.e. informing the MTC device of the set of MTC services it may use results in service activation).

· Once an MTC device has become service activated it may use its allowed services and access the wireless network accordingly.

· The Service Provider/Network Operator may be informed of the MTC services allowed for an activated MTC device to ensure they only perform wireless network access according to the allowed MTC services. 

Assuming that a given MTC device has successfully performed some kind of activation procedure (including authorization/authentication) and is therefore allowed access on one or more PLMNs it will be aware of a set of one or more MTC features it is allowed to use. In order to ensure an activated MTC device only operates according to restrictions potentially imposed by their allowed MTC features, support for a policing function can be introduced within a BSS and triggered whenever system accesses are made by these devices. 
2
Post Access Policing Function
Assuming an MTC device is allowed the use of, for example, the “Time Controlled” feature (e.g. which may be applicable to smart metering devices) then the service activation signaling can include conveying the corresponding time of day restrictions to the affected MTC device. Once an MTC device has been provided with time of day access restrictions then it may not be acceptable for operators to simply expect that the MTC device will consistently respect these restrictions. As such, the introduction of a post access policing function within an operator’s network can include the BSS ability to ensure a system access performed by any given MTC device is in harmony with all applicable MTC feature specific restrictions applicable to that device. 
· A BSS processes an access attempt by an MTC device and upon completing contention resolution for such a device it identifies the set of MTC features and corresponding restrictions (if any) applicable to that device.
· This assumes the Service Provider/Network Operator has been informed of the MTC services allowed for an activated MTC device and this information has been propagated to the serving BSS. 

· The BSS will at least allocate enough uplink radio resources required to accomplish contention resolution and then determine if the transmitting MTC device is making an access in violation of one or more MTC based restrictions.

· Upon determining an access attempt has been made in violation of one or more MTC feature based restrictions (e.g. time of day restrictions) the BSS can prevent the allocation of additional uplink radio resources and release the corresponding UL TBF.

· Prior to releasing the UL TBF the BSS can send the accessing MTC device an RRC control message that, for example, suspends it from making additional system accesses on the current PLMN for some period of time.
· Alternatively, upon determining an access attempt has been made in violation of one or more MTC feature based restrictions, the BSS can with the allocation of additional uplink radio resources as needed by the MTC device and rely on billing mechanisms to apply surcharges as appropriate for such a service violation.

3
Identifying an MTC Device
The ability for a BSS to quickly and uniquely identify an accessing mobile station as an MTC device is required so that it can apply any corresponding policing function restrictions as soon as possible. This can conceptually be accomplished by introducing a new range of TLLI values only applicable to MTC devices which allows the BSS to detect an access by an MTC device upon completion of the contention access procedure.
Random MTC TLLI

This identity is very similar to a Random TLLI except that it uniquely identifies the accessing device as being an MTC device (see Table 1 below). 

· An MTC device identifies itself using a random MTC TLLI because it has not yet been GPRS attached or activated by an MTC server and therefore is not subject to any MTC feature based restrictions.

· Such an MTC device sends a GPRS Attach message with an Attach Type information element that it indicates it is an MTC device (see Table 2 below) and thereby allows the SGSN to assign a P-TMSI accordingly. 

· A GPRS attached MTC device may also identify itself using a random MTC TLLI because when it finds itself within a routing area different from the routing area in which it first became GPRS Attached.

· A GPRS attached MTC device that detects a change of routing area may send a Routing Area Update message with an Update Type information element that indicates it is an Attached MTC device (see Table 3 below) and thereby allows the SGSN to assign a P-TMSI accordingly.

· A random MTC TLLI can be introduced and built by an MS as follows:

bit 31 is set to 0; 

bit 30 is set to 1; 

bit 29 is set to 0;

bit 28 is set to 0;

bits 0 to 27 are chosen randomly.

Local MTC TLLI

This identity is very similar to a Local TLLI except that it uniquely identifies the accessing device as being an MTC device (see Table 1 below). 

· The local MTC TLLI is used by a GPRS Attached MTC device which is still in the same Routing Area in which it first became GPRS Attached. 

· A local MTC TLLI informs the serving BSS that it is dealing with an access from an attached MTC device and thereby allows it to potentially apply post access policing functions as necessary.

· A local MTC TLLI can be introduced and built by an MS as follows:

bit 31 is set to 0; 

bit 30 is set to 1; 

bit 29 is set to 0;

bit 28 is set to 1;

bits 27 down to 0 are set equal to bits 27 to 0 of the P-TMSI.

· The 28 least significant bits of an assigned P-TMSI would allow for up to 256 million unique MTC devices to be supported within a specific geographical area (e.g. routing area) controlled by an SGSN. 

· The use of NRI (network resource identifier) within the scope of a P-TMSI assigned to an MTC device is also possible but will reduce the number of P-TMSI values that can be allocated to MTC devices within a geographical area.
Foreign MTC TLLI

The need for this type of identity for MTC devices is questionable (and therefore no allowance is made for it in Table 1) given that an MTC device that it finds itself within a routing area different from the routing area in which it first became GPRS Attached will:

· Always send a Routing Area Update that includes its old P-TMSI (or IMSI) and old RAI,
· Will not be subject to immediate post access policing in the new BSS since it will not know about its allowed MTC services and any associated restrictions,

· Will be assigned a new P-TMSI in the new RA to ensure the scope of MTC P-TMSI uniqueness can be maintained within a RA regardless of the mobility profile on any given MTC device (i.e. no mobility, nomadic or full mobility). Note that without using NRI within a P-TMSI there can be 256 million unique P-TMSIs assignable for MTC devices per Routing Area.
Table 1 (extracted from TS 23.003): New TLLI structure

	31
	30
	29
	28
	27
	26 to 0
	Type of TLLI

	1
	1
	T
	T
	T
	T
	Local TLLI

	1
	0
	T
	T
	T
	T
	Foreign TLLI

	0
	1
	1
	1
	1
	R
	Random TLLI

	0
	1
	1
	1
	0
	A
	Auxiliary TLLI

	0
	1
	1
	0
	X
	X
	Reserved

	0
	1
	0
	0
	R
	R
	Random MTC TLLI

	0
	1
	0
	1
	T
	T
	Local MTC TLLI

	0
	0
	0
	0
	G
	G
	Part of the assigned G-RNTI

	0
	0
	0
	1
	R
	R
	Random G-RNTI 


Table 2 (extracted from TS 24.008): Attach type information element

	Type of attach (octet 1, bit 1 to 3)

	Bits

	3
	2
	1
	
	

	0
	0
	1
	
	GPRS attach

	0
	1
	0
	
	Not used. This value was allocated in earlier versions of the protocol (Note1)

	0
	1
	1
	
	Combined GPRS/IMSI attach

	1
	0
	0
	
	Emergency attach

	1
	0
	1
	
	MTC Device Attach

	

	All other values are interpreted as GPRS attach in this version of the protocol.

	

	Follow-on request (octet 1, bit 4)

	Bits

	4
	
	
	
	

	0
	
	
	
	No follow-on request pending

	1
	
	
	
	Follow-on request pending

	Follow-on request pending is applicable only in Iu mode.

	

	NOTE 1: 
The code point “010” if received by the network, it shall be interpreted as "Combined GPRS/IMSI attach".


Table 3 (extracted from TS 24.008): Update type information element

	Update type value (octet 1, bit 1 to 3)

	

	Bits

	

	3
	2
	1
	
	

	0
	0
	0
	
	RA updating

	0
	0
	1
	
	combined RA/LA updating

	0
	1
	0
	
	combined RA/LA updating with IMSI attach

	0
	1
	1
	
	Periodic updating

	1
	0
	0
	
	MTC device RA updating

	

	All other values are reserved.

	

	Follow-on request (octet 1, bit 4)

	Bit

	

	4
	
	
	
	

	0
	
	
	
	No follow-on request pending

	1
	
	
	
	Follow-on request pending

	

	Follow-on request pending is applicable only in Iu mode.

	


3
P-TMSI Assignments
When assigning a P-TMSI to an MTC device during the GPRS Attach procedure the SGSN would of course assign a 32 bit value but can choose to always use 0101 as the 4 most significant bits for these P-TMSIs (as per the Local MTC TLLI shown in Table 1 above). 
· Limiting P-TMSI uniqueness to the least significant 28 bits of the 32 bit P-TMSI still provides the BSS with the ability to use the 28 least significant bits of a local MTC TLLI to uniquely identify the set of MTC feature based restrictions applicable to the corresponding MTC device. 

· The 28 least significant bits of an assigned P-TMSI allow for up to 256 million unique MTC devices to be supported within a specific geographical area (e.g. routing area) controlled by an SGSN. 

· The SGSN could organize the least significant 28 bits of MTC device P-TMSIs into sub-ranges or P-TMSI blocks that correspond to one or more MTC features and convey this information to the serving BSS such that the serving BSS could then apply P-TMSI block specific policing measures (e.g. smart metering MTC devices could be assigned P-TMSIs within a pre-determined block of 10 million P-TMSIs that would be subject to specific time of day access restrictions).

· Assuming the case where up to 256 million unique MTC device specific P-TMSIs are maintained within the context of a Routing Area then if an MTC device determines it is no longer within the Routing Area it was in when it first became GPRS attached it will consider its current P-TMSI as old/invalid for TLLI purposes and therefore start using a Random MTC TLLI in the new routing area.
4
Conclusion
The introduction of a post access policing function within an operator’s network can include the BSS ability to ensure any given MTC device operates in harmony with all MTC feature specific restrictions that may be applicable to that device. To the extent that this post access policing function is needed it is proposed that the Local MTC TLLI structure be introduced to provide the BSS with the ability to quickly identify an accessing mobile station as an MTC device which may be subject to MTC feature based restrictions. The Random MTC TLLI is also seen as useful simply to allow a BSS to identify an access from an MTC device new to the current RA (and potentially assign resources accordingly) and to allow the BSS to route a NAS message received from such an MTC device to an SGSN targeted for managing MTC devices.
Annex A - Supporting Information 
From 44.018:
3.3.1.1.1
Permission to access the network

All mobile stations with an inserted SIM are members of one out of 10 access classes numbered 0 to 9. The access class number is stored in the SIM. In addition, mobile stations may be members of one or more out of 5 special access classes (access classes 11 to 15) (see 3GPP TS 22.011), this is also held on the SIM card.

The system information messages on the BCCH broadcast the list of authorized access classes and authorized special access classes in the system information messages, and whether emergency calls are allowed in the cell to all mobile stations or only to the members of authorized special access classes.

If the establishment cause for the request of the MM sublayer is not "emergency call", access to the network is allowed if and only if the mobile station is a member of at least one authorized:

-
access class; or

-
special access class.

If the establishment cause for the request of the MM sublayer is "emergency call", access to the network is allowed if and only if:

-
emergency calls are allowed to all mobile stations in the cell; or 

-
the mobile station is a member of at least one authorized special access class.

3.3.1.1.2
Initiation of the immediate assignment procedure

The RR entity of the mobile station initiates the immediate assignment procedure by scheduling the sending on the RACH and leaving idle mode (in particular, the mobile station shall ignore PAGING REQUEST messages). It then sends maximally M + 1 CHANNEL REQUEST or EGPRS PACKET CHANNEL REQUEST messages on the RACH in a way such that:

-
when requesting resources for a PS connection other than in the case of sending a paging response, the mobile station shall send the first CHANNEL REQUEST (or EGPRS PACKET CHANNEL REQUEST) message in the first available TDMA frame belonging to the mobile station’s RACH. 

-
in all other cases, the number of slots belonging to the mobile station's RACH between initiation of the immediate assignment procedure and the first CHANNEL REQUEST or EGPRS PACKET CHANNEL REQUEST message (excluding the slot containing the message itself) is a random value drawn randomly for each new initial assignment initiation with uniform probability distribution in the set {0, 1, ..., max (T,8) ‑ 1};

-
the number of slots belonging to the mobile station's RACH between two successive CHANNEL REQUEST or EGPRS PACKET CHANNEL REQUEST messages (excluding the slots containing the messages themselves) is a random value drawn randomly for each new transmission with uniform probability distribution in the set 
{S, S + 1, ..., S + T ‑ 1};

Here, T is the value of the parameter "Tx-integer" broadcast on the BCCH;

M is the value of the parameter "max retrans" broadcast on the BCCH;

S is a parameter depending on the CCCH configuration and on the value of Tx-integer as defined in table 3.3.1.1.2.1.

The CHANNEL REQUEST messages are sent on the RACH (cf. sub-clause 1.5) and contain as parameters:

-
an establishment cause which corresponds to the establishment cause given by the MM sublayer and the broadcast NECI value, or which corresponds to one of the establishment causes "answer to paging" given by the RR entity in response to a PAGING REQUEST message including the Channel Needed information, or which corresponds to one of the establishment causes " procedures that can be completed with a SDCCH" given by the RR entity in order to initiate a notification response procedure or a priority uplink request procedure;

-
a random reference which is drawn randomly from a uniform probability distribution for every new transmission.

After sending the first CHANNEL REQUEST message, the mobile station shall start listening to the BCCH; it shall also listen to the full downlink CCCH timeslot corresponding to its CCCH group.

Having sent M + 1 CHANNEL REQUEST messages, the RR entity of the mobile station starts timer T3126. At expiry of timer T3126, the immediate assignment procedure is aborted; if the immediate assignment procedure was triggered by a request from the MM sublayer, a random access failure is indicated to the MM sublayer.

Table 3.3.1.1.2.1: Values of parameter S

	TX-integer
	non combined CCCH
	combined CCH/SDCCH

	3,8,14,50
	55
	41

	4,9,16
	76
	52

	5,10,20
	109
	58

	6,11,25
	163
	86

	7,12,32
	217
	115


3.3.1.1.3
Answer from the network

3.3.1.1.3.1
On receipt of a CHANNEL REQUEST message

The network may allocate a dedicated channel to the mobile station by sending an IMMEDIATE ASSIGNMENT message or IMMEDIATE ASSIGNMENT EXTENDED message in unacknowledged mode on the same CCCH timeslot on which it has received the CHANNEL REQUEST. There is no further restriction on what part of the downlink CCCH an IMMEDIATE ASSIGNMENT message or IMMEDIATE ASSIGNMENT EXTENDED message can be sent. The type of channel allocated (SDCCH or TCH; the channel mode shall be set to signalling only) is a network operator decision. Timer T3101 is then started on the network side.

NOTE:
There are two types of immediate assignment messages:

-
IMMEDIATE ASSIGNMENT message, containing assignment information for one mobile station only;

-
IMMEDIATE ASSIGNMENT EXTENDED message, containing assignment information for two mobile stations at the same time.

The IMMEDIATE ASSIGNMENT or IMMEDIATE ASSIGNMENT EXTENDED message contains:

-
the description of the assigned channel;

-
the information field of the CHANNEL REQUEST message and the frame number of the frame in which the CHANNEL REQUEST message was received;

-
the initial timing advance (cf. 3GPP TS 44.004);

-
optionally, a starting time indication.

If frequency hopping is applied, the mobile station uses the last CA received on the BCCH to decode the Mobile Allocation.

On receipt of an IMMEDIATE ASSIGNMENT or IMMEDIATE ASSIGNMENT EXTENDED message corresponding to one of its 3 last CHANNEL REQUEST messages, the mobile station stops T3126 (if running), stops sending CHANNEL REQUEST messages, switches to the assigned channels, sets the channel mode to signalling only and activates the assigned channels. It then establishes the main signalling link with an SABM containing an information field (see sub-clause 3.1.5).

An IMMEDIATE ASSIGNMENT or IMMEDIATE ASSIGNMENT EXTENDED message may indicate a frequency change in progress, with a starting time and possibly alternative channel descriptions.

In the case of the reception of an IMMEDIATE ASSIGNMENT EXTENDED message, or of an IMMEDIATE ASSIGNMENT message which contains only the description of a channel to be used after the starting time, the mobile station shall wait up to the starting time before accessing the channel. If the starting time has already elapsed, the mobile shall access the channel as an immediate reaction to the reception of the message (see 3GPP TS 45.010 for the timing constraints).

If the message contains both the description of a channel to be used after the indicated time and of a channel to be used before, the mobile station accesses a channel as an immediate reaction to the reception of the message. If the moment the mobile station is ready to access is before the indicated time, the mobile station accesses the channels described for before the starting time. The mobile station then changes to the channel described for after the starting time at the indicated time. New parameters can be the mobile allocation and MAIO. Other parameters describing the channel to be used before the starting time are taken from the description of the channel defined for use after the starting time. If the moment the mobile station is ready to access is after the starting time, the mobile station accesses the channel described for after the starting time.

If frequency hopping is applied, the mobile station uses the last CA received on the BCCH.

From 23.060:

6.5
GPRS Attach Function

An MS shall perform a GPRS Attach to the SGSN in order to obtain access to the GPRS services. If the MS is connected in A/Gb mode, it shall perform an A/Gb mode GPRS Attach procedure. If the MS is connected via in Iu mode, it shall perform an Iu mode GPRS Attach procedure.

In the attach procedure, the MS shall provide its identity and an indication of which type of attach that is to be executed. The identity provided to the network shall be the MS's Packet TMSI (P‑TMSI) or IMSI. The P-TMSI may be derived from a GUTI when the MS is E-UTRAN capable. If the MS does not have a valid P‑TMSI or a valid GUTI, the MS shall provide its IMSI. For emergency attach, the IMEI shall be included when the MS has no IMSI, no valid GUTI and no valid P‑TMSI.

During the Attach procedure, the MS provides its PS Handover capabilities as defined in TS 24.008 [13].

6.5.1
A/Gb mode GPRS Attach Procedure

A GPRS attach is made to the SGSN. A GPRS-attached MS makes IMSI attach via the SGSN with the combined RA / LA update procedure if the network operation mode is I. In network operation modes II and III, or if the MS is not GPRS-attached, the MS makes an IMSI attach as already defined in A/Gb mode. An IMSI-attached MS in class‑A mode of operation engaged in a CS connection shall use the (non-combined) GPRS Attach procedures when it performs a GPRS attach.

At the RLC/MAC layer, the MS shall identify itself with a Local or Foreign TLLI if the MS is already GPRS-attached and is performing an IMSI attach. Otherwise, the MS shall identify itself with a Foreign TLLI, or a Random TLLI if a valid P‑TMSI is not available. The Foreign or Random TLLI is used as an identifier during the attach procedure until a new P‑TMSI is allocated.

After having executed the GPRS attach, the MS is in READY state and MM contexts are established in the MS and the SGSN. The MS may then activate PDP contexts as described in clause "Activation Procedures".

An IMSI-attached MS that can only operate in class‑C mode of operation shall follow the normal IMSI detach procedure before it makes a GPRS attach. A GPRS-attached MS in class‑C mode of operation shall always perform a GPRS detach before it makes an IMSI attach.

If the network operates in mode I (see clause "Paging Co-ordination in A/Gb mode"), then an MS that is both GPRS-attached and IMSI-attached shall perform the Combined RA / LA Update procedures.

If the network operates in mode II or III, then a GPRS-attached MS that has the capability to be simultaneously GPRS-attached and IMSI-attached shall perform the (non-combined) Routeing Area Update procedures, and either:

-
access the non-GPRS common control channels for CS operation (the way that CS operation is performed in parallel with GPRS operation is an MS implementation issue outside the scope of the present document); or

-
if CS operation is not desired, depending on system information that defines whether or not explicit detach shall be used, either:

-
avoid all CS signalling (in which case the MS may be implicitly IMSI detached after a while); or

-
perform an explicit IMSI detach via the non-GPRS common control channels (if the MS was already IMSI-attached).

The Combined GPRS / IMSI Attach procedure is illustrated in Figure 22.

From 24.008:

9.4.1
Attach request

This message is sent by the MS to the network in order to perform a GPRS or combined GPRS attach. See table 9.4.1/3GPP TS 24.008.

Message type:
ATTACH REQUEST

Significance:

dual

Direction:


MS to network

Table 9.4.1/3GPP TS 24.008: ATTACH REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

10.2
	M
	V
	1/2

	
	Skip indicator
	Skip indicator

10.3.1
	M
	V
	½

	
	Attach request message identity
	Message type

10.4
	M
	V
	1

	
	MS network capability
	MS network capability

10.5.5.12
	M
	LV
	3-9

	
	Attach type
	Attach type

10.5.5.2
	M
	V
	½

	
	GPRS ciphering key sequence number
	Ciphering key sequence number 

10.5.1.2
	M
	V
	½

	
	DRX parameter
	DRX parameter

10.5.5.6
	M
	V
	2

	
	P-TMSI or IMSI
	Mobile identity

10.5.1.4
	M
	LV
	6 - 9

	
	Old routing area identification
	Routing area identification

10.5.5.15
	M
	V
	6

	
	MS Radio Access capability
	MS Radio Access capability

10.5.5.12a
	M
	LV
	6 - 52

	19
	Old P-TMSI signature
	P-TMSI signature

10.5.5.8
	O
	TV
	4

	17
	Requested READY timer
value
	GPRS Timer

10.5.7.3
	O
	TV
	2

	9-
	TMSI status
	TMSI status

10.5.5.4
	O
	TV
	1

	33
	PS LCS Capability
	PS LCS Capability
10.5.5.22
	O
	TLV
	3

	11
	Mobile station classmark 2
	Mobile station classmark 2
10.5.1.6
	O
	TLV
	5

	20
	Mobile station classmark 3
	Mobile station classmark 3
10.5.1.7
	O
	TLV
	2-34

	40
	Supported Codecs
	Supported Codec List
10.5.4.32
	O
	TLV
	5-n

	58
	UE network capability
	UE network capability

10.5.5.26
	O
	TLV
	4-15

	1A
	Additional mobile identity
	Mobile identity

10.5.1.4
	O
	TLV
	7

	1B
	Additional old routing area identification
	Routing area identification 2
10.5.5.15a
	O
	TLV
	8


9.4.1.1
Old P-TMSI signature

The MS shall include this IE, if the MS holds a valid P-TMSI, P-TMSI signature and RAI, or if the TIN indicates "GUTI" and the MS holds a valid GUTI, or if the TIN is deleted and the MS holds a valid GUTI, but no valid P-TMSI and RAI.

9.4.1.2
Requested READY timer value

This IE may be included if the MS wants to indicate a preferred value for the READY timer.

9.4.1.3
TMSI status

This IE shall be included if the MS performs a combined GPRS attach and no valid TMSI is available.

9.4.1.4
PS LCS Capability
This IE shall be included if the MS supports at least one positioning method for the provision of location services (LCS) via the PS domain in Gb-mode.

9.4.1.5
UE network capability

An MS supporting S1 mode shall include this IE to indicate its capabilities to the network.

9.4.1.6
Mobile station classmark 2

This IE shall be included if the MS supports SRVCC to GERAN or UTRAN.

9.4.1.7
Mobile station classmark 3

This IE shall be included if the MS supports SRVCC to GERAN.

9.4.1.8
Supported Codecs

This IE shall be included if the MS supports SRVCC to GERAN or UTRAN to indicate its supported speech codecs for CS speech calls.
9.4.1.9
Additional mobile identity

The MS shall include this IE, if the TIN indicates "GUTI" and the MS holds a valid GUTI, P-TMSI and RAI.

9.4.1.10
Additional old routing area identification

The MS shall include this IE, if the TIN indicates "GUTI" and the MS holds a valid GUTI, P-TMSI and RAI.
9.4.2
Attach accept

This message is sent by the network to the MS to indicate that the corresponding attach request has been accepted. See table 9.4.2/3GPP TS 24.008.

Message type:
ATTACH ACCEPT

Significance:

dual

Direction:


network to MS

Table 9.4.2/3GPP TS 24.008: ATTACH ACCEPT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

10.2
	M
	V
	1/2

	
	Skip indicator
	Skip indicator

10.3.1
	M
	V
	1/2

	
	Attach accept message identity
	Message type

10.4
	M
	V
	1

	
	Attach result
	Attach result

10.5.5.1
	M
	V
	1/2

	
	Force to standby
	Force to standby 

10.5.5.7
	M
	V
	1/2

	
	Periodic RA update timer
	GPRS Timer

10.5.7.3
	M
	V
	1

	
	Radio priority for SMS
	Radio priority

10.5.7.2
	M
	V
	1/2

	
	Radio priority for TOM8
	Radio priority 2

10.5.7.5
	M
	V
	1/2

	
	Routing area identification
	Routing area identification

10.5.5.15
	M
	V
	6

	19
	P-TMSI signature
	P-TMSI signature

10.5.5.8
	O
	TV
	4

	17
	Negotiated READY timer
value
	GPRS Timer

10.5.7.3
	O
	TV
	2

	18
	Allocated P-TMSI
	Mobile identity

10.5.1.4
	O
	TLV
	7

	23
	MS identity
	Mobile identity

10.5.1.4
	O
	TLV
	7-10

	25
	GMM cause
	GMM cause 

10.5.5.14
	O
	TV
	2

	2A
	T3302 value
	GPRS Timer 2

10.5.7.4
	O
	TLV
	3

	8C
	Cell Notification
	Cell Notification

10.5.5.21
	O
	T
	1

	4A
	Equivalent PLMNs
	PLMN List

10.5.1.13
	O
	TLV
	5-47

	B-
	Network feature support
	Network feature support

10.5.5.23
	O
	TV
	1

	34
	Emergency Number List
	Emergency Number List

10.5.3.13
	O
	TLV
	5-50

	A-
	Requested MS Information
	Requested MS Information

10.5.5.25
	O
	TV
	1

	37
	T3319 value
	GPRS Timer 2
10.5.7.4
	O
	TLV
	3

	38
	T3323 value
	GPRS Timer 2
10.5.7.4
	O
	TLV
	3


9.4.2.1
P-TMSI signature

This IE may be included to assign an identity to the MS's GMM context.

9.4.2.2
Negotiated READY timer

This IE may be included to indicate a value for the READY timer.

9.4.2.3
Allocated P-TMSI

This IE may be included to assign a P-TMSI to an MS in case of a GPRS or combined GPRS attach.

9.4.2.4
MS identity

This IE may be included to assign or unassign a TMSI to an MS in case of a combined GPRS attach.

9.4.2.5
GMM cause

This IE shall be included when IMSI attach for non-GPRS services was not successful during a combined GPRS attach procedure.

9.4.2.6
T3302 value

This IE may be included to indicate a value for the T3302 timer.

9.4.2.7
Cell Notification (A/Gb mode only)

In A/Gb mode, this IE shall be included by the SGSN in order to indicate the ability to support the Cell Notification.

9.4.2.8
Equivalent PLMNs

The Equivalent PLMNs information element is included if the network wants to inform the mobile station of equivalent PLMNs.

9.4.2.9
Network feature support

This IE may be included to inform the MS of the support of certain features. If this IE is not included then the respective features are not supported.

9.4.2.10
Emergency Number List

This IE may be sent by the network. If this IE is sent, the contents of this IE indicates a list of emergency numbers valid within the same MCC as in the cell on which this IE is received.

9.4.2.11
Requested MS Information

This IE may be sent by the network to request the MS to provide feature-related information.

9.4.2.12
T3319 value

This IE may be included to indicate a value for timer T3319.
9.4.2.13
T3323 value
The network may include this IE to indicate a value for timer T3323. 
If the IE is not included, the MS shall use the default value.
9.4.14
Routing area update request

This message is sent by the MS to the network either to request an update of its location file or to request an IMSI attach for non-GPRS services. See table 9.4.14/3GPP TS 24.008.

Message type:
ROUTING AREA UPDATE REQUEST

Significance:

dual

Direction:


MS to network

Table 9.4.14/3GPP TS 24.008: ROUTING AREA UPDATE REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

10.2
	M
	V
	1/2

	
	Skip indicator
	Skip indicator

10.3.1
	M
	V
	1/2

	
	Routing area update request message identity
	Message type

10.4
	M
	V
	1

	
	Update type
	Update type

10.5.5.18
	M
	V
	1/2

	
	GPRS ciphering key sequence number
	Ciphering key sequence number 

10.5.1.2
	M
	V
	1/2

	
	Old routing area identification
	Routing area identification

10.5.5.15
	M
	V
	6

	
	MS Radio Access capability
	MS Radio Access capability

10.5.5.12a
	M
	LV
	6 - 52

	19
	Old P-TMSI signature
	P-TMSI signature

10.5.5.8
	O
	TV
	4

	17
	Requested READY timer value
	GPRS Timer

10.5.7.3
	O
	TV
	2

	27
	DRX parameter
	DRX parameter

10.5.5.6
	O
	TV
	3

	9-
	TMSI status
	TMSI status

10.5.5.4
	O
	TV
	1

	18
	P-TMSI
	Mobile identity

10.5.1.4
	O
	TLV
	7

	31
	MS network capability
	MS network capability

10.5.5.12
	O
	TLV
	4-10

	32
	PDP context status
	PDP context status

10.5.7.1
	O
	TLV
	4

	33
	PS LCS Capability
	PS LCS Capability

10.5.5.22
	O
	TLV
	3

	35
	MBMS context status
	MBMS context status

10.5.7.6
	O
	TLV
	2-18

	58
	UE network capability
	UE network capability

10.5.5.26
	O
	TLV
	4-15

	1A
	Additional mobile identity
	Mobile identity

10.5.1.4
	O
	TLV
	7

	1B
	Additional old routing area identification
	Routing area identification 2
10.5.5.15a
	O
	TLV
	8

	11
	Mobile station classmark 2
	Mobile station classmark 2
10.5.1.6
	O
	TLV
	5

	20
	Mobile station classmark 3
	Mobile station classmark 3
10.5.1.7
	O
	TLV
	2-34

	40
	Supported Codecs
	Supported Codec List
10.5.4.32
	O
	TLV
	5-n


9.4.14.1
Old P-TMSI signature

The MS shall include this IE, if the MS received the IE from the network in an ATTACH ACCEPT or ROUTING AREA UPDATE ACCEPT message, or if the TIN indicates "GUTI" and the MS holds a valid GUTI.

9.4.14.2
Requested READY timer value

This IE may be included if the MS wants to indicate a preferred value for the READY timer.

9.4.14.3
DRX parameter

This IE shall be included if the MS changes the access network from GSM to UMTS, or the MS wants to indicate new DRX parameters to the network.

9.4.14.4
TMSI status

This IE shall be included if the MS performs a combined routing area update and no valid TMSI is available.

9.4.14.5
P-TMSI (UMTS only)

This IE shall be included by the MS.

9.4.14.6
MS network capability

This IE shall be included by the MS to indicate its capabilities to the network.

9.4.14.7
PDP context status

This IE shall be included by the MS.

9.4.14.8
PS LCS Capability
This IE shall be included if the MS supports at least one positioning method for the provision of location services (LCS) via the PS domain in Gb-mode.

9.4.14.9
MBMS context status

This IE shall be included by the MS, if it has MBMS contexts with an SM state different from PDP-INACTIVE.

9.4.14.10
Additional mobile identity

This IE shall be included by the MS, if the TIN indicates "GUTI" and the MS holds a valid GUTI and P-TMSI and RAI.

9.4.14.11
Additional old routing area identification

This IE shall be included by the MS, if the TIN indicates "GUTI" and the MS holds a valid GUTI and P-TMSI and RAI.
9.4.14.12
UE network capability

An MS supporting S1 mode shall include this IE, unless the update type indicates "periodic update".

9.4.14.13
Mobile station classmark 2

This IE shall be included if the MS supports SRVCC to GERAN or UTRAN.

9.4.14.14
Mobile station classmark 3

This IE shall be included if the MS supports SRVCC to GERAN.

9.4.14.15
Supported Codecs

This IE shall be included if the MS supports SRVCC to GERAN or UTRAN to indicate its supported speech codecs for CS speech calls.
From 23.003:

2.6
Structure of TLLI 

A TLLI is built by the MS or by the SGSN either on the basis of the P-TMSI (local or foreign TLLI), or directly (random or auxiliary TLLI), according to the following rules.

The TLLI consists of 32 bits, numbered from 0 to 31 by order of significance, with bit 0 being the LSB.

A local TLLI is built by an MS which has a valid P-TMSI as follows:


bits 31 down to 30 are set to 1; and


bits 29 down to 0 are set equal to bits 29 to 0 of the P-TMSI.

A foreign TLLI is built by an MS which has a valid P-TMSI as follows:


bit 31 is set to 1 and bit 30 is set to 0; and


bits 29 down to 0 are set equal to bits 29 to 0 of the P-TMSI.

A random TLLI is built by an MS as follows:


bit 31 is set to 0;


bits 30 down to 27 are set to 1; and


bits 0 to 26 are chosen randomly.

An auxiliary TLLI is built by the SGSN as follows:


bit 31 is set to 0;


bits 30 down to 28 are set to 1; 


bit 27 is set to 0; and


bits 0 to 26 can be assigned independently.

Other types of TLLI may be introduced in the future.

Part of the TLLI codespace is re-used in GERAN to allow for the inclusion of the GERAN Radio Network Temporary Identifier in RLC/MAC messages. The G-RNTI is defined in 3GPP TS 44.118 [29].

The structure of the TLLI is summarised in table 1.

Table 1: TLLI structure

	31
	30
	29
	28
	27
	26 to 0
	Type of TLLI

	1
	1
	T
	T
	T
	T
	Local TLLI

	1
	0
	T
	T
	T
	T
	Foreign TLLI

	0
	1
	1
	1
	1
	R
	Random TLLI

	0
	1
	1
	1
	0
	A
	Auxiliary TLLI

	0
	1
	1
	0
	X
	X
	Reserved

	0
	1
	0
	X
	X
	X
	Reserved

	0
	0
	0
	0
	G
	G
	Part of the assigned G-RNTI

	0
	0
	0
	1
	R
	R
	Random G-RNTI 


'T', 'R', 'A' and 'X' indicate bits which can take any value for the type of TLLI. More precisely, 'T' indicates bits derived from a P-TMSI, 'R' indicates bits chosen randomly, 'A' indicates bits chosen by the SGSN, 'G' indicates bits derived from the assigned G-RNTI and 'X' indicates bits in reserved ranges.
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