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MTC - Pro-active congestion control using “Extended Access Control Class” concept
1 Introduction
A GSM network with a high penetration of MTC devices using the network to communicate with servers or other devices can easily overload the network by flooding the signaling interfaces and quickly consuming available system resourses. Many of the MTC applications triggering system access might not be time critical in the sense that it does not matter if the transfer of data is performed as it becomes available or is deferred for a few minutes or even longer.
In the GSM specifications, there are no mechanisms available to prevent different types of MTC subscriptions from attempting to access the radio access network prior to initiating the access signaling procedure. This could lead to overload situations where important traffic, such as voice calls, are lost due to high load on signaling interfaces generated by MTC subscriptions that are not time critical.

The only solution that exists today is based on subscriptions being assigned an ‘Access Control Class’ that is coded in the SIM (see 3GPP 44.018 section 10.5.2.29 (RACH control parameters)). A mobile with a SIM that belongs to a barred access class is not allowed to send access bursts to the network, i.e. the mobile cannot initiate a call or answer a page while its access class remains barred, but can still read system information etc.
These existing access classes are more or less randomly assigned (e.g. ‘Access Control Class’ 0-9 are used for public subscriptions where the access class for any given MS is based on the last digit of the IMSI) and cannot be utilized to distinguish between time critical and non-time critical subscriptions. 

One apparent solution for establishing an MTC device specific set of access classes would be for an operator would be to e.g. revoke the SIM cards which are currently assigned a subset of the ‘Access Control Classes’ (say e.g. 5-9) and then replace those with new SIM cards assigned to the remaining ‘Access Control Classes’ (say e.g. 0-4). This would make it possible to use the ‘Access Control Classes’ associated with the revoked SIM cards (in this example 5-9) for the purpose of barring/allowing access for MTC device specific subscriptions in the desired way. This approach is however associated with a huge administrative burden since e.g. distributing SIM cards is quite expensive, they have to be sent with secure mail, people that have by default saved all contacts on the SIM (many do) and do not know how to make a backup will be upset etc. Because of these drawbacks, this approach is not considered feasible.
2 Proposal
The proposal discussed here is to create a new access class identifier, here denoted ‘Extended Access Control Class’, that can be assigned in relation to a subscription service level agreement. As an example, a normal subscription used for voice/data is given the highest and most prioritized access class meaning that these subscriptions are allowed to access the system at all time. Another subscription using e.g. data only to report the status of a meter of some kind is assigned to a lower access class that will be given lower priority since it might not be time critical as to when wireless devices having this type of subscription actually send metering reports. This would allow the operator to temporarily block access for these lower priority subscriptions during high traffic situations and thereby prevent an overload situation. The management of system accesses for wireless devices subject to this new access class identifier can therefore be based on any implementation specific algorithm in the BSS that may take parameters like load level, time of the day etc into account. As per legacy Access Control Class operation the system will use system information to indicate which wireless devices subject to Extended Access Control Class operation can access the network at any given time.
In addition, some of these ‘Extended Access Control Classes’ could be defined so that the devices associated with them are prohibited from accessing the network to establish a session except if paged by the network in which case they are allowed to access the network to respond to the page. Having this possibility would be beneficial for devices that have some kind of regular self aware reporting period (such as e.g. the above mentioned meter) which could then be blocked from making system accesses during high network load situations but could otherwise be able to make system accesses e.g. a technician will need to contact the device to read the status of a faulty unit before going to fix it or to perform an application SW update.
Another possible feature would be possible if a correlation between the paging identity received in the paging message from the CN and the  ‘Extended Access Control Classes’ can be created. In this case the BSS could throw away paging messages addressed to devices that currently are subject to limited access and thereby prioritize the use of scarce paging resources.
This is illustrated by the following example of how an operator may chose to configure the network:
	Extended Access Control Class
	Device Initiated Access
	NW Initiated Access (paging)

	0
	Barred at 80%
	Barred at 80%

	1
	Barred at 90%
	Barred at 90%

	2
	Barred at 80%
	Not barred

	3
	Barred at 90%
	Not barred

	4
	Not barred
	Barred at 80%

	5
	Not barred
	Barred at 90%

	6
	...
	...

	7
	...
	...


Table 1
Example of Extended Access Control Classes

A device initiated system access would mean that the device autonomously tries to initiate a connection to send or receive a message from the network. A network initiated system access means that the network side will trigger the system access by paging the device to initiate a connection to send or receive a message.

Here the operator has chosen to define that e.g. a wireless device that belongs to Extended Access Control Class 2 (see example in Table 1) will be barred at 80% load in the system but if paged by the network it is always be allowed to answer. If the device however belongs to Extended Access Control Class 4, the device can access the network at all times but is not allowed to answer a page (i.e. when the system is loaded at 80% or more it sends out Extended Access Control information that indicates page responses are barred for MTC devices that are part of Extended Access Control Class 4). This could be useful if the normal communication path for this device is initiated by the network, i.e. the network sends a request for data which is not time critical (i.e. the data can be sent well after the device has been paged) but still allowing for the device to initiate a system access if an unexpected event occurs that immediately needs to be reported.
3 Specification specific impacts
3.1 General
In order for this new access control procedure to work, the network needs to be able to continuously broadcast information in the network/cell to indicate which ‘Extended Access Control Classes’ are allowed to access the network at any given time. For the already existing ‘Access Control Classes’ this is done by providing an indication in the ‘RACH Control Parameters’ as defined in Section 10.5.2.29 of 3GPP TS 44.018. This ‘RACH Control Parameters’ information element are then broadcasted in the SYSTEM INFORMATION TYPE 1, 2, 2bis, 3, and 4 messages as shown in Figure 1 below: 
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Figure 1
RACH Control Parameters information element (cut-out of Figure 10.5.2.29.1 in Section 3GPP TS 44.018)

The bits indicated by ‘AC Cxx’ above are here used to control which ‘Access Control Classes’ that are allowed access to the network at any given time as described as in Table 1 below:

Table 2
RACH Control Parameters information element (cut-out of Table 10.5.2.29.1 in 3GPP TS 44.018)

	AC CN, Access Control Class N (octet 3(except bit 3) and octet 4)

For a mobile station with AC C = N access is not barred if the AC CN bit is coded with a "0"; N = 0, 1, .. 9,11, .., 15.




The proposal of ‘Extended Access Control Classes’ can be introduced in a number of different ways as listed in the following sub-sections. 
3.2  Expansion of the existing RACH control parameters
The RACH Control Parameters need to be expanded as per Figure 2 below which provides an exemplified case of eight new ‘Extended Access Control Classes’:
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Figure 2
RACH Control Parameters information element, expanded with one octet of ‘Extended Access Control Class’ bits denoted ‘EAC Cxx’.

The corresponding description to be inserted into Table 10.5.2.29.1 in 3GPP TS 44.018 would then be as per Table 3 below:

Table 3
RACH Control Parameters information element (cut-out of Table 10.5.2.29.1 in 3GPP TS 44.018)

	EAC CN, Extended Access Control Class N (octet 5)

For a mobile station with EAC C = N access is not barred if the EAC CN bit is coded with a "0"; N = 0, 1, .. 7.




Of course the above example with eight ‘Extended Access Control Classes’ could equally well be expanded to e.g. sixteen such ‘Extended Access Control Classes’ by adding yet another octet to the ‘RACH Control Parameters’ information element.

The drawback with this approach is that this solution will not be backwards compatible, since a legacy MS will not know how to interpret the extra ‘EAC Cxx’ bits which may disturb the decoding of subsequent IEs in the SYSTEM INFORMATION TYPE 1, 2, 2bis, 3, and 4 messages and thus is not recommended.
3.3 Creating a new “Extended RACH Control Parameters” IE

In order to ensure backwards compatibility, rather than expanding the existing RACH Control Parameters information element as described in the section 3.2 above, a new ‘Extended RACH Control Parameters’ information element is proposed to be introduced in the SYSTEM INFORMATION TYPE 1, 2, 2bis, 3, and 4 messages. This new information element needs simply to contain the new ‘EAC Cxx’ bits. The new information element may thus be as depicted in Figure 3 below (again for the example of eight new ‘Extended Access Control Classes’:
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Figure 3
‘Extended RACH Extended Control Parameters’ information element, containing only the ’RACH Extended Control Parameters IEI’ and the ‘Extended Access Control Class’ bits denoted ‘EAC Cxx’. By adding a third octet containing only reserved bits we will allow for supporting additional subscription based access classes that may arise over time.
Now, in e.g. the SYSTEM INFORMATION TYPE 1 message, the new ‘Extended RACH Control Parameters’ can be added as an optional information element as shown in Figure 4 below, where the highlighted green text shows the additions:

Table 4
SYSTEM INFORMATION TYPE 2 message content (cut- out from Table 9.1.32.1 in 3GPP TS 44.018) with the optional ‘Extended RACH Control Parameters’ added and highlighted.

	IEI
	Information element
	Type / Reference
	Presence
	Format
	length

	
	L2 Pseudo Length
	L2 Pseudo Length
10.5.2.19
	M
	V
	 1

	
	RR management Protocol Discriminator
	Protocol Discriminator
10.2
	M
	V
	1/2

	
	Skip Indicator
	Skip Indicator
10.3.1
	M
	V
	1/2

	
	System Information Type 2 Message Type
	Message Type
10.4
	M
	V
	1

	
	BCCH Frequency List
	Neighbour Cell Description
10.5.2.22
	M
	V
	 16

	
	NCC Permitted
	NCC permitted
10.5.2.27
	M
	V
	1

	
	RACH Control Parameter
	RACH Control Parameters
10.5.2.29
	M
	V
	3

	XX
	Extended RACH Control Parameter
	RACH Control Parameters
10.5.2.29
	O
	TV
	2


Since any legacy MS will not be able to recognize the IEI = XX for the ‘Extended RACH Control Parameters’ information element, a legacy MS will then according to the already defined procedures in 44.018 simply ignore this information element. Hence, the proposed solution is backwards compatible. The L2 Pseudo Length of this message will thus be 24 octets rather than the 22 octets as it is today.

Again, of course the above solution could be expanded to more than eight ‘Extended Access Control Classes, by adding more octets to the ‘Extended RACH Extended Control Parameters’ information element in Figure 3 and changing the Length and L2 Pseudo Length in Table 4 above accordingly.

This method could be used for the SYSTEM INFORMATION TYPE 1,2, 2bis, 3, and 4 messages
3.4 Adding ‘Extended Access Control Class’ information to the rest octets

An alternative approach to the solutions described in the sections 3.2 and 3.3 above, would be to rather add the ‘Extended Access Control Class” information to the rest octets of the respective systems information messages. As an example, for SYSTEM INFORMATION Type 1 this can be achieved by modifying the SI 1 Rest Octets as described in 10.5.2.32 of 3GPP TS 44.018 as indicated in Figure 4 below:

	<SI1 Rest Octets> ::=


{L |H <NCH Position : bit (5)> }


< Band indicator >


{ null | L 

-- Receiver compatible with earlier release


   | H 

- Additions in Rel-10

   { 0 | 1 <Extended Access Control Class : bit (8)> }


}

<spare padding> ;



	< Band indicator > ::=


< BAND_INDICATOR : bit == L >


-- ARFCN indicates 1800 band


| < BAND_INDICATOR : bit == H > ;

-- ARFCN indicates 1900 band




Figure 4
SI 1 Rest octets expanded with ‘Extended Access Control Class’ bits for the example of eight such classes.

The corresponding description to be inserted into Table 10.5.2.32.1a in 3GPP TS 44.018 would then be as per Table 5 below:

Table 5
SI 1 Rest Octets information elements details to be added for the ‘Extended Access Control Class’ in Table 10.5.2.32.1a in 3GPP TS 44.018

	Extended Access Control Class (8 bit field)

If preset, this field indicated that for a mobile station with Extended Access Control Class = N, access is not barred if the bit is coded with a "0", where N indicates the bit position in the bitmap; N = 0, 1, .. 7. If this field is not present, then access is not barred for any Extended Access Control Class.


Any legacy MS will only see this added information as spare padding. Hence, the proposed solution is backwards compatible. Also, the Length and L2 Pseudo Length in of the SYSTEM INFORMATION TYPE 1 message (in Table 9.1.31.1) of course need to be updated accordingly.

This method could be used for the SYSTEM INFORMATION TYPE 1, 2bis, 3, and 4 messages, however not for SYSTEM INFORMATION TYPE 2 since that contains no Rest Octets
4 Conclusion

This paper discusses network overload scenarios that may arise due to MTC devices and proposes a pro-active network congestion/load control solution based on introducing the “Extended Access Class Control” concept. The proposal:

· Allows the operator to prevent overload situations

· Allows the operator to distinguish and prioritize between traffic associated with different subscription based wireless devices
· Minimizes the risk of RACH overload/congestion

· Is fully backwards compatible with legacy MSs

· Leaves room for introducing access control for additional subscription based wireless devices as necessary
Furthermore it discusses potential specification implementation aspects and suggests two fully backward compatible approaches. It is hence proposed to introduce the concept of “Extended Access Class Control” to prevent congestion and to control load from MTC devices as outlined in chapters 2 and 3.3 in the Technical Report.
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