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SA3 thanks RAN2 for their LS regarding duplicate detection for ETWS.
Does SA3 consider the security threat described above to be valid, and should actions be taken to avoid it?

SA3 agrees that there is a risk of an attack such as described in LS -090763 / R2-092696. SA3 also notice that the messageIdentifier and the serialNumber are only stored for duplicated detection for 3 hours. Hence, the attack scenarios are somewhat limited. However, a number of attacks can be considered, e.g., an attacker could repeatedly send messages with the pair {messageIdentifier, serialNumber} such that a UE always stores this pair in the duplicate protection list. Assuming that the paging messages are sent repeatedly the following attack can also be considered: the attacker receives the first paging message, captures the {messageIdentifier, serialNumber} pair, and uses this pair to attack any UE that did not receive the first message. 
As an operator might be liable for any undelivered warning messages, SA3 would prefer to prevent such attacks. The proposals suggested by RAN2 both seem acceptable to SA3.
SA3 would like to note that the described duplication method seem inadequate to prevent against replay attacks as there is no dependency between the {messageIdentifier, serialNumber} and the signed message. It is the understanding of SA3 that a time stamp is used for this purpose. 
To RAN2 group.

ACTION: 
SA3 kindly asks RAN2 to take the above comments into account.
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