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1
Introduction
Work is being initiated [S3-090830] to introduce A5/4 and GEA4 (as defined in TS 55.226) in GERAN. As part of the technical specification work, key management (providing 128-bit keys) is probably the most important component to ensure that A5/4 and GEA4 provides the level of security one would expect. This contribution provides some initial suggestions for working assumptions on the key management solution. 
2
Scope and Assumptions
The scope of the contribution is focused on A5/4, though at least the principles laid out would apply also to GEA4.
Since a Rel98- SGSN/VLR cannot be assumed to handle 128-bit keys, the HPLMN is assumed to (in accordance with 33.102) always deliver 64-bit keys to such networks.
According to TS 55.226, A5/4 (and GEA4) requires a full 128-bit key. That is, A5/4 does not specify a way to pad/expand a shorter (e.g. 64-bit) key to 128-bit size. This clearly makes good sense, as the distinction between A5/3 and A5/4 would otherwise disappear. Hence, it is proposed to take as a first working assumption that A5/4 and GEA4 shall always be run with a key providing the computational equivalent of 128-bit entropy. It is FFS if there are situations (e.g. in connection to handover, see below) where a key of shorter effective size may (or by necessity must) be used with A5/4.
In connection to the introduction of 128-bit keys, it may be desirable to complement this with additional security enhancements, some of which are considered below. .As can be seen from the preliminary analysis, most of these enhancements require additional signalling and/or adding new IEs in existing signalling. It is obvious that signalling cannot remain without any changes (e.g. a new IE to the BSSMAP Cipher Mode Command is needed to carry the new Kc128 to the BSC). Nevertheless, this contribution focuses on what can be supported with minimal changes and leaves open for FFS what other enhancements that can strike a good balance between additional security and complexity.

3
Key Management Outline
The key management solution for A5/4 needs to comprise the following:

1. Specification on how to initially (e.g. in connection to authentication) provide a 128-bit key.

2. Specification of key handling at intra-GERAN handover/mobility, e.g. change to/from A5/4 and some other ciphering algorithm using a shorter 64-bit Kc.

3. Specification of key handling at IRAT handover/mobility, e.g. to/from GERAN and UTRAN/E-UTRAN.

In the sequel, Kc64 is used to denote a (legacy) 64-bit GERAN ciphering key and Kc128 is used to denote a 128-bit key to be used with A5/4 or GEA4.

3.1 Providing 128-bit keys
3.1.1 *SIM Credentials

There are three options that come into mind.
i) Re-use of existing 2G SIM applications.
ii) A new 2G SIM application. 

iii) Mandating use of USIM.
These are discussed next.

3.1.1.1 Re-use of Existing 2G SIM Applications

The long term key, Ki, stored on the SIM and in the AuC is already defined to be 128-bits in size. Hence, while all existing A8 implementations only deliver 64 bits of key material per invocation, it would be theoretically possible to extract a full 128-bit key, as long as the A8 function used has sufficiently strong cryptographic (pseudo random) properties. For instance, given the RAND-value supplied by the network, it would be possible to run A8 twice, e.g. in “counter mode”:


Kc128 = A8(Ki, RAND) || A8(Ki, RAND + 1)

(where || denotes concatenation) to obtain a Kc128 with 128 bits of computational entropy. Other similar constructions are also possible. Note that since 2G SIMs do not require an AUTN to reply to the RAND, any (practical) number of A8 invocations are in principle possible without the network supplying additional information beyond a single RAND. If RANDs are (pseudo) randomly generated, the risk of RAND/key re-use is negligible.
The main advantage of this approach is that A5/4 can be supported also with legacy 2G SIM and that effects are limited by (software) upgrades  in SGSN/HLR/AuC/MS and some signalling extensions on the D/Gr interfaces. When the AuC gets a triplet-request it may for instance provide a pair of form 

(RAND, SRES, A8(Ki, RAND)), A8(Ki, RAND + 1), 

where a SGSN/VLR not implementing the additional feature would simply ignore the last A8(Ki, RAND + 1).

There are however also a number of drawbacks. The most notable is that, although the construction is cryptographically sound if based pseudo random function, it is in practice difficult to publicly analyze the security as many operators use proprietary A8 implementations. Even if it is unlikely that very many operators still use weak COMP-implementations of A8, it is nevertheless difficult to make statements about the GSM-system-wide security.
Another option (probably with somewhat weaker requirements on A8) would be that the network supplies two RAND-values, though this has larger impact on the authentication procedure as such.

3.1.1.2 A new 2G SIM Application

A 2G version of the Milenage algorithms have been defined (TS 55.205). While this provides only a 64-bit key, there are intermediate outputs of the GSM-Milenage algorithm set than could be used to provide 128-bit keys, simply by omitting the final truncation.
This alternative is, however, not elaborated further for one main reason. It does not appear worth-while (or desirable) to define yet another SIM application for the sole purpose of supporting A5/4. In particular, this alternative does not appear to have a single advantage when compared to the next option.

3.1.1.3 Mandating use of USIM

In this option, A5/4 support is only provided to terminals which use USIM. This is a simple and clean solution as all the cryptographic support needed is already included in the USIM. The solution is “correct” from cryptographic point of view as there is unlikely to be much doubt in the strength of the keys. (All that is needed is some means to convert (Ck, Ik) into a single 128-bit key which can be easily done in SGSN/VLR and the MS by well-known cryptographic constructions). Also, due to the overall system-wide (security) potential of USIMs, the incentive to deploy USIMs seems much greater than the incentive to deploy a new, GSM-unique SIM application as discussed above.
This solution also appears easier for the AuC to implement: the AuC will already have registered the subscriber as a USIM subscriber and will (by default) always provide (Ck, Ik) to any Rel99+ SGSN/VLR. 
Since this alternative appears to be the most attractive, it is taken as a working assumption for the remainder of the discussion.

3.1.2 Authentication Vector Handling

By assumption, the AuC provides a quintet (RAND, XRES, AUTN, Ck, Ik) to the SGSN/VLR. If use of A5/4 is supported in the serving network, the SGSN/VLR will convert (Ck, Ik) into a Kc128 by some suitable key derivation function (KDF): 


Kc128 = KDF(Ck, Ik, …..)

and the MS does the same when A5/4 is signalled. If, on the other hand, A5/3 (or A5/1) is signalled a Kc64 is needed. The default (according to 33.102) behaviour would be to apply the c3-function to (Ck, Ik) which is a simple XOR. This implies a potential threat (in particular if A5/1 is used) as it may lead to a compromise of Kc64 and thus also a partial reduction of the security of the corresponding Kc128 which may be used later with A5/4 due to a handover. It therefore seems appropriate that networks supporting A5/4 use a more sophisticated key derivation, more like the key hierarchy used in EPS. For instance, one could derive keys according to


Kc128 = KDF(Ck, Ik, “128”, …..)


(Eq 1)

Kc64   = First(64, KDF(Ck, Ik, “64”, …..)).


(Eq 2)
This would provide strong key-separation between the A5/4 key and any 64-bit key derived from the same (Ck, Ik). Sadly, this enhancement is not trivial to implement. Suppose the MS attaches and the network signals use of A5/3. The MS does not know if the network also supports A5/4 or not, and hence, it does not know if to derive Kc64 according to (Eq 2), or, according to existing the c3-function of 33.102. To get interoperability without additional signaling, it appears all 64-bit keys must be derived according to the “old c3-formula” of 33.102. From security point of view, in the worst case, a compromised Kc64 derived from (Ck, Ik) via c3, will leak 64 bits of information about the (Ck, Ik) pair. There are still more than 128 bits of “entropy” in (Ck, Ik) so there is still no practical threat to any 128-bit Kc128 which is derived from the same (Ck, Ik) as long this derivation is cryptographically strong, 
Note that it is perhaps tempting to introduce a KASME_GSM as in EPS where already the AuC provides a tweaked key


KASME_GSM = KDF(Ck, Ik, VPLMN_ID, ...).
However, also this does not appear to work in this context. The AuC cannot know if the SGSN/VLR understands the difference between a (Ck, Ik) pair and the KASME_GSM. To address this, the natural solution would be for the AuC to provide both a KASME_GSM and a (Ck, Ik)-pair. However, this would defeat the purpose since it would then still always expose the (Ck, Ik) “master” key to the VPLMN.
Based on the above discussion, the simple solution is to derive all 64-bit Kc64 keys from (Ck, Ik) according to the c3 function of 33.102 and to derive all 128-bit Kc128 keys according to (Eq 1). A slightly stronger key separation is possible but requires additional signaling IEs.
3.2 Intra-GERAN Key Handling
3.2.1 Change from A5/4 to 64-bit Algorithm
There will be cases where the MS is handed over to a RBS that does not support A5/4 and thus a Kc64 is needed. By assumption, the MS has until now been using A5/4 and have thus established a Kc128 key according to (Eq 1) above. This means that it would be possible to derive the Kc64 key e.g. according to 

Kc64   = KDF(Kc128, …..).


(Eq 3)
 (for some suitable, strong KDF). 
However, if the simple option of using c3 function is chosen to derive Kc64 at initial attach (as discussed above), this means that the system would have to maintain two different types of 64-bit keys: those Kc64 produced when a 64-bit algorithm is selected at initial attach (according to the previous section),and those Kc64 derived after a handover (according to (Eq 3)). This adds complexity and as noted, there is no significant security advantage in avoiding the c3 function. Hence, also in this case it appears easier to use the Kc64 as obtained from (Ck, Ik) via the c3-function of 33.102 also in this case.
3.2.2 Change from 64-bit Algorithm to A5/4 

In this situation there are two cases. If the MS has previously (in the source system) established a Kc128 as above, then it is natural to switch to this key. The other case is that the MS, though A5/4 capable, has previously attached to some system which was unable to support Kc128-establishment (e.g. a Rel98- system). Here, there seems to be two ways to handle this.
The first option is to allow (temporary) use of a Kc128 which is on-the-fly derived (“expanded”) from the existing Kc64. 

A second option is that the network selects A5/3 for a MS in the state as assumed even though both MS and network both support A5/4. The idea would be to simply avoid giving a (false) impression of providing 128-bit security level in this case. 
Common to these two options is the desire to run a new USIM AKA as soon as possible after the handover, establishing full 128-bit security and, in the second case, to also switch to A5/4. However, it is unclear if it is possible in GERAN (or UTRAN for that matter) to perform an algorithm change “on-the-fly”.
3.3 IRAT Key Handling
3.3.1 Handover to GERAN
Regardless of whether handover is from UTRAN or E-UTRAN, it may always be assumed that the source system provides a (Ck, Ik) pair which is then used in conjunction with (Eq 1) for 128-bit keys and according to 33.102 for 64-bit keys.

To protect the source system, it may be beneficial to “tweak” (Ck, Ik) before taking them into use. I.e. the target SGSN/VLR tweaks (Ck’, Ik’) = KDF(Ck, Ik, …). But as noted above, the problem is for the MS to know if the target SGSN/VLR supports this function or not. This can of course be resolved by additional signaling if this function is desired. 
3.3.2 Handover from GERAN

By assumption, the MS has already established a UMTS Security context and (Ck, Ik) may be transferred to the target system. 
It could also here be considered whether it would be beneficial to take the opportunity to introduce the same type of key-tweaking as is done in EPS: the source system (and MS) first tweaks the keys (Ck’, Ik’) = KDF(Ck, Ik,…). However, the benefit of this does not appear significant.  Specifically, the most likely threat is that (Ck, Ik) have partially been exposed in the source system by their use to derive a 64-bit Kc64 (e.g. used with A5/1), and this is not solved by applying a “forward” KDF to (Ck, Ik).

3
Conclusion and Proposal
It appears that the best way to provide the basis for A5/4 128-bit keys is to mandate use of USIM for A5/4.
It is proposed to specify a strong KDF from which 128-bit ciphering keys are derived from (Ck, Ik).
To provide legacy 64-bit keys for A5/4 capable MS, the simple solution is to always derive them from (Ck, Ik) according to the c3 function of 33.102. A slightly stronger key separation between 64 and 128 bit GERAN-keys is possible, but requires additional signalling and the level of added security is not significant,  

There does not appear to be a strong need for additional key management procedures at IRAT mobility/handover. Some amount of added security can be achieved at handover to GERAN if the target “tweaks” the keys but if introduced, this requires additional signalling. It is therefore proposed to use the key conversion functions already specified in 33.102 and 33.401.

It is proposed to adopt these high level principles as a working assumption and to start work on the details, e.g. key derivation functions etc. 
It appears necessary to further study intra-GERAN key management when switching from 64-bit ciphering to 128-bit ciphering in the case when a UMTS security context is not available, in particular whether it is possible to support an algorithm change on-the-fly.
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