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First modified section 
81.3
Lower Layer Faults

81.3.1
TCP Reset

81.3.1.1
TCP Reset, Successful Re-establishment, MS in State GA-CSR DEDICATED

81.3.1.1.1
Conformance requirement

When MS receives TCP RST after TCP connection failure, it shall attempt to re-establish TCP connection once. After successfully re-establishing TCP connection, the MS shall send GA-RC SYNCHRONIZATION INFORMATION to the GANC to synchronize the state information. If unsuccessful, the MS shall release the related local GA-CSR or GA-PSR resources, and continue as per section 9.5.
Reference(s)
3GPP TS 44.318  sub-clause 6.6.1.
81.3.1.1.2
Test purpose

To verify that the MS ca re-establish the TCP connection after receiving a TCP Reset.

81.3.1.1.3
Method of test

Initial conditions
System Simulator:

-
1 GAN cell, default parameter

Mobile Station:

-
MS in state GA-CSR DEDICATED

-
The MS has the IP address or the FQDN for the serving GANC
Foreseen final state of the MS
The MS will stay in GA-CSR DEDICATED.

Test procedure
The MS starts in GA-CSR DEDICATED.
The SS sends a TCP RST and the MS re-establish the TCP connection and send the GA-RC SYNCHRONISATION INFORMATION message.

Specific Test Parameters
-

Maximum duration of test
1 min.

Expected sequence
	Step
	Direction
	Message
	Comment

	
	MS
	SS
	
	

	1
	MS
	
	MS starts in GA-CSR DEDICATED

	2
	SS
	
	The SS sends TCP RST

	3
	MS
	
	The MS re-establish the TCP connection

	4
	
	GA-RC SYNCHRONIZATION INFORMATION
	To serving GANC


81.3.1.2
TCP Reset, Unsuccessful Re-establishment, MS in State GA-CSR IDLE

81.3.1.2.1
Conformance requirement

When MS receives TCP RST after TCP connection failure, it shall attempt to re-establish TCP connection once. After successfully re-establishing TCP connection, the MS shall send GA-RC SYNCHRONIZATION INFORMATION to the GANC to synchronize the state information. If unsuccessful, the MS shall release the related local GA-RC or GA-PSR resources, and continue as per section 9.5.
Reference(s)
3GPP TS 44.318  sub-clause 6.6.1.
81.3.1.2.2
Test purpose

To verify that the MS can re-establish the TCP connection after receiving a TCP Reset.

81.3.1.2.3
Method of test

Initial conditions
System Simulator:

-
1 GAN cell, default parameter

Mobile Station:

-
MS in state GA-CSR IDLE

-
The MS has the IP address or the FQDN for the serving GANC
Foreseen final state of the MS
The MS will change to GA-RC DEREGISTERED.

Test procedure
The MS starts in GA-CSR IDLE.
The SS sends a TCP RST and the MS tries to re-establish the TCP connection. When that fails it start timer TU3905 and tries to register again when the timer expires.

Specific Test Parameters
-

Maximum duration of test
1 min.

Expected sequence
	Step
	Direction
	Message
	Comment

	
	MS
	SS
	
	

	1
	MS
	
	MS starts in GA-CSR IDLE

	2
	SS
	
	The SS sends TCP RST

	3
	MS
	
	The MS tries to re-establish the TCP connection, the SS doesn’t reply. MS starts timer TU3905

	4
	MS
	
	Wait for 10 seconds

	5
	MS
	
	MS sets up secure connection to the SEGW and establishes a TCP connection to the serving GANC using either IP address or FQDN

	6
	
	GA-RC REGISTER REQUEST
	To serving GANC


81.3.1.3
TCP Reset, Successful Re-establishment, MS in State GA-RRC-CONNECTED (CS domain)
81.3.1.3.1
Conformance requirement

When MS receives TCP RST after TCP connection failure, it shall attempt to re-establish TCP connection once. After successfully re-establishing TCP connection, the MS shall send GA-RC SYNCHRONIZATION INFORMATION to the GANC to synchronize the state information. If unsuccessful, the MS shall release the related local GA-RRC resources, and continue as per section 9.5.

Reference(s)
3GPP TS 44.318  sub-clause 6.6.1.

81.3.1.3.2
Test purpose

To verify that the MS can re-establish the TCP connection after receiving a TCP Reset.

81.3.1.3.3
Method of test

Initial conditions
System Simulator:

-
1 GAN cell, default parameter

Mobile Station:

-
MS in state GA-RRC-CONNECTED (CS domain)
-
The MS has the IP address or the FQDN for the serving GANC

Foreseen final state of the MS
The MS will stay in GA-RRC-CONNECTED (CS domain).

Test procedure
The MS starts in GA-RRC-CONNECTED (CS domain).

The SS sends a TCP RST and the MS re-establish the TCP connection and send the GA-RC SYNCHRONISATION INFORMATION message.

Specific Test Parameters
-

Maximum duration of test
1 min.

Expected sequence
	Step
	Direction
	Message
	Comment

	
	MS
	SS
	
	

	1
	MS
	
	MS starts in GA-RRC-CONNECTED (CS domain)

	2
	SS
	
	The SS sends TCP RST

	3
	MS
	
	The MS re-establish the TCP connection

	4
	
	GA-RC SYNCHRONIZATION INFORMATION
	To serving GANC


81.3.1.4
TCP Reset, Successful Re-establishment, MS in State GA-RRC-CONNECTED (PS domain)
81.3.1.4.1
Conformance requirement

When MS receives TCP RST after TCP connection failure, it shall attempt to re-establish TCP connection once. After successfully re-establishing TCP connection, the MS shall send GA-RC SYNCHRONIZATION INFORMATION to the GANC to synchronize the state information. If unsuccessful, the MS shall release the related local GA-RRC resources, and continue as per section 9.5.

Reference(s)
3GPP TS 44.318  sub-clause 6.6.1.

81.3.1.4.2
Test purpose

To verify that the MS can re-establish the TCP connection after receiving a TCP Reset.

81.3.1.4.3
Method of test

Initial conditions
System Simulator:

-
1 GAN cell, default parameter

Mobile Station:

-
MS in state GA-RRC-CONNECTED (PS domain)
-
The MS has the IP address or the FQDN for the serving GANC

Foreseen final state of the MS
The MS will stay in GA-RRC-CONNECTED (PS domain).

Test procedure
The MS starts in GA-RRC-CONNECTED (PS domain).

The SS sends a TCP RST and the MS re-establish the TCP connection and send the GA-RC SYNCHRONISATION INFORMATION message.

Specific Test Parameters
-

Maximum duration of test
1 min.

Expected sequence
	Step
	Direction
	Message
	Comment

	
	MS
	SS
	
	

	1
	MS
	
	MS starts in GA-RRC-CONNECTED (PS domain)

	2
	SS
	
	The SS sends TCP RST

	3
	MS
	
	The MS re-establish the TCP connection

	4
	
	GA-RC SYNCHRONIZATION INFORMATION
	To serving GANC


81.3.1.5
TCP Reset, Unsuccessful Re-establishment, MS in State GA-RRC-IDLE (CS and PS domains)
81.3.1.5.1
Conformance requirement

When MS receives TCP RST after TCP connection failure, it shall attempt to re-establish TCP connection once. After successfully re-establishing TCP connection, the MS shall send GA-RC SYNCHRONIZATION INFORMATION to the GANC to synchronize the state information. If unsuccessful, the MS shall release the related local GA-RC or GA-RRC resources, and continue as per section 9.5.

Reference(s)
3GPP TS 44.318  sub-clause 6.6.1.

81.3.1.5.2
Test purpose

To verify that the MS can re-establish the TCP connection after receiving a TCP Reset.

81.3.1.5.3
Method of test

Initial conditions
System Simulator:

-
1 GAN cell, default parameter

Mobile Station:

-
MS in state GA-RRC-IDLE (CS and PS domains)
-
The MS has the IP address or the FQDN for the serving GANC

Foreseen final state of the MS
The MS will change to GA-RC DEREGISTERED.

Test procedure
The MS starts in GA-RRC-IDLE (CS and PS domains).

The SS sends a TCP RST and the MS tries to re-establish the TCP connection. When that fails it start timer TU3905 and tries to register again when the timer expires.

Specific Test Parameters
-

Maximum duration of test
1 min.

Expected sequence
	Step
	Direction
	Message
	Comment

	
	MS
	SS
	
	

	1
	MS
	
	MS starts in GA-RRC-IDLE (CS and PS domains)

	2
	SS
	
	The SS sends TCP RST

	3
	MS
	
	The MS tries to re-establish the TCP connection, the SS doesn’t reply. MS starts timer TU3905

	4
	MS
	
	Wait for 10 seconds

	5
	MS
	
	MS sets up secure connection to the SEGW and establishes a TCP connection to the serving GANC using either IP address or FQDN

	6
	
	GA-RC REGISTER REQUEST
	To serving GANC


81.3.2
Lower Layer Faults, MS is Registered

81.3.2.1
IPSec Tunnel Failure, MS in State GA-CSR IDLE
81.3.2.1.1
Conformance requirement

The handling of lower layer failures in the MS while in the GA-RC-DEREGISTERED state is described in sub-clauses 5.6.2 and 6.2.4.2.

The handling of lower layer failures in the MS while not in the GA-RC-DEREGISTERED state is described below:

For all lower layer failures in the MS (for example related to DNS, IPsec or TCP failures other than RST) except the TCP connection failure specified in section 6.6, the MS shall:

-
release the TCP connection towards the current GANC, if established,

-
stop timer TU3906,
-
release the secure connection towards SEGW of the current GANC, if established, as defined in sub-clause 4.5,

-
start timer TU3905, and

-
enter GA-RC-DEREGISTERED state.

Reference(s)
3GPP TS 44.318  sub-clause 9.5.
81.3.2.1.2
Test purpose

To verify that the MS tries to register again after a lower layer fault when in state GA-CSR IDLE.

81.3.2.1.3
Method of test

Initial conditions
System Simulator:
-
1 GAN cell, default parameter

Mobile Station:

-
MS in state GA-CSR IDLE

-
The MS has the IP address or the FQDN for the serving GANC
Foreseen final state of the MS
The MS will change to GA-RC DEREGISTERED.

Test procedure
The MS starts in GA-CSR IDLE.
The SS removes the Ipsec tunnel. When that happens the MS starts timer TU3905 and tries to register again when the timer expires.

Specific Test Parameters
-

Maximum duration of test
1 min.

Expected sequence
	Step
	Direction
	Message
	Comment

	
	MS
	SS
	
	

	1
	MS
	
	MS starts in GA-CSR IDLE

	2
	SS
	
	The SS removes the Ipsec tunnel

	3
	MS
	
	MS starts timer TU3905

	4
	MS
	
	Wait for 10 seconds

	5
	MS
	
	MS sets up secure connection to the SEGW and establishes a TCP connection to the serving GANC using either IP address or FQDN

	6
	
	GA-RC REGISTER REQUEST
	To serving GANC


81.3.2.2
TCP Failure, MS in State GA-CSR DEDICATED

81.3.2.2.1
Conformance requirement

The handling of lower layer failures in the MS while in the GA-RC-DEREGISTERED state is described in sub-clauses 5.6.2 and 6.2.4.2.

The handling of lower layer failures in the MS while not in the GA-RC-DEREGISTERED state is described below:

For all lower layer failures in the MS (for example related to DNS, IPsec or TCP failures other than RST) except the TCP connection failure specified in section 6.6, the MS shall:

-
release the TCP connection towards the current GANC, if established,

-
stop timer TU3906,
-
release the secure connection towards SEGW of the current GANC, if established, as defined in sub-clause 4.5,

-
start timer TU3905, and

-
enter GA-RC-DEREGISTERED state.

Reference(s)
3GPP TS 44.318  sub-clause 9.5
81.3.2.2.2
Test purpose

To verify that the MS tries to register again after a lower layer fault when in state GA-CSR DEDICATED.

81.3.2.2.3
Method of test

Initial conditions
System Simulator:
-
1 GAN cell, default parameter

Mobile Station:

-
MS in state GA-CSR DEDICATED

-
The MS has the IP address or the FQDN for the serving GANC
Foreseen final state of the MS
The MS will change to GA-RC DEREGISTERED.

Test procedure
The MS starts in GA-CSR DEDICATED.
The SS removes the Ipsec tunnel. When that happens the MS starts timer TU3905 and tries to register again when the timer expires.

Specific Test Parameters
-

Maximum duration of test
1 min.

Expected sequence
	Step
	Direction
	Message
	Comment

	
	MS
	SS
	
	

	1
	MS
	
	MS starts in GA-CSR DEDICATED

	2
	SS
	
	The SS removes the Ipsec tunnel

	3
	MS
	
	MS starts timer TU3905

	4
	MS
	
	Wait for 10 seconds

	5
	MS
	
	MS sets up secure connection to the SEGW and establishes a TCP connection to the serving GANC using either IP address or FQDN

	6
	
	GA-RC REGISTER REQUEST
	To serving GANC


81.3.2.3
IPSec Tunnel Failure, MS in State GA-RRC-IDLE (CS and PS domains)
81.3.2.3.1
Conformance requirement

The handling of lower layer failures in the MS while in the GA-RC-DEREGISTERED state is described in sub-clauses 5.6.2 and 6.2.4.2.

The handling of lower layer failures in the MS while not in the GA-RC-DEREGISTERED state is described below:

For all lower layer failures in the MS (for example related to DNS, IPsec or TCP failures other than RST) except the TCP connection failure specified in section 6.6, the MS shall:

-
release the TCP connection towards the current GANC, if established,

-
stop timer TU3906,
-
release the secure connection towards SEGW of the current GANC, if established, as defined in sub-clause 4.5,

-
start timer TU3905, and

-
enter GA-RC-DEREGISTERED state.

Reference(s)
3GPP TS 44.318  sub-clause 9.5.

81.3.2.3.2
Test purpose

To verify that the MS tries to register again after a lower layer fault when in state GA-RRC-IDLE.

81.3.2.3.3
Method of test

Initial conditions
System Simulator:

-
1 GAN cell, default parameter

Mobile Station:

-
MS in state GA-RRC-IDLE (CS and PS domains)
-
The MS has the IP address or the FQDN for the serving GANC

Foreseen final state of the MS
The MS will change to GA-RC DEREGISTERED.

Test procedure
The MS starts in GA-RRC-IDLE (CS and PS domains).

The SS removes the IPSec tunnel. When that happens the MS starts timer TU3905 and tries to register again when the timer expires.

Specific Test Parameters
-

Maximum duration of test
1 min.

Expected sequence
	Step
	Direction
	Message
	Comment

	
	MS
	SS
	
	

	1
	MS
	
	MS starts in GA-RRC-IDLE (CS and PS domains)

	2
	SS
	
	The SS removes the IPSec tunnel

	3
	MS
	
	MS starts timer TU3905

	4
	MS
	
	Wait for 10 seconds

	5
	MS
	
	MS sets up secure connection to the SEGW and establishes a TCP connection to the serving GANC using either IP address or FQDN

	6
	
	GA-RC REGISTER REQUEST
	To serving GANC


81.3.2.4
TCP Failure, MS in State GA-RRC-CONNECTED (CS domain)
81.3.2.4.1
Conformance requirement

The handling of lower layer failures in the MS while in the GA-RC-DEREGISTERED state is described in sub-clauses 5.6.2 and 6.2.4.2.

The handling of lower layer failures in the MS while not in the GA-RC-DEREGISTERED state is described below:

For all lower layer failures in the MS (for example related to DNS, IPsec or TCP failures other than RST) except the TCP connection failure specified in section 6.6, the MS shall:

-
release the TCP connection towards the current GANC, if established,

-
stop timer TU3906,
-
release the secure connection towards SEGW of the current GANC, if established, as defined in sub-clause 4.5,

-
start timer TU3905, and

-
enter GA-RC-DEREGISTERED state.

Reference(s)
3GPP TS 44.318  sub-clause 9.5

81.3.2.4.2
Test purpose

To verify that the MS tries to register again after a lower layer fault when in state GA-RRC-CONNECTED (CS domain).

81.3.2.4.3
Method of test

Initial conditions
System Simulator:

-
1 GAN cell, default parameter

Mobile Station:

-
MS in state GA-RRC-CONNECTED (CS domain)
-
The MS has the IP address or the FQDN for the serving GANC

Foreseen final state of the MS
The MS will change to GA-RC DEREGISTERED.

Test procedure
The MS starts in GA-RRC-CONNECTED (CS domain).

The SS removes the Ipsec tunnel. When that happens the MS starts timer TU3905 and tries to register again when the timer expires.

Specific Test Parameters
-

Maximum duration of test
1 min.

Expected sequence
	Step
	Direction
	Message
	Comment

	
	MS
	SS
	
	

	1
	MS
	
	MS starts in GA-RRC-CONNECTED (CS domain)

	2
	SS
	
	The SS removes the IPSec tunnel

	3
	MS
	
	MS starts timer TU3905

	4
	MS
	
	Wait for 10 seconds

	5
	MS
	
	MS sets up secure connection to the SEGW and establishes a TCP connection to the serving GANC using either IP address or FQDN

	6
	
	GA-RC REGISTER REQUEST
	To serving GANC


81.3.2.5
TCP Failure, MS in State GA-RRC-CONNECTED (PS domain)
81.3.2.5.1
Conformance requirement

The handling of lower layer failures in the MS while in the GA-RC-DEREGISTERED state is described in sub-clauses 5.6.2 and 6.2.4.2.

The handling of lower layer failures in the MS while not in the GA-RC-DEREGISTERED state is described below:

For all lower layer failures in the MS (for example related to DNS, IPsec or TCP failures other than RST) except the TCP connection failure specified in section 6.6, the MS shall:

-
release the TCP connection towards the current GANC, if established,

-
stop timer TU3906,
-
release the secure connection towards SEGW of the current GANC, if established, as defined in sub-clause 4.5,

-
start timer TU3905, and

-
enter GA-RC-DEREGISTERED state.

Reference(s)
3GPP TS 44.318  sub-clause 9.5

81.3.2.5.2
Test purpose

To verify that the MS tries to register again after a lower layer fault when in state GA-RRC-CONNECTED (PS domain).

81.3.2.5.3
Method of test

Initial conditions
System Simulator:

-
1 GAN cell, default parameter

Mobile Station:

-
MS in state GA-RRC-CONNECTED (PS domain)
-
The MS has the IP address or the FQDN for the serving GANC

Foreseen final state of the MS
The MS will change to GA-RC DEREGISTERED.

Test procedure
The MS starts in GA-RRC-CONNECTED (PS domain).

The SS removes the Ipsec tunnel. When that happens the MS starts timer TU3905 and tries to register again when the timer expires.

Specific Test Parameters
-

Maximum duration of test
1 min.

Expected sequence
	Step
	Direction
	Message
	Comment

	
	MS
	SS
	
	

	1
	MS
	
	MS starts in GA-RRC-CONNECTED (PS domain)

	2
	SS
	
	The SS removes the IPSec tunnel

	3
	MS
	
	MS starts timer TU3905

	4
	MS
	
	Wait for 10 seconds

	5
	MS
	
	MS sets up secure connection to the SEGW and establishes a TCP connection to the serving GANC using either IP address or FQDN

	6
	
	GA-RC REGISTER REQUEST
	To serving GANC
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