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81.1.3.7
SEGW certificate checking, the MS holds the “invalid” FQDN of the provisioning SEGW

81.1.3.7.1
Conformance requirement

As the MS and GANC-SEGW use EAP-SIM or EAP-AKA for mutual authentication, IKEv2 mandates that this is used in conjunction with a public key signature based authentication of the GANC-SEGW to the MS.

The MS requirements for certificate authentication and handling are listed in 3GPP TS 33.234 [10].

In addition to the requirements listed in 3GPP TS 33.234 [10], the MS shall take the following actions for received GANC-SEGW certificates:

-
match the SubjectAltName in the end entity certificate with the IDr payload, and with GANC-SEGW identity obtained from derivation of the Provisioning GANC-SEGW FQDN, provisioning, discovery or register redirect.

-
If the MS was provisioned with an IP address of the GANC-SEGW, (or received it in the GA-RC DISCOVERY ACCEPT or GA-RC REGISTER REDIRECT message), then the certificate shall contain an IPaddress SubjectAltName that matches that address.

-
If the MS was provisioned with an FQDN of the GANC-SEGW, or received it in the GA-RC DISCOVERY ACCEPT or GA-RC REGISTER REDIRECT message, then the certificate shall contain a DNSname SubjectAltName that matches that FQDN.

-
If the MS derived the FQDN of the Provisioning GANC-SEGW, then the certificate shall contain a DNSname SubjectAltName that matches that FQDN.

If the MS and GANC-SEGW are not able to set up the SA for any other reason than EAP-SIM or EAP-AKA authentication failure, and the current GANC-SEGW is the SEGW associated to the Provisioning GANC, the MS shall act as if a "Lower layer failure in the MS" has occurred and act as defined in sub-clause 5.6.2.

Reference(s)

3GPP TS 44.318 sub-clauses 4.2.5 and 4.2.6

81.1.3.7.2
Test purpose

To verify that the MS does correct SEGW certificate checking during secure tunnel establishment.

81.1.3.7.3
Method of test

Initial conditions

System Simulator:

-
1 GAN cell, default parameter
-
Public DNS that holds the IP address to the SEGW associated with the provisioning GANC, but that DNS entry is not in provisioning SEGW certificate.

Mobile Station:

-
MS in state GA-RC DEREGISTERED

-
The MS has the “invalid” FQDN for the SEGW

The MS holds an “invalid” FQDN of the Provisioning SEGW. MS is made to perform a public DNS query to retrieve the IP-address of the Provisioning SEGW and to initialise establishment of the secure connection towards the Provisioning SEGW. Secure tunnel establishment will fail, because provisioning SEGW certificate does not contain DNS subjectAltName “invalid.provisioning.gan”.The MS shall act as if "a Lower layer failure in the MS” has occurred and act as defined in sub-clause 5.6.2.
Expected sequence

	Step
	Direction
	Message
	Comment

	
	MS
	SS
	
	

	1
	MS
	 
	MS is joining the AP

	2
	
	
	DNS Standard Query for the SEGW to the public DNS server 

	3
	
	
	Standard Query Response with IP address to the SEGW

	4
	
	IKE_SA_INIT
	MS sends IKE_SA_INIT message to initialize  secure connection setup to the SEGW

	5
	
	IKE_SA_INIT
	SEGW replies with IKE_SA_INIT

	6
	
	IKE_AUTH
	MS informs trusted CA certificates in CERT_REQ payload. Authentication phase is started

	7
	
	IKE_AUTH
	SEGW replies with certificate that does not contain "invalid" FQDN in its SubjectAltName field

	8 (optional)
	
	IKE_AUTH
	MS may optionally send one more IKE_AUTH message

	9
	MS
	
	MS stops attempting to set up a security connection and starts TU3903

	10
	MS
	
	Wait for 10 seconds

	11
	MS
	
	MS sets up secure connection to the SEGW and establishes a TCP connection to the provisioning GANC using either IP address or FQDN
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