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26.6.8.5
Ciphering mode / IMEISV request

If the MS does not supply the IMEISV when requested, the network will not know whether or not the MS is type approved, i.e. whether or not it has passed any tests.

If the MS supplies its IMEISV when not requested, this may cause calls to systematically fail.

26.6.8.5.1
Conformance requirements

1.
When the MS receives the CIPHERING MODE COMMAND message with Cipher Response bit set to "IMEISV shall be included" and the Cipher Mode Setting is “no ciphering”, the MS shall include the IMEISV in the Mobile Identity IE in the CIPHERING MODE COMPLETE message.

2.
When the MS receives the CIPHERING MODE COMMAND message with Cipher Response bit set to "IMEISV shall not be included", the MS shall not include the Mobile Identity IE in the CIPHERING MODE COMPLETE message.
3.
When the MS receives the CIPHERING MODE COMMAND message with Cipher Response bit set to "IMEISV shall be included" and the Cipher Mode Setting is “Ciphering required”, the MS shall include the IMEISV in the Mobile Identity IE in the CIPHERING MODE COMPLETE message.
4.
When the MS receives a IDENTITY REQUEST message with ciphering enabled and the Identity Type IE set to “IMEISV”, the MS shall return its IMEISV in the Mobile Identity IE contained within the IDENTITY RESPONSE message. 
5.
To verify that the SVN portion of the IMEISV value returned by the MS is coded using binary coded decimal digits and does not use the reserved value “99”.
References

Conformance requirement 1: 3GPP TS 04.08 / 3GPP TS 44.018 subclauses 3.4.7.2 and 9.1.10.1.

Conformance requirement 2: 3GPP TS 04.08 / 3GPP TS 44.018 subclause 9.1.10.1.
Conformance requirement 3: 3GPP TS 04.08 / 3GPP TS 44.018 subclause 9.1.10.1.

Conformance requirement 4: 3GPP TS 24.008 subclauses 4.4.3.1, 4.7.1.2 and 4.7.8
Conformance requirement 5: 3GPP TS 23.003 subclause 6.2.2 / 3GPP TS 24.008 table 10.5.1.4
26.6.8.5.2
Test purpose

To verify that the MS supplies its IMEISV in the CIPHERING MODE COMPLETE message when it receives a CIPHERING MODE COMMAND message with a Cipher Response bit set to "IMEISV shall be included" and ciphering is not active/required.
To verify that the MS does not supply any Mobile Identity IE in the CIPHERING MODE COMPLETE message when it receives a CIPHERING MODE COMMAND message with a Cipher Response bit set to "IMEISV shall not be included".
To verify that the MS supplies its IMEISV in the CIPHERING MODE COMPLETE message when it receives a CIPHERING MODE COMMAND message with a Cipher Response bit set to "IMEISV shall be included" and ciphering is active/required.
To verify that the MS supplies its IMEISV in the IDENTITY RESPONSE message when it receives a IDENTITY REQUEST message with the Identity Type IE set to "IMEISV". The IDENTITY REQUEST and IDENTITY RESPONSE messages should not be ciphered (refer to 3GPP TS 24.008 clause 4.7.1.2).
To verify that the MS codes the SVN portion of the IMEISV using binary coded decimal (BCD) digits and does not use the reserved value “99”.
26.6.8.5.3
Method of test

Initial Conditions

System Simulator:


1 cell.

Mobile Station:


The MS is in the "idle, updated" state, with a TMSI allocated.

Specific PICS statements

-

PIXIT statements

-
IMEISV of the MS.

Foreseen Final State of the MS

"Idle, updated", with TMSI allocated.

Test Procedure

The MS is paged. It shall send at least one CHANNEL REQUEST message. The SS sends an IMMEDIATE ASSIGNMENT and the MS shall answer with a PAGING RESPONSE. Then the SS sends a CIPHERING MODE COMMAND indicating "No ciphering" and with the Cipher Response bit set to "IMEISV shall not be included". The MS shall respond with a CIPHERING MODE COMPLETE message that does not include the Mobile Identity IE.

Then the SS sends a CIPHERING MODE COMMAND indicating "No ciphering" and with the Cipher Response bit set to "IMEISV shall be included". The MS shall respond with a CIPHERING MODE COMPLETE message that carries the IMEISV in the Mobile Identity IE. The SS checks the IMEISV value and verifies that the SVN IE is coded using BCD and does not equal the reserved value “99”.
The SS sends an IDENTITY REQUEST message with the Identity Type IE set to request the IMEISV value from the MS. The MS shall respond with an IDENTITY RESPONSE message that carries the IMEISV in the Mobile Identity IE. The SS then checks the IMEISV value and verifies that the SVN IE is coded using BCD and does not equal the reserved value “99”.
The IDENTITY REQUEST and IDENTITY RESPONSE messages shall not be ciphered.
The SS sends a third CIPHERING MODE COMMAND indicating "ciphering required" and with the Cipher Response bit set to "IMEISV shall be included". The MS shall respond with a CIPHERING MODE COMPLETE message that carries the IMEISV in the Mobile Identity IE. The SS checks the IMEISV value and verifies that the SVN IE is coded using BCD and does not equal the reserved value “99”..
Finally the SS sends a CHANNEL RELEASE to end the test.

Maximum Duration of Test

20 s.

Expected Sequence

	Step
	Direction
	Message
	Comments

	1
	SS -> MS
	PAGING REQUEST TYPE 1
	

	2
	MS -> SS
	CHANNEL REQUEST
	

	3
	SS -> MS
	IMMEDIATE ASSIGNMENT
	

	4
	MS -> SS
	PAGING RESPONSE
	

	5
	SS -> MS
	CIPHERING MODE COMMAND
	Cipher Mode Setting = "No Ciphering".

Cipher Response = "IMEISV shall not be included".

	6
	MS -> SS
	CIPHERING MODE COMPLETE
	Shall not include Mobile Identity IE.

	7
	SS -> MS
	CIPHERING MODE COMMAND
	Cipher Mode Setting = "No Ciphering".

Cipher Response = "IMEISV shall be included".

	8
	MS -> SS
	CIPHERING MODE COMPLETE
	Shall include one Mobile Identity IE carrying the MS's IMEISV.
The SS checks the IMEISV value is coded in BCD digits and does not equal 99.

	9
	SS -> MS
	IDENTITY REQUEST
	Identity Type = “IMEISV”
The IDENTITY REQUEST message shall not be ciphered.

	10
	MS -> SS
	IDENTITY RESPONSE
	Shall include Mobile Identity IE carrying the MS's IMEISV.
The SS checks the IMEISV value is coded in BCD digits and does not equal 99.

The IDENTITY RESPONSE message shall not be ciphered.

	11
	SS -> MS
	CIPHERING MODE COMMAND
	Cipher Mode Setting = "Start Ciphering".

Cipher Response = "IMEISV shall be included".

	12
	MS -> SS
	CIPHERING MODE COMPLETE
	Shall include one Mobile Identity IE carrying the MS's IMEISV.
The SS checks the IMEISV value is coded in BCD digits and does not equal 99. The SVN portion of the IMEISV shall not be ciphered.

	
	
	
	


	
	
	
	



	13
	SS -> MS
	CHANNEL RELEASE
	


Specific Message Contents

None.
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