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First modified section

7.9.2
Ciphering configuration completion

Whenever the mobile station receives a valid GA-CSR CIPHERING MODE COMMAND message, it shall, if a SIM is present and considered valid and the ciphering key sequence number stored on the SIM indicates that a ciphering key is available, save information about the ciphering key to use if the MS is later performing Handover from GAN. A valid GA-CSR CIPHERING MODE COMMAND message is defined to be one of the following:

-
one that indicates "start ciphering" and is received by the mobile station in the "not ciphered" mode;

-
one that indicates "no ciphering" and is received by the MS in the "not ciphered" mode; or

-
one that indicates "no ciphering" and is received by the mobile station in the "ciphered" mode.

Other GA-CSR CIPHERING MODE COMMAND messages shall be regarded as erroneous, and a GA-CSR STATUS message with cause "Protocol error unspecified" shall be returned, and no further action taken.

The MS shall also calculate a MAC (Message Authentication Code). The MAC shall be calculated over the following data:


RAND | IMSI

using "HMAC-SHA1-96" algorithm, as specified in  [24] with Kc as authentication key.
Next modified section

11.2.46
Ciphering Command RAND

The Ciphering Command RAND information element contains the random number to be used for computing the MAC by the MS, to authenticate that the MS has the correct key Kc. 
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	Ciphering Command RAND IEI
	octet 1

	Length of Ciphering Command RAND contents
	octet 2

	Ciphering Command RAND value part
	octet 3-18


Figure 11.2.46.1: Ciphering Command RAND information element

The GANC generates the random number using the same pseudo-random function as first cryptographic suite as defined in the profile for IKEv2 in [37].
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