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1 Introduction

SA3 would like to thank GERAN for the LS in GP030451 “Use of Kc in the Uplink TDOA location method”. SA3 has considered this LS together with a related presentation from True Position provided to SA3 in S3-030038.

SA3 has studied the variant of the Uplink TDOA method where the Kc is distributed to co-operating LMUs so that bursts from the mobile can be decrypted to increase accuracy and reduce data volume. The security issues identified in the study are described in section 2. 

2 Security issues with the Uplink TDOA variant where decryption is done in the co-operating LMUs

Several security issues are identified in the following sub-sections. In some cases it is suggested that additional security measures may be needed to compensate for the increased exposure of the Kc and the decrypted user bursts. The cost implications of these additional security measures should be considered by GERAN during the evaluation of the Uplink TDOA variant where decryption is done in the co-operating LMUs.  

2.1 Exposure of Kc towards co-operating LMUs

The fact that the Kc used to encrypt the bursts from the mobile being located is distributed from the serving BTS/LMU to 10-20 co-operating BTS/LMUs increases the exposure of the Kc significantly. In particular, it means that an attacker who can eavesdrop a single link between the SMLC and a co-operating LMU, or who can compromise the physical security of a single co-operating LMU, will have access to Kc’s for not just mobiles attached to that LMU but also for many other mobiles attached to 10-20 other co-operating LMU’s in the same geographical region. This means that the incentive for the attacker is higher, which imposes higher requirements on the security of the link between the SMLC and the LMU, and on the physical security of the LMU, compared to the case where the Kc is not distributed to co-operating LMUs in this way. 

Note that even if the attacker obtains the Kc’s but not the binding between the Kc and the user’s identity, he can still use the Kc to compromise the user’s communications by simply trying all the captured Kc’s until the correct one is found.

Two scenarios are considered in the following sub-sections.

2.1.1 LMU is co-located with BTS

Because the incentive for the attacker is higher, the security of the link between the BSC and BTS may need to be higher compared to the case where the Kc is not distributed to co-operating BTS/LMUs. This is particularly true if a microwave link is used on the BSC-BTS part of the link. Possible solutions might include encryption of the microwave link itself or end-to-end encryption between the SMLC and the LMU. The increased exposure of Kc also means that the physical security of a BTS with a co-located LMU may need to be higher than the physical security of a BTS without an LMU. 

2.1.2 LMU is separate to BTS and connected to the network via a fixed or GSM link 

The security issues in 2.1.1 apply. In addition, a new link between the SMLC and the LMU is introduced which may require additional security mechanisms to protect it. Furthermore, an LMU that is physically separate from the BTS may be more difficult to make physically secure than an LMU that is co-located with a BTS since a BTS is assumed to have a good level of physical security already. Further still, a type A LMU which is connected to the network via a GSM link may be even more difficult to make physically secure than a separate LMU which is connected to the network via a fixed link.

If the number of LMUs that are not co-located with BTS is small compared to the number of LMUs co-located with BTS, then one solution may be to send the encrypted bursts to LMUs that are not co-located with BTS and only perform decryption based on Kc in LMUs that are co-located with BTS. This may still yield a significant performance enhancement of the Uplink TDOA method whilst ensuring that Kc is not exposed to LMU that are not co-located with BTS and that exposure towards BTS with co-located LMUs is controlled using additional security mechanisms as necessary.

2.2 Distributing Kc over the Lb interface

Two scenarios are considered in the following sub-sections.

2.2.1 SMLC is co-located with BSC

If the SMLC is co-located with the BSC the exposure of the Kc on the Lb interface is not considered to be a significant security issue.

2.2.2 SMLC is separate to BSC

If the SMLC is separate to the BSC then the exposure of the Kc on the Lb interface is an issue, but this is not as serious as the increased exposure due to the distribution of Kc to several co-operating LMUs. A possible solution is to protect the Lb interface itself or to protect the SMLC to LMU interface on an end-to-end basis.

2.3 Exposure of decrypted bursts of user traffic on the Lb interface and towards co-operating LMUs

As well as exposure of Kc on the Lb interface and towards co-operating LMUs it should also be noted that the decrypted bursts of user traffic are also exposed in a similar way. Any additional security measures used to protect the Kc will also protect the decrypted bursts of user traffic. 

2.4 Use of unciphered bursts for location determination

It was suggested at the SA3 meeting that distributing Kc to co-operating LMUs could be avoided if bursts that are not encrypted with A5 are used for location determination. Examples may include GPRS traffic
(which is encrypted using GEA at the LLC layer) or unciphered measurement reports from the mobile.

3 Summary

It is hoped that the information in section 2 will allow GERAN to determine whether the performance improvement of the Uplink TDOA variant where decryption is done in the co-operating LMUs is significant enough to justify the degradation in security and/or the cost of additional security measures.

4 Actions for GERAN

GERAN are asked to take the above security issues into consideration when evaluating the variant of the Uplink TDOA method where decryption is done in the co-operating LMUs. If GERAN decide to continue with this solution, then further co-operation with SA3 is requested as, e.g., no solutions currently exist for the end-to-end protection mentioned above. 
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