Overview of the GERAN and SA activity associated with the use of 

Kc in U-TDOA

Introduction

This paper provides an overview of the GERAN and SA activity associated with the use of Kc in order to provide AMR functionality as well as improve the capacity and performance of the U-TDOA location method.  The information is presented in chronological order and the mentioned documents are attached for reference.

Summary of recent history and current status

GERAN#13 approved an LS (GP-030451) to SA3 asking SA3 to analyze the security impacts of using Kc in the U-TDOA location method.  TruePosition presented this LS to SA3 #27 (S3-030038).  This Tdoc included an overview of U-TDOA and a justification for using Kc in the U-TDOA location method.

SA3 then liaised back to GERAN (S3-030152) that they had identified security concerns and asked for further clarification from GERAN.  This LS reply was presented and noted at GERAN#14 (GP-030477).  TruePosition then volunteered to clarify the security concerns with SA3 and propose solutions.

TruePosition’s presentation to SA3 #28 (S3-030196) recommended the use of the Diffie-Hellman key agreement encryption protocol between the SMLC and the LMUs.  Discussions of the SA3 membership concluded that the Secure Socket Layer (SSL) protocol was an improved approach.  The SA3 Chairman suggested that the next step was an LS from GERAN detailing the requirement, justifying the use of Kc for U-TDOA location method and requesting SA3’s security recommendation.

Please note that an additional justification has been identified since the generation of this material.  In order to locate AMR calls using the U-TDOA location method, it is necessary to track the encoder changes that occur during the location interval.  These encoder changes are signaled in-band, which makes it necessary to decrypt the RF bursts in order to gain visibility of this in-band signaling.

Summary of activity

GERAN #13 in San Antonio






February 2003

LS to SA3






GP-030451 

This LS asks SA3 to evaluate the security impact of using Kc for U-TDOA as described in the introduction of this document

SA3 #27 in Sophia-Antipolis






February 2003

Presentation of GERAN LS to SA3 by TruePosition

S3-030038

This presentation describes the U-TDOA location method and the justification for the use of Kc.

LS reply to GERAN





S3-030152

This LS expresses SA3’s security concerns and asks for clarifications from the GERAN.

GERAN #14 in Munich






April 2003

Presentation of SA3 LS




GP-030477

TruePosition volunteered to clarify security concerns with SA3 and recommend potential solutions.

SA3 #28 in Berlin







May 2003


Presentation by TruePosition




S3-030196

This presentation recommends the use of encryption between the SMLC and the LMUs using the Diffie-Hellman key agreement protocol.  The SA3 membership felt that the Secure Socket Layer (SSL) protocol was more appropriate.

The SA3 Chairman suggested that a LS from GERAN was appropriate in order to officially proceed.  The LS should briefly state the requirement and justification for the use of Kc for U-TDOA and request SA3’s security recommendation

GERAN #15 in Fort Lauderdale





July 2003

Presentation by TruePosition




GP-031077

TruePosition made a presentation addressing the packet switched and Kc approach for the U-TDOA location method.  TruePosition requested the creation of an LS to SA3 as suggested by the SA3 Chairman.  This was refused pending further clarification of the benefits.   The requirements and benefits were included as an attachment to the presentation in document S3-030038 but there was insufficient time for a discussion.  

GERAN #16 in New York






August 2003

No Kc related activity

GERAN #17 in Budapest






November 2003


No Kc related activity

GERAN WG2bis in Edinburgh





January 2004

Kc related CR submitted




G2-040055

A CR was submitted to remove the emergency call restriction currently applied to the provision of Kc.  This CR was not accepted due to lack of resolution of the SA3 related issues. 

Attachments

The following documents are included with this Overview:

GP-030451 

LS to SA3: Use of Kc in the Uplink TDOA location method

S3-030038.doc     
LS from TSG GERAN: Use of Kc in the Uplink TDOA location method

S3-030038.ppt
     
Use of Kc in the Uplink TDOA location method

S3-030152

Reply LS on security issues regarding Uplink TDOA location method

GP-030477

Reply LS on security issues regarding Uplink TDOA location method

S3-030196

Kc security for the U-TDOA LCS method (PowerPoint presentation)

GP-031077.doc    
Inclusion of U-TDOA in the PS domain (includes Kc)

GP-031077.ppt     
Inclusion of U-TDOA in the PS domain

G2-040055

Removal of emergency services client type restriction from the 

TDOA location method

RepS3_28_Approved
SA3 #28 meeting report

