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7.16.1.2.2
Integrity protection configuration change

To start or modify integrity protection, the GERAN sends a SECURITY MODE COMMAND message on the downlink SRB2 using the new integrity protection configuration. The GERAN shall not modify integrity protection for a CN domain for which a SECURITY MODE COMMAND message configuring integrity protection has been previously sent for an ongoing signalling connection unless the application of new integrity keys needs to be signalled to the MS. The GERAN shall not transmit a SECURITY MODE COMMAND message to signal a change in integrity protection algorithm.

When configuring Integrity protection, the GERAN shall:

1>
ensure that the MS needs to store at most three different Integrity protection configurations (keysets) at any given time. This includes the total number of Integrity protection configurations for all signalling radio bearers.

1>
if Ciphering has already been started for the MS for the CN domain to be set in the IE "CN Domain Identity" in the SECURITY MODE COMMAND message; and

2>
if for the CN domain indicated in the IE "CN Domain Identity" in the SECURITY MODE COMMAND message, a new security key set (new ciphering and integrity protection keys) has been received from upper layers since the transmission of the last SECURITY MODE COMMAND message for that CN domain:

3>
include the IE “Ciphering Mode Info” in the SECURITY MODE COMMAND message;

1>
if Ciphering has already been configured for the MS for a CN domain different from the CN domain to be set in the IE "CN Domain Identity" in the SECURITY MODE COMMAND;

2>
 include the IE “Ciphering Mode Info” in the SECURITY MODE COMMAND message;

Prior to sending the SECURITY MODE COMMAND message, for the CN domain indicated in the IE "CN Domain Identity" in the SECURITY MODE COMMAND message, the GERAN shall:

1>
if this is the first SECURITY MODE COMMAND message sent for this RRC connection:

2>
if new keys have been received:

3>
initialise the hyper frame numbers as follows:

4>
set all bits of the hyper frame numbers of the COUNT-I values for all signalling radio bearers to zero;

2>
else (if new keys have not been received):

3>
use the value "START" in the most recently received IE "START List" or IE "START" that belongs to the CN domain indicated in the IE "CN Domain Identity" to initialise all hyper frame numbers of COUNT-I for all the signalling radio bearers; by:

4>
setting the 20 most significant bits of the hyper frame numbers for all signalling radio bearers to the value "START" in the most recently received IE "START List" or IE "START" for that CN domain;

4>
setting the remaining bits of the hyper frame numbers equal to zero;

1>
else (this is not the first SECURITY MODE COMMAND message sent for this RRC connection):

2>
if new keys have been received;

3>
initialise the hyper frame number for COUNT-I for SRB2 as follows:

4>
set all bits of the HFN of the COUNT-I value for SRB2 to zero;

2>
if new keys have not been received;

3>
initialize the hyper frame number for COUNT-I for SRB2 as follows:

4>
set the 20 most significant bits of the HFN of the downlink and uplink COUNT-I to the value of the most recently received IE "START" or IE "START List" for the CN domain to be set in the the IE "CN Domain Identity";

4>
set the remaining bits of the HFN of the downlink and uplink COUNT-I to zero;

1> if the IE "Integrity Protection Mode Command" has the value "Start":

2>
prohibit the transmission of signalling messages with any RRC SN on all signalling radio bearers, except SRB2;

2>
set the FRESH value in the IE "Integrity Protection Initialisation Number", included in the IE "Integrity Protection Mode Info";

1>
if the IE "Integrity Protection Mode Command" has the value "Modify":

2>
for each signalling radio bearer SRBn, except SRB2:

3>
prohibit the transmission of signalling messages with RRC SN greater or equal to the RRC sequence number in entry for signalling radio bearer n in the "RRC message sequence number list" in the IE "Downlink Integrity Protection Activation Info", included in the IE "Integrity Protection Mode Info";

2>
consider an integrity protection activation time in downlink to be pending until the selected activation time is equal to the next RRC sequence number to be used, which means that the last RRC message using the old integrity protection configuration has been transmitted to lower layers;

2>
set, for each signalling radio bearer SRBn, that has no pending integrity protection activation time set by a previous security mode control procedure, an RRC sequence number in entry for signalling radio bearer n in the "RRC message sequence number list" in the IE "Downlink Integrity Protection Activation Info", included in the IE "Integrity Protection Mode Info", at which time the new integrity protection configuration shall be applied;

2>
set, for each signalling radio bearer SRBn, that has a pending integrity protection activation time set by a previous security mode control procedure, the RRC sequence number in entry for signalling radio bearer n in the "RRC message sequence number list" in the IE "Downlink Integrity Protection Activation Info", included in the IE "Integrity Protection Mode Info", to the value used in the previous security mode control procedure, at which time the latest integrity protection configuration shall be applied;

1>
transmit the SECURITY MODE COMMAND message on SRB2 using the new integrity protection configuration.

NOTE 1:
In the case of re-initialisation of Integrity Protection at HFN wrap around, the network takes into account the MS actions as described in 7.18.5.1 and 7.18.5.2
NOTE 2:
After the SECURITY MODE COMMAND message is transmitted, the network needs to ensure that it can revert back to the old integrity protection until it receives a SECURITY MODE COMPLETE message, and take into account the MS actions when the Security Mode Control procedure is unsuccessful. The network is also aware that the MS may revert to old configuration when waiting for the acknowledgement from layer 2 for SECURITY MODE COMPLETE message, and it has to act accordingly.
7.16.1.2.5
Cell Update procedure during security reconfiguration

If:

-
a cell update procedure according to sub-clause 7.6.1 is initiated; and

-
the received SECURITY MODE COMMAND message causes,

-
the IE "Reconfiguration" in the variable CIPHERING_STATUS to be set to TRUE; and/or

-
the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to be set to TRUE:

the MS shall:

1>
abort the ongoing integrity and/or ciphering reconfiguration;

1>
resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or RLC-UM;

1>
allow the transmission of RRC messages on all signalling radio bearers with any RRC SN;

1>
when the CELL UPDATE message has been submitted to lower layers for transmission:

2>
if the SECURITY MODE COMMAND message contained the IE "Ciphering Mode Info":

3>
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to FALSE; and

3>
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

2>
if the SECURITY MODE COMMAND message contained the IE "Integrity Protection Mode Info":

3>
set the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to FALSE; and

3>
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO.

2>
continue with any ongoing processes and procedures as if the  SECURITY MODE COMMAND message had not been received; and

2>
clear the variable SECURITY_MODIFICATION;

2>
the procedure ends.
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