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Proposal for security section of MBMS TR

The following text is proposed to capture the initial status of the MBMS security discussions ongoing in TSG SA3 and TSG RAN2.

The next SA3 meeting where these issues will be discussed is:

SA3#27,  25th – 28th Feb 2003, Sophia Antipolis

7.
Security for MBMS

7.1
General

TSG SA3 is responsible for clarifying MBMS Security requirements. 

Editor’s Note: The status of the security requirements that affect GERAN should be captured in this section.

7.1.1
Security requirements

The following security functions are required to support MBMS.

–
User authentication/authorisation for registration messages to join or leave a multicast group.

–
Encryption of MBMS data to prevent unauthorised reception of multicast data.

–
Content provider authentication/authorisation and integrity protection of content data delivery to the service centre. Note: This functionality is expected to be provided in the BM-SC, not in the GERAN-BSS.
7.2
MBMS data protection options

7.2.1
Ciphering

A decision on the location of the ciphering will be decided at SA3 #27 meeting (Feb 2003).

The options are:

-
 Application layer security solutions. This is performed on the user plane data and provides confidentiality/integrity of data and re-keying.  This could be done using the following protocols:

-
SRTP (secure real time transport protocol)  

-
IPsec in user plane would also be possible (but has no support in SA3)

-
 Re-use of already available RAN-specific ciphering (however integrity protection capability is not available for user data)

In GERAN there are two ciphering locations, in the SGSN for A/Gb mode and in the GERAN-BSS for Iu mode.  If RAN-specific ciphering was chosen, it is anticipated that both modes would reuse their respective existing ciphering mechanisms.

-
Network layer security, using IPsec. This is a 3GPP2 alternative and is not proposed in 3GPP TSG SA3 as the 3GPP network does not have IP between all CN/RAN nodes.

Most companies currently favour an application layer solution (Ericsson, Nortel, Alcatel, Vodafone, Lucent, H3G).
7.2.2
Challenges when reusing RAN-specific security functions
Editor’s Note: The analysis of reusing RAN-specific security functions should be captured here.

7.2.3
Challenges when choosing an application layer solution
Editor’s Note: The analysis of choosing an application layer security solution should be captured here.

