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7.21.3
Ciphering mode info

The IE "Ciphering mode info" defines the new ciphering configuration. At any given time, the MS needs to store at most two different ciphering configurations for all signalling radio bearers and radio bearers, the old and latest ciphering configurations, per CN domain.
If the IE "Ciphering mode info" is present and if the IE "Reconfiguration" in the variable CIPHERING_STATUS is set to TRUE, the MS shall:
-
ignore this attempt to change the ciphering configuration; and
-
set the variable INCOMPATIBLE_SECURITY_CONFIGURATION to TRUE.
If the IE "Ciphering mode info" is present and if the IE "Reconfiguration" in the variable CIPHERING_STATUS is set to FALSE, the MS shall:

-
if the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN has the value “Not Started”, and if the IE “Ciphering mode command” has the value “stop”; or
-
if the IE “Status” in the variable “CIPHERING STATUS” has the value “Not started”, and this IE was included in a message that is not the message SECURITY_MODE_COMMAND; or 
-
if there does not exist exactly one ciphering activation time in the IE “Radio bearer downlink ciphering activation time info” for each established RLC-AM and RLC-UM radio bearers included in the IE “RB_information” in the IE “ESTABLISHED_RABS” for the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN; or
-
if there does not exist exactly one ciphering activation time in the IE “Ciphering activation time for DBPSCH” for each established RLC-TM radio bearers included in the IE “RB information” in the IE “ESTABLISHED_RABS” for the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN; or
-
if there does not exist excactly one ciphering activation time in the IE “Radio bearer downlink ciphering activation time info” for each established signalling radio bearer included in the IE “Signalling radio bearer information” in the IE “ESTABLISHED_RABS”; then
-
ignore this attempt to change the ciphering configuration;
-
set the variable INVALID_CONFIGURATION to TRUE;

-
perform the actions as specified in subclause 7.21.1.2.4c;
If the IE "Ciphering mode info" is present and if the IE "Reconfiguration" in the variable CIPHERING_STATUS is set to FALSE, the MS shall:
-
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to TRUE;

-
if IE "Ciphering mode command" has the value "start/restart":

-
set the IE "Status" in the variable CIPHERING_STATUS of the this CN domain


 to "Started";

-
start or restart the new ciphering configuration in the lower layers:

-
using the ciphering algorithm (UEA [3GPP TS 33.102 Security Architecture] indicated by the IE "Ciphering algorithm" as part of the new ciphering configuration;

-
for each radio bearer and signalling radio bearer, the value of the IE "RB identity" in the variable ESTABLISHED_RABS minus one shall be used as the value of BEARER [3GPP TS 33.102 Security Architecture] in the ciphering algorithm;

-
start incrementing the COUNT-C values for all RLC-AM and RLC-UM signalling radio bearers and continue incrementing the COUNT-C values for all RLC-AM and RLC-UM radio bearers;

-
if at least one transparent mode radio bearer exists for this CN domain; and

-
ciphering was started for this CN domain;

-
continue incrementing the COUNT-C value for this CN domain;

-
else:

-
start incrementing the COUNT-C values for that CN domain at the ciphering activation time as specified in the procedure;

NOTE: If the ciphering activation time for transparent mode radio bearers was specified in the downlink then the IE “Ciphering activation time for DBPSCH” is included (eg for the SECURITY MODE COMMAND), otherwise, this ciphering activation time is specified in the IE “COUNT-C activation time” in the uplink response message.

-
if the IE "Ciphering mode command" has the value "stop":

-
when the new ciphering configuration is applied at the time as specified in the IE “Radio Bearer downlink ciphering activation time info”;

-
stop ciphering for all radio bearers for this CN domain and all signalling radio bearers;

-
stop incrementing COUNT-C values for all UL and DL signalling radio bearers and also for UL and DL radio bearers using RLC-TM;

-
continue incrementing COUNT-C values for all UL and DL radio bearers using RLC-UM or RLC-AM.

-
set the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN to “Not started”;

-
in case the IE "Ciphering mode command" has the value "start/restart" or "stop", the new ciphering configuration shall be applied as follows:

-
store the (oldest currently used) ciphering configuration until activation times have elapsed for the new ciphering configuration to be applied on all signalling radio bearers and radio bearers;

-
if there are pending activation times set for ciphering by a previous procedure changing the ciphering configuration:

-
apply the ciphering configuration at this pending activation time;

-
if the IE "Ciphering activation time for DBPSCH" is present in the IE "Ciphering mode info" and the MS was in Cell_Dedicated state prior to this procedure:

-
for radio bearers using RLC-TM:

-
apply the old ciphering configuration for the TDMA frame number (FN modulo 255)  less than the number indicated in the IE "Ciphering activation time for DBPSCH";

-
apply the new ciphering configuration for the TDMA frame number (FN modulo 255)  greater than or equal to the number indicated in IE "Ciphering activation time for DBPSCH";
-
if the MS was in Cell_Shared state prior to this procedure and at completion of this procedure a transparent mode radio bearer exists and the IE "Ciphering activation time for DBPSCH" is not present in the IE "Ciphering mode info":

-
for radio bearers using RLC-TM:

-
apply the old ciphering configuration for TDMA frame number (FN modulo 255) less than the number as indicated in the transmitted uplink response message for the ciphering activation time for this radio bearer;

-
apply the new ciphering configuration for TDMA frame number (FN modulo 255) greater than or equal to the number as indicated in the transmitted uplink response message for the ciphering activation time for this radio bearer;

NOTE: This shall be indicated by the IE “COUNT-C activation time” in the transmitted uplink response message.

-
if the IE "Radio bearer downlink ciphering activation time info" is present:

-
apply the following procedure for each radio bearer and signalling radio bearers using RLC-AM or RLC-UM indicated by the IE "RB identity":

-
suspend uplink transmission on the radio bearer or the signalling radio bearer (except for that SRBm that the message was used);

-
select an "RLC send sequence number" at which (activation) time the new ciphering configuration shall be applied in uplink for that radio bearer according to the following:

-
for each radio bearer and signalling radio bearer that has no pending ciphering activation time as set by a previous procedure changing the security configuration:

-
set a suitable value that would ensure a minimised delay in the change to the latest security configuration;

-
for each radio bearer and signalling radio bearer that has a pending ciphering activation time as set by a previous procedure changing the security configuration:

-
set the same value as the pending ciphering activation time;
-
consider this activation time to be elapsed when the selected activation time (as above) is equal to the "RLC send sequence number";

-
store the selected "RLC send sequence number" for that radio bearer in the entry for the radio bearer in the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

-
when the data transmission of that radio bearer or signalling radio bearer is resumed switch to the new ciphering configuration and send if needed indications to the lower layers according to the following:

-
use the old ciphering configuration for the transmitted and received RLC PDUs with RLC sequence number smaller than the corresponding RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info" sent to GERAN and the received  IE "Radio bearer downlink ciphering activation time info" received from GERAN, respectively;

-
use the new ciphering configuration for the transmitted and received RLC PDUs with RLC sequence numbers greater than or equal to the corresponding RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info" sent to GERAN and in the received IE "Radio bearer downlink ciphering activation time info" received from GERAN, respectively;

-
for a radio bearer using RLC-AM, when the RLC sequence number indicated in the IE "Radio bearer downlink ciphering activation time info" falls below the RLC receiving window and the RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info" falls below the RLC transmission window, the MS may release the old ciphering configuration for that radio bearer;

-
if an RLC reset or re-establishment occurs before the activation time for the new ciphering configuration has been reached, ignore the activation time and apply the new ciphering configuration immediately after the RLC reset or RLC re-establishment.

If the IE "Ciphering mode info" is not present, the MS shall not change the ciphering configuration.
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