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Error Detection at RLC sublayer in Iu mode
1. Introduction

In GERAN Rel5 Iu, the Subnetwork Dependent Convergence Protocol (SNDCP) and Logical Link Control protocol (LLC) of GPRS are replaced by the Packet Data Convergence Protocol (PDCP) of UTRAN. While in GPRS, LLC provides functions such as detection and recovery of transmission, format and operational errors on a logical link connection [1], in UTRAN, PDCP relies on the physical layer that uses either 8, 16 or 24 bit CRC. In GERAN, only 16 bit CRC in GPRS and 12 bit CRC in EGPRS are available from the physical layer. While this would not impact the behaviour of PDCP in GERAN Iu mode, the impact on higher layer could be significant due a too high probability of undetected error. Moreover, the requirements for Residual Bit Error Ratio in [4] would not be met.

This document analyzes the alternatives at RLC layer to reduce the probability of undetected error, while minimizing the changes to the physical layer. First, the error detection mechanisms available in GERAN A/Gb mode at the physical layer for (E)GPRS and TCH coding schemes and at LLC and RLP layers are described. Then, alternative solutions are proposed to tackle the problems mentioned above. 

2. Error Detection In GERAN A/Gb mode

2.1 GPRS coding schemes

In GPRS, coding schemes CS2 to CS4 use a 16 bit CRC for error detection only, while CS1 uses a 40 bit FIRE code for error detection and correction [2]. The generator polynomial for the 16 bit CRC is:

G(x) = X16 + X12 + X5 + 1

The probability of undetected errors or the residual bit error rate can be estimated using the equation below, where A is the weight distribution function of the CRC code depending of the generator, n is the block size including the CRC bits and p is the bit error probability:
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Figure 1 shows the residual bit error rate for the three GPRS coding scheme CS2 to CS4 using a 16-bit CRC. As an upper bound, the residual bit error rate of the 16 bit CRC is 2-16, i.e. about 2.10-5.
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Figure 1. RBER vs. BLER for GPRS coding schemes

2.2 EGPRS coding schemes

In EGPRS, data information is protected by a 12 bit CRC and the header is protected by a 8 bit CRC (both are used for error detection only)  [2]. The generator polynomial for the 12 bit CRC is:

G(x) = X12 + X11 + X10 + X8 + X5 + X4 + 1

Figure 2 shows the residual bit error rate for the three GPRS coding scheme CS2 to CS4 using a 12-bit CRC. As an upper bound, the residual bit error rate of a 12 bit CRC is 2-12, i.e. about 2.10-4.
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Figure 2. RBER vs. BLER for EGPRS coding schemes

2.3 Data TCH coding schemes

The coding schemes of Data TCH do not include any error detection mechanism [2]. As a matter of fact the error detection has been ensured by RLP only.

2.4 Frame Error Detection at LLC

LLC layer includes among others the following functions [1]:

· detection of transmission, format and operational errors on a logical link connection,

· recovery from detected transmission, format, and operational errors,

· notification of unrecoverable errors.

2.4.1 Frame structure

All logical link control layer peer-to-peer exchanges shall be in frames conforming to the format shown in Figure 3. The frame consists of the address (1 octet) , control (max. 36 octets), information and frame check sequence fields (3 octets).

8
7
6
5
4
3
2
1

Address Field (1 octet)



Control Field

(variable length, max. 36 octets)





Information Field

(variable length, max. N201 octets)







Frame Check Sequence Field

(3 octets)

Figure 3. LLC frame format
2.4.2 Frame Check Sequence (FCS) field

The FCS field consists of a 24 bit cyclic redundancy check (CRC) code. The CRC-24 is used to detect bit errors in the frame header and information fields.

In unacknowledged operation, two modes are defined:

· protected mode in which the FCS field protects the frame header and information field,

· unprotected mode in which the FCS field protects the frame header and only the first octets of the information field.

The CRC-24 generator polynomial is:

G(X) = X24 + X23 + X21 + X20 + X19 + X17 + X16 + X15 + X13 + X8 + X7 + X5 + X4 + X2 + 1

CRC calculation is done before ciphering at the transmitting side, and after deciphering at the receiving side.

A frame with a FCS error is considered as an invalid frame. An invalid frame is discarded without notification to the sender. No action shall be taken as the result of that frame.

2.5 Frame Error Detection at RLP

2.5.1 Frame structure

Two different RLP-frames exist [3] as depicted on Figure 4 and Figure 5 below:


Header
Information
FCS

version 0, 1 and version 2 (U frames only)
16 bit
200 bit
24 bit

version 2 (S and I+S frames only)
24 bit
192 bit
24 bit

Figure 4. 240 bit frame, used for TCH/F4.8 or TCH/F9.6


Header
Information
FCS

version 0, 1 and version 2 (U frames only)
16 bit
536 bit
24 bit

version 2 (S and I+S frames only)
24 bit
528 bit
24 bit

Figure 5. 576 bit frame, used for TCH/F14.4, E-TCH/F28.8 or E-TCH/F43.2

An RLP-frame consists of a header, an information field, and an FCS (frame check sequence) field. The size of the components depends on the radio channel type, RLP version and on the RLP frame. 

2.5.2 Frame check sequence

The FCS field consists of a 24 bit cyclic redundancy check (CRC) code. This 24-bit CRC is used to detect bit errors in the frame header and information fields. The generator polynomial is identical to the one used in LLC:

G(X) = X24 + X23 + X21 + X20 + X19 + X17 + X16 + X15 + X13 + X8 + X7 + X5 + X4 + X2 + 1

3. ERROR DETECTION at RLC Sublayer in Iu mode
3.1 Impacts at RLC

In order to reach a low undetected error rate in RLC non-transparent mode, two main alternatives are foreseen that are discussed in more details in the following:

· Introduce a CRC for each RLC SDU

This may be done with or without introducing a new retransmission protocol for RLC SDUs that would compensate for the removal of LLC and the absence of PDCP acknowledged mode.

· Extend the CRC of each RLC PDU

This should be done without changing the puncturing schemes of the MCSs but at the price of a reduced throughput.

3.1.1 CRC for RLC SDUs

Introducing a CRC to each RLC SDU in non-transparent mode may be done in two different ways as said previously: with or without a retransmission protocol for RLC SDUs.

The design of a new retransmission protocol for RLC SDUs would introduce additional transmission delay between peer PDCP entities, as RLC must still guarantee in-order delivery to upper layer. In case of e.g. RT streaming, this additional delay would impact the performance, as a non-correctly received RLC SDU (i.e. for which the CRC has failed) would prevent the following SDUs to be delivered assuming they are correctly received. This would also require major modifications to the RLC SDU discard mechanism by requiring signalling over the air interface between transmitter and receiver. Specification wise, introducing a RLC SDU acknowledged mode would require a significant amount of work, without any real benefit.

On the contrary, introducing a CRC to each RLC SDU without a retransmission protocol would be the easiest alternative, but the less robust, as wrongly received SDUs may not be retransmitted, although they would be notified to upper layer. In other words, the rate of undetected error would be reduced significantly thanks to a larger CRC, but the RLC SDU error rate would be kept unchanged compared to today's GPRS.

3.1.2 CRC Extension for RLC PDUs

As was said earlier, to reduce the undetected error rate of RLC, the CRC of RLC PDUs could be extended that would result in an undetected error rate of the same order as in UTRAN.

In order to avoid cumbersome specification work, it is proposed that the extension of CRC in RLC Data blocks be made at the price of a reduced RLC throughput by stealing part of the payload within these blocks, and thus keeping existing coding rates and puncturing tables. This would avoid redesigning new (M)CSs from the scratch, while preserving the legibility of these new "Iu-mode" RLC Data blocks by legacy MSs. 

It is proposed that the indications of the RLC/MAC header format and of the (M)CS be kept unchanged. This, as said above, preserves the legibility of the new blocks by legacy MSs. This also implies that MSs operating in Iu mode interprete by default the RLC Data blocks sent/addressed by/to them as having an extended CRC, hence all RLC Data blocks sent/addressed by/to an MS in Iu mode must contain an extended CRC.

The CRC extension for Iu mode is proposed as shown in the Figure 6 and Figure 7 below. The configuration in A/Gb mode is shown as reference. Table 1 and Table 2 show the impact of the extended CRC on RLC data rates.
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Figure 6. Proposed MCS families in Iu mode (bit-aligned)
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Figure 7. CS in Iu mode
MCS
User Data rate in kbps
Loss


A/Gb mode
Iu mode
kbps
%

MCS-9
59.2
56.8
2.4
4.1

MCS-8
54.4
53.2
1.2
2.2

MCS-7
44.8
42.4
2.4
5.4

MCS-6
29.6
28.4
1.2
4.1

MCS-6 padding
27.2
26.6
0.6
2.2

MCS-5
22.4
21.2
1.2
5.4

MCS-4
17.6
16.4

6.8

MCS-3
14.8
14.2
0.6
4.1

MCS-3 padding
13.6
13.3
0.3
2.2

MCS-2
11.2
10.6
0.6
5.4

MCS-1
8.8
8.2

6.8

Table 1. Overhead due to extended CRC (EGPRS)
CS
User Data rate in kbps
Loss


A/Gb mode
Iu mode

Byte-aligned
kbps
%

CS-4
20.8
20.4
0.4
1.9

CS-3
15.2
14.8

2.6

CS-2
12.8
12.4

3.1

CS-1
8.8
8.8
0
0

CS
User Data rate in kbps
Loss


A/Gb mode
Iu mode

Bit-aligned
kbps
%

CS-4
20.8
20.75
0.05
0.2

CS-3
15.2
14.95
0.25
1.6

CS-2
12.8
12.75
0.05
0.4

CS-1
8.8
8.8
0
0

Table 2. Overhead due to extended CRC (GPRS)
The CRC extension at RLC PDU level avoids the introduction of a retransmission protocol for RLC SDUs, while allowing for both a reduced undetected error rate and in RLC acknowledged mode, also for a lower SDU error rate, as an RLC PDU will be retransmitted until the CRC passes. However, in RLC acknowledged mode, this implies that the correct transmission of an RLC PDU will take in average more time than with the normal CRC.

It should be noted that for CS-1 the error correction capability of the 40-bit FIRE code would not be fully used if 24-bit are already used for error detection to reach an undetected error rate of at most 2-24 (6E-8).

3.1.3 Impacts at RLC

The Table 3 below summarizes the 3 alternatives. The comparisons are made with respect to (E)GPRS. It should be noted that similar mechanisms are applicable when ECSD channel coding is used. For this latter case, RLC PDU formats being yet to be defined, it is straightforward to introduce therein a 24-bit CRC.

Criteria
RLC SDU CRC – SDU Retransmissions
RLC SDU CRC – No SDU retransmissions
Extended RLC PDU CRC

Bit-aligned

Throughput
RLC SDU segmented in x RLC PDUs:

x > 2: Better than in Table 1
x ( 2: Same or worse than shown in Table 1
-2.2% to -6.8% for EGPRS

-0.2% to –1.6% for GPRS 

See Table 1

Undetected Error Rate
Max 2-24 (6E-8)
Max: 2-24

SDU Error Rate
Reduced
Unchanged
Reduced

Transmission Delay
Increased+
Unchanged
Increased

Note: The SDU error rate accounts for received RLC SDUs that differ from the transmitted RLC SDUs

Table 3. Impacts at RLC of a 24-bit checksum

3.2 Overall impact on Data Rates

The loss in RLC throughput presented earlier has to be weighted with the fact that PDCP replaces not only LLC but also SNDCP. A short computation shows that the overhead introduced by PDCP is smaller than that introduced by SNDCP and LLC. Further it shows, that even with a new CRC at RLC level, the global overhead is smaller than with SNDCP+LLC.

3.2.1 Overhead at SNDCP + LLC

Overhead at SNDCP

The figure below shows the SN-DATA PDU format when LLC acknowledged mode is used, the DCOMP, PCOMP and N-PDU number fields are included, provided F equals 1 (first segment of an N-PDU
). When F equals 0 (subsequent segment of an N-PDU), these fields are omitted. At most, 3 octets of overhead are used in an SN-PDU, when LLC acknowledged mode is used. At least 1 octet overhead is used in an SN-PDU. The length of an SN-DATA PDU in acknowledged mode is at most the value of the LLC parameter N201-I, ranging from 140 to 1520 octets.

Bit
8
7
6
5
4
3
2
1

Oct 1
X
F
T
M
NSAPI

2
DCOMP
PCOMP

3
N‑PDU number - acknowledged mode

(
Data segment

N


Figure 8. SN-DATA PDU format

Overhead at LLC

The format of an LLC frame is presented in Figure 3. In LLC acknowledged mode, the I-frame is used, for which the control field is 3 octet long. In addition, the LLC frame contains a 3 octet long FCS. In LLC acknowledged mode, the LLC overhead is then 7 octets (1 octet address field and 6 octets for control field and FCS) per LLC I frame.

Note that the size of the payload (SN-DATA PDU) is at most N201-I in acknowledged mode.

Therefore, per LLC I frame, the total overhead introduced by LLC+SNDCP is 8 or 10 octets (10 octets for the 1st segment of an N-PDU, 8 octets for the subsequent ones).

3.2.2 Overhead at PDCP

The formats of a PDCP data PDU and of a PDCP-SeqNum PDU are shown in the figure below. PDCP-SeqNum PDU format are used only when RLC acknowledged mode is used during lossless SRNS relocation, in UTRAN (SBSS relocation in GERAN).

Oct 1
PDU type
PID

2
Data

…


N


Figure 9. PDCP-data-PDU format

Oct 1
PDU type
PID

2
Sequence Number

3


…
Data

N


Figure 10. PDCP-SeqNum PDU format

Therefore per PDCP PDU, the total overhead introduced by PDCP is 1 octet. It is 3 octets in case of SBSS relocation.

3.2.3 Comparison

For the same payload size in A/Gb mode and in Iu mode, the table below compares the overhead introduced by SNDCP+LLC vs PDCP.


Min
Max

SNDCP+LLC (ack)
8
10

PDCP
1
3

Difference
5
7

Table 4. Overhead difference between 
SNDCP+LLC and PDCP (in octets)


SNDCP+LLC
PDCP + RLC SDU CRC
PDCP + extended RLC PDU CRC
Comments

Min
8
4
1 + 6bits.n/8
If n(9, the extended RLC PDU CRC leads to a better data rate than in A/Gb mode

Max
10
6
3 + 24bits.n/8
If n(3, the extended RLC PDU CRC leads to a better data rate than in A/Gb mode (*)

n: number of RLC PDUs in which the RLC SDU is segmented

(*) Further, it is assumed that lossless BSS relocation occurs rather rarely.

Table 5. Overhead comparison between A/Gb mode and Iu mode (in octets)

4. ConclusionS

In order to reduce significantly the undetected error rate at GERAN RLC in non-transparent mode, it is proposed to extend the CRC of RLC PDUs to 24 bits at the price of a reduced RLC data rates. It is shown that despite this reduction in RLC data rates, the data rate seen from PDCP in Iu mode will be higher than that seen from SNDCP in A/Gb mode, i.e. the difference in overhead between PDCP and SNDCP+LLC compensates the loss at RLC, and even allows for a larger payload than in A/Gb mode.

This solution is preferred for both user and control planes over introducing a 24-bit CRC at RLC SDUs, as it offers in RLC acknowledged mode a lower SDU error rate, hence a higher reliability of the RLC that will limit the number of retransmissions at higher layers. In fact, RLC PDUs for which the "short" CRC passed earlier, will now be retransmitted as the new CRC will detect most of the undetected errors of the short CRC.
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� An N-PDU is segmented into one or more SN-PDUs.


� The SNDCP overhead when LLC unacknowledged mode is used is at least 1 octet and at most 4 octets.
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