Page 1



3GPP TSG GERAN Meeting no 7
TSGG#07(01)2064

Cancun, Mexico

26 – 30 November 2001

3GPP TSG-GERAN WG5 #1 
Tdoc G5-010044

Sophia Antipolis, France, 8th – 10th October 2001

	CR-Form-v4

	CHANGE REQUEST

	

	(

	51.010-1
	CR
	333
	(

rev
	-
	(

Current version:
	4.5.0
	(


	

	For HELP on using this form, see bottom of this page or look at the pop-up text over the (
 symbols.

	

	Proposed change affects:
(

	(U)SIM
	
	ME/UE
	X
	Radio Access Network
	
	Core Network
	

	

	Title:
(

	CR to TS51.010-1 on clause 27.x – Testing of SIM/ME interface. Alignment of Section 27.x with the core specifications

	
	

	Source:
(

	Nokia

	
	

	Work item code:
(

	TEI
	
	Date: (

	2001-09-24

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	REL-4

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
2
(GSM Phase 2)
R96
(Release 1996)
R97
(Release 1997)
R98
(Release 1998)
R99
(Release 1999)
REL-4
(Release 4)
REL-5
(Release 5)

	
	

	Reason for change:
(

	Currently the test specification requires internal reset SIMs to be supported in order to pass the tests. The support of internal reset ICCs was removed from ISO/IEC 7816-3 2nd Ed (1997). This standard is referenced in the core specification TS 51.011

	
	

	Summary of change:
(

	The internal reset test case is removed. The ATR timing is changed to reflect the removal of the internal reset ICCs. Editorial modification to change the 7816-3 referencing.

	
	

	Consequences if 
(

not approved:
	Functionality not present in the core specifications needs to be supported in terminals in order to pass conformance test requirements

	
	

	Clauses affected:
(

	27.11.1.5.4.2, 27.11.1.5.5, 27.11.2, 27.11.2.2.2, 27.11.2.2.5, 27.17

	
	

	Other specs
(

	
	 Other core specifications
(

	

	affected:
	
	 Test specifications
	

	
	
	 O&M Specifications
	

	
	

	Other comments:
(

	This CR applies to Ph2, R96, R97, R98, R99 and REL-4 mobiles


How to create CRs using this form:

Comprehensive information and tips about how to create CRs can be found at: http://www.3gpp.org/3G_Specs/CRs.htm.  Below is a brief summary:

1)
Fill out the above form. The symbols above marked (
 contain pop-up help information about the field that they are closest to.

2)
Obtain the latest version for the release of the specification to which the change is proposed. Use the MS Word "revision marks"  feature (also known as "track changes") when making the changes. All 3GPP specifications can be downloaded from the 3GPP server under ftp://ftp.3gpp.org/specs/ For the latest version, look for the directory name with the latest date e.g. 2001-03 contains the specifications resulting from the March 2001 TSG meetings.

3)
With "track changes" disabled, paste the entire CR form (use CTRL-A to select it) into the specification just in front of the clause containing the first piece of changed text.  Delete those parts of the specification which are not relevant to the change request.
27.11.1.5
Error handling during transmission from the SIM to the ME

27.11.1.5.1
Definition and applicability

Error checking is done for each character transmitted by making use of the parity bit. If the ME detects a parity error, an error signal is sent to the SIM, and the SIM retransmits that character.

This test applies to GSM, DCS 1 800 and PCS 1900 MEs using either ID‑1 of Plug-in SIM.

27.11.1.5.2
Conformance requirement

Subsequent to Answer to Reset and the protocol type selection, the error detection and character repetition procedure specified in GSM 11.11 is mandatory for transmission on the basis of T = 0. On receipt of a response with a parity error, the ME shall send an error signal and expect the previously transmitted character to be repeated.

GSM 11.11, clause 5.10.

27.11.1.5.3
Test purpose

To verify the error handling during the transmission from the SIM to the ME.

27.11.1.5.4
Method of test

27.11.1.5.4.1
Initial conditions

The ME is connected to the SIM simulator, and powered on.

27.11.1.5.4.2
Procedure

The SIM simulator shall send a response with a parity error and check that the ME performs error handling in accordance with ISO/IEC 7816‑3, section 6.3.3.

27.11.1.5.5
Test requirement

The ME shall send an error signal in accordance with ISO/IEC 7816‑3, section 6.3.3, and expect a repetition of the character. The ME shall correctly evaluate the character when repeated by the SIM simulator.

27.11.2
Answer to reset (RST)

27.11.2.1
Void

















27.11.2.2
Acceptance of SIMs with active low RST

27.11.2.2.1
Definition and applicability

Active low RST is one possible implementation of reset, and MEs must be able to accept SIMs with active low reset.

This test applies to GSM, DCS 1 800 and PCS 1900 MEs using either ID‑1 or Plug-in SIM.

27.11.2.2.2
Conformance requirement

The ME shall accept a SIM with active low reset by putting the RST contact to state H. The signal timing shall be in accordance with the specification.

GSM 11.11, clause 5.

ISO/IEC 7816‑3: 1997, section 5.3.2.

27.11.2.2.3
Test purpose

To verify that the ME accepts a SIM with active low reset. The timing of the RST signal shall be in accordance with the specification.

27.11.2.2.4
Method of test

27.11.2.2.4.1
Initial conditions

The SIM simulator is configured for active low reset. The ME is connected to the SIM simulator and powered on.

27.11.2.2.4.2
Procedure

The SIM simulator measures the timing of the RST signal.

27.11.2.2.5
Test requirement

The ME shall accept the SIM simulator with active low reset. The RST signal shall be put to state H after a minimum of (40 0/fi)s.

27.11.2.3
Characters of the answer to reset

27.11.2.3.1
Definition and applicability

When the SIM is reset, it sends up to 33 characters to the ME, containing information which must be interpreted by the ME to ascertain the transmission protocol to be used.

This test applies to GSM, DCS 1 800 and PCS 1900 MEs using either ID‑1 or Plug-in SIM.

27.11.2.3.2
Conformance requirement

1.
The ME shall adopt the data encoding convention and initial etu time defined in the initial character TS of the ATR.


GSM 11.11, clause 5.8.

2.
The ME shall be able to receive interface characters for other transmission protocols than T = 0, historical characters and a check byte, even if only T = 0 is used by the ME.


GSM 11.11, clause 5.8.1.

27.11.2.3.3
Test purpose

1.
To verify that the ME adopts the appropriate data encoding convention and initial elementary time unit (etu) defined in the initial character TS of the Answer to Reset.

2.
To verify that the ME accepts interface characters for transmission protocols other than T=0, historical characters and the check byte.

27.11.2.3.4
Method of test

27.11.2.3.4.1
Initial conditions

The ME is connected to the SIM (or SIM simulator).

27.11.2.3.4.2
Procedure

a)
The ME is powered on

b)
The SIM (or SIM simulator) sends an ATR as follows:

	character name
	content
	meaning

	TS
	3B
	direct convention

	T0
	9F
	TB1, TC1 not transmitted, TA1, TD1 transmitted, 15 historical characters

	TA1
	11
	default values F = 372, D = 1

	TD1
	80
	TA2, TB2, TC2 not transmitted, TD2 transmitted, protocol T=0 offered

	TD2
	01
	TA2, TB2, TC2, TD2 not transmitted, protocol T=1 offered

	Ti
	53 49 4D 20 53 55 42 47 52 4F 55 50 20 39 35
	historical characters

	TCK
	4F
	check byte


c)
The ME is made to send further commands to the SIM (or SIM simulator) (e.g. by entering the PIN).

d)
The ME is switched off and on. This time the SIM (or SIM simulator) sends an ATR as follows:

	character name
	content
	meaning

	TS
	3F
	inverse convention

	T0
	9F
	TB1, TC1 not transmitted, TA1, TD1 transmitted, 15 historical characters

	TA1
	11
	default values F = 372, D = 1

	TD1
	80
	TA2, TB2, TC2 not transmitted, TD2 transmitted, protocol T=0 offered

	TD2
	01
	TA2, TB2, TC2, TD2 not transmitted, protocol T=1 offered

	Ti
	53 49 4D 20 53 55 42 47 52 4F 55 50 20 39 35
	historical characters

	TCK
	4F
	check byte


e)
The ME is made to send further commands to the SIM (e.g. by entering the PIN).

27.11.2.3.5
Test requirement

1.
After step b), the ME shall work with the SIM (or SIM simulator).

2.
After step d), the ME shall work with the SIM (or SIM simulator).

27.11.2.4
PTS procedure

27.11.2.4.1
Definition and applicability

The PTS procedure is required to select the standard transmission protocol if the SIM does not use this as a default.

This test applies to GSM, DCS 1 800 and PCS 1900 MEs using either ID‑1 or Plug-in SIM.

27.11.2.4.2
Conformance requirement

If the ME receives an Answer to Reset where TA1 is not equal to "11", it shall initiate the PTS procedure as defined in GSM 11.11.

GSM 11.11, clause 5.8.2.

27.11.2.4.3
Test purpose

To verify that ME uses the PTS procedure as specified in GSM 11.11.

27.11.2.4.4
Method of test

27.11.2.4.4.1
Initial conditions

The ME is connected to the SIM (or SIM simulator).

27.11.2.4.4.2
Procedure

a)
The ME is powered on.

b)
The SIM (or the SIM simulator) sends an ATR as follows:

	character name
	content
	meaning

	TS
	3B
	direct convention

	T0
	10
	TB1, TC1, TD1 not transmitted, TA1 transmitted, no historical characters

	TA1
	77
	invalid values for F and D


27.11.2.4.5
Test requirement

After step b), the ME shall send to the SIM (or the SIM simulator) "FF00FF".

27.11.2.5
Reset repetition

27.11.2.5.1
Definition and applicability

If transmission errors result in the ATR being unintelligible to the ME, the ME performs the reset again. The minimum number of reset attempts is three.

This test applies to GSM, DCS 1 800 and PCS 1900 MEs using either ID‑1 or Plug-in SIM.

27.11.2.5.2
Conformance requirement

Following receipt of a wrong ATR, the ME shall perform a reset. The ME shall not reject the SIM until at least three consecutive wrong ATRs are received.

GSM 11.11, clause 5.10.

27.11.2.5.3
Test purpose

To verify that the ME repeats the reset procedure on receipt of a wrong ATR, and does not reject the SIM unless at least three consecutive wrong ATRs are received.

27.11.2.5.4
Method of test

27.11.2.5.4.1
Initial conditions

The ME is connected to the SIM simulator.

27.11.2.5.4.2
Procedure

a)
The ME is powered on.

b)
The SIM simulator sends a non understandable answer to reset to the ME. (e.g. a wrong TS byte), at each reset initiated by the ME.

27.11.2.5.5
Test requirement

After step b), the ME shall repeat the reset at least two times.

27.11.2.6
Speed Enhancement

27.11.2.6.1
Definition and applicability

MEs that support speed enhancement use a specific PTS sequence to indicate the use of different transmission parameters F and D. If this PTS fails, the ME retries with standard parameters.

This test applies to GSM, DCS 1 800 and PCS 1900 MEs supporting speed enhancement.

27.11.2.6.2
Conformance requirement

1.
If speed enhancement is implemented in the ME, it is mandatory to support F=512 and D=8 (in addition to the default values F=372 and D=1).


GSM 11.11, clause 5.8.3.

2.
If the SIM does not answer the PTS request within the initial waiting time, the ME shall reset the SIM. After two failed PTS attempts using F=512 and D=8 (i.e. no PTS response from the SIM) the ME shall initiate a PTS procedure using default values F=372 and D=1.


GSM 11.11, clause 5.8.3.

27.11.2.6.3
Test purpose

1.
To verify that the ME supports the transmission parameters F=512 and D=8

2.
To verify that the ME resets the SIM if the SIM does not answer the PTS request within the initial waiting time and initiates a PTS procedure using default values F=372 and D=1 after the second failed PTS attempt.

27.11.2.6.4
Method of test

27.11.2.6.4.1
Initial conditions

The ME is connected to the SIM simulator.

27.11.2.6.4.2
Procedure

a)
The ME is powered on.

b)
The SIM simulator sends an ATR as follows:

	character name
	content
	meaning

	TS
	3B
	direct convention

	T0
	10
	TB1, TC1, TD1 not transmitted, TA1 transmitted, no historical characters

	TA1
	94
	F=512, D=8


c)
After receipt of the PTS Request, the SIM simulator answers with the PTS Response "FF 10 94 7B" using a work waiting time of 9600 etu (initial waiting time).

d)
The SIM simulator transmits with enhanced speed (F=512, D=8).

e)
The ME is switched off and on. The SIM simulator sends an ATR as in step b).

f)
After receipt of the PTS Request, the SIM simulator does not answer.

27.11.2.6.5
Test requirement

After step b) the ME shall send to the SIM simulator the PTS Request "FF 10 94 7B".

After step c) the ME shall work with the SIM simulator.

After step e) the ME shall send to the SIM simulator the PTS Request "FF 10 94 7B" and repeat that once. After that, the ME shall send to the SIM simulator the PTS Request "FF 00 FF".

27.11.3
Command processing, procedure bytes

27.11.3.1
Definition and applicability

The procedure bytes ACK, NULL, and SW1 are sent from the SIM to the ME, and give the ME an acknowledgement for the previous instruction, information concerning transfer of data and the card status at the end of the command.

This test applies to GSM, DCS 1 800 and PCS 1900 MEs using either ID‑1 or Plug-in SIM.

27.11.3.2
Conformance requirement

On the basis of protocol T = 0, the ME shall correctly use the different modes of data transmission defined in ISO/IEC 7816‑3, section 8.2.2.

GSM 11.11, clause 5

ISO/IEC 7816: 1990, section 8.2.2.

27.11.3.3
Test purpose

To verify that the ME uses correctly the different modes of data transmission.

27.11.3.4
Method of test

27.11.3.4.1
Initial conditions

The ME is connected to the SIM simulator and powered on.

27.11.3.4.2
Procedure

a)
The ME is made to initiate a VERIFY CHV command.

b)
The SIM simulator answers the first 3 bytes with ACK=INS complemented.

c)
The SIM simulator answers the next data byte with NULL (NULL="60").

d)
The SIM simulator then sends ACK=INS. This byte is sent when the elapsed time since step b) is greater than the work waiting time.

e)
The SIM simulator answers the transmission of the rest of the data with NULL.

f)
The SIM simulator then sends SW1 and SW2, indicating correct execution of the command ("90" and "00" for SW1 and SW2 respectively). These bytes are sent when the elapsed time since step d) is greater than the work waiting time.

27.11.3.5
Test requirement

The command shall be executed correctly.

27.12
Evaluation of directory characteristics

27.12.1
Operating speed in authentication procedure

27.12.1.1
Definition and applicability

Authentication is performed by a GSM network on the SIM, by sending a random number to the SIM. The SIM then performs a calculation on the random number, and sends the result to the network for verification.

This test applies to GSM, DCS 1 800 and PCS 1900 MEs using either ID‑1 or Plug-in SIM.

27.12.1.2
Conformance requirement

If bit b2 of the file characteristics is set to 1, then the ME shall provide a clock frequency of at least 13/4 MHz to enable the SIM to run the authentication process in the required time.

GSM 11.11, clause 5.4.

27.12.1.3
Test purpose

To verify that the authentication procedure is done with a frequency of at least 13/4 MHz if the bit b2 of the file characteristics (byte 1 of the directory characteristics) is set to 1.

27.12.1.4
Method of test

27.12.1.4.1
Initial conditions

System simulator:


1 cell, default parameters.

Mobile Equipment:


Connected to a SIM-simulator with bit b2 of the file characteristics set to 1.


ME is powered on.

27.12.1.4.2
Procedure

An authentication is made in the same way as in test [26.7.2. Authentication]. The MS is paged. After the MS has responded with a PAGING RESPONSE message to the SS, the SS initiates an authentication procedure, sending the MS the value RAND. During authentication, the SIM simulator checks the frequency of the clock supplied by the ME. Following the AUTHENTICATION RESPONSE from the MS, the SS sends CHANNEL RELEASE.

27.12.1.5
Test requirement

The frequency of the clock shall be at least 13/4 MHz during the authentication procedure.

27.12.2
Clock stop

27.12.2.1
Definition and applicability

The ME may switch off the clock signal to the SIM, but only if the SIM indicates that it supports this feature.

This test applies to GSM, DCS 1 800 and PCS 1900 MEs using either ID‑1 or Plug-in SIM.

27.12.2.2
Conformance requirement

1.
The ME shall not stop the clock, unless the requirements indicated in byte 1 of the file characteristics are met.


GSM 11.11, clauses 5.6 and 9.2.1.

2.
The ME shall wait at least 1 860 clock cycles after having received the last character including the minimum guard time (2 etu) of the response before switching off the clock. The ME shall wait at least 744 clock cycles before it sends the first command after having restarted the clock.


GSM 11.11, clause 5.6.

27.12.2.3
Test purpose

1.
To verify that the clock is only switched off if requirements are met as indicated in the file characteristics (byte 1 of the directory characteristics).

2.
To verify that the timing of the clock switching is as specified.

27.12.2.4
Method of test

27.12.2.4.1
Initial conditions

The ME is connected to a SIM simulator. CHV 1 is enabled.

27.12.2.4.2
Procedure

a)
A SIM simulator is used with bits set as follows:


Bit b1

Bit b3

Bit b4


0

0

0

b)
The ME is powered on. When the ME is in mode PIN check, 10 seconds shall elapse before the PIN is entered.

c)
The ME is powered off, and a SIM simulator is used with bits set as follows:


Bit b1

Bit b3

Bit b4


0

1

0

d)
The ME is powered on. When the ME is in mode PIN check, 10 seconds shall elapse before the PIN is entered.

e)
The ME is powered off, and a SIM simulator is used with bits set as follows:


Bit b1

Bit b3

Bit b4


0

0

1

f)
The ME is powered on. When the ME is in mode PIN check, 10 seconds shall elapse before the PIN is entered.

g)
The ME is powered off, and a SIM simulator is used with bits set as follows:


Bit b1

Bit b3

Bit b4


1

0

0

h)
The ME is powered on. When the ME is in mode PIN check, 10 seconds shall elapse before the PIN is entered.

27.12.2.5
Test requirement

1.
During step b), the ME shall not switch off the clock.

2.
During step d), the ME shall not switch off the clock, unless at high level.

3.
During step f), the ME shall not switch off the clock, unless at low level.

4.
During steps d), f) and h), the ME shall not switch off the clock until at least 1 860 clock cycles after having received the last character of the response including the minimum guard time (2 etu).

5.
During steps d), f) and h), the ME shall wait at least 744 clock cycles before it sends the first command after having restarted the clock.

27.13
Mechanical tests

27.13.1
Contact pressure

27.13.1.1
Definition and applicability

The contacts of the card reader must exert a force to maintain a good electrical contact, but the force must not be excessive and damage the SIM.

This test applies to GSM, DCS 1 800 and PCS 1900 MEs using either ID‑1 or Plug-in SIM.

27.13.1.2
Conformance requirement

A contact force may not be greater than 0,5 N per contact.

GSM 11.11, clause 4.3.4.

27.13.1.3
Test purpose

To verify that the contact pressure of each contacting element is not greater than 0,5 N when each of the following types of card is used:

i)
Unembossed.

ii)
Embossed on the contact side.

iii)
Embossed on the opposite side to the contacts.

NOTE:
Only type i) applies to the plug-in SIM.

27.13.1.4
Method of test

27.13.1.4.1
Initial conditions

The ME manufacturers shall provide a separate card reader (mechanical components) to make the measurement possible.

27.13.1.4.2
Procedure

The pressure of each contacting element is measured.

27.13.1.5
Test requirement

The contact pressure of each contacting element shall be not greater than 0,5 N.

27.13.2
Shape of contacts for IC card SIM card reader

27.13.2.1
Definition and applicability

The shape of the contacts is important to maintain a good electrical contact, but must not damage the SIM.

This test applies to GSM, DCS 1 800 and PCS 1900 MEs using either ID‑1 or Plug-in SIM.

27.13.2.2
Conformance requirement

The radius of curvature of the contacting elements shall be greater than or equal to 0,8 mm in the contact area of both axes.

GSM 11.11, clause 4.3.4.

27.13.2.3
Test purpose

To verify that the radius of curvature of the contacting elements is greater than or equal to 0,8 mm in the contact area on both axes.

27.13.2.4
Method of test

27.13.2.4.1
Initial conditions

The ME manufacturers shall provide a separate card reader (mechanical components) to make the measurement possible.

27.13.2.4.2
Procedure

The radius of curvature of the contacting elements is measured on both axes.

27.13.2.5
Test requirement

The radius of curvature of the contacting elements shall be greater than or equal to 0,8 mm in the contact area on both axes.

27.14
Secret code usage

27.14.1
Entry of PIN

27.14.1.1
Definition and applicability

The PIN is a number used to authenticate the user to the SIM for security. Entry of the correct PIN allows PIN-protected data to be accessed over the SIM-ME interface.

This test applies to all ME.

27.14.1.2
Conformance requirement

Following insertion of the SIM and switching on the MS, the ME shall check the state of the PIN. If the PIN is enabled, the ME asks the user for PIN verification.

The VERIFY CHV function verifies the PIN presented by the ME to the SIM.

Reference:

GSM 02.30, section 4.6.1; GSM 11.11, sections 8.9, 9.2.9 and 11.3.1.

27.14.1.3
Test purpose

1.
To verify that the PIN verification procedure is performed by the ME correctly.

2.
To verify that the GSM basic public MMI string is supported.

27.14.1.4
Method of test

27.14.1.4.1
Initial conditions

The ME is connected to a SIM or SIM-simulator with the PIN enabled, and powered off.

The default SIM is used.

27.14.1.4.2
Procedure

a)
The ME is powered on.

b)
When the MS is in mode "PIN check" enter "2468#".

27.14.1.5
Test requirement

1)
The ME shall send a VERIFY CHV command to the SIM, with CHV number = "01".

2)
The MS shall give an indication "OK", following a successful execution of the command.

27.14.2
Change of PIN

27.14.2.1
Definition and applicability

The PIN may be changed by the user, by entering the old and new PINs. The length of the PIN is between 4 and 8 digits.

This test applies to all MEs.

27.14.2.2
Conformance requirement

The ME shall support the change of PIN procedure as defined in GSM 02.30 and GSM 11.11.

Reference:

GSM 02.30, section 4.6.2; GSM 11.11, sections 8.10, 9.2.10 and 11.3.2.

27.14.2.3
Test purpose

1.
To verify that the PIN substitution procedure is performed correctly by the ME.

2.
To verify that the GSM basic public MMI string is supported.

27.14.2.4
Method of test

27.14.2.4.1
Initial conditions

The ME is connected to a SIM or SIM-simulator with the PIN enabled.

The default SIM is used.

The ME is powered-on, with the correct PIN entered.

27.14.2.4.2
Procedure

a)
Enter "**04*2468*01234567*01234567#".

b)
The MS is switched off and on.

c)
When the MS is in mode "PIN-check", the sequence "01234567#" is entered.

d)
The MS is switched off and on.

e)
When the MS is in mode "PIN check" enter "2468#".

27.14.2.5
Test requirement

1)
After step a), the ME shall send a CHANGE CHV command to the SIM, with CHV number set to "01".

2)
Following the successful execution of the command, the MS shall give an indication that the new PIN is accepted.

3)
After step c), the MS shall give an indication "OK".

4)
After step e), the MS shall give an indication that the entered PIN is not accepted.

27.14.3
Disabling the PIN

27.14.3.1
Definition and applicability

Entry of the PIN may be disabled by the user, depending on the service table of the SIM. It is the responsibility of the ME to check the SIM service table.

This test applies to GSM, DCS 1 800 and PCS 1900 MEs using either ID‑1 or Plug-in SIM that support a feature to disable the PIN.

27.14.3.2
Conformance requirement

Disabling PIN is achieved through the DISABLE CHV command. If the PIN disable function in the SIM service table is not allocated or activated, then the ME shall not attempt to disable the PIN.

Reference:

GSM 11.11, sections 8.11, 9.2.11, 10.2.7, 11 and 11.3.3.

27.14.3.3
Test purpose

To verify that the ME does not attempt to disable the PIN.

27.14.3.4
Method of test

27.14.3.4.1
Initial conditions

The ME is connected to the SIM simulator.

Elementary files in the SIM simulator shall be default, with the exception of:

EFSST (SIM Service Table)

Logically:
CHV1 disable function not activated.



Abbreviated dialling numbers allocated and activated.



PLMN selector allocated and activated.



Fixed dialling numbers not activated.

Coding:
B1


B2


B3

B4



xx0x110x

0011xxxx

xxxxxxxx
0000xxxx (binary)

The coding of EFSST shall conform with the capabilities of the SIM simulator.

The ME is powered on and a correct PIN entered.

27.14.3.4.2
Procedure

Using the ME's MMI procedure, an attempt is made to disable the PIN.

27.14.3.5
Test requirement

The ME shall not send a DISABLE CHV command across the SIM/ME interface.

27.14.4
PUK entry

27.14.4.1
Definition and applicability

After three consecutive wrong entries of the PIN, the PIN becomes blocked. The PUK is used to unblock the PIN. This function may be performed whether or not the PIN is blocked.

This test applies to GSM, DCS 1 800 and PCS 1900 MEs using either ID‑1 or Plug-in SIM.

27.14.4.2
Conformance requirement

The ME shall support the procedure to unblock PIN using PUK, as defined in GSM 02.30 and GSM 11.11.

Reference:

GSM 02.30, section 4.6.3; GSM 11.11, sections 8.13, 9.2.13 and 11.3.5.

27.14.4.3
Test purpose

1.
To verify that the CHV unblocking procedure is performed correctly.

2.
To verify that the GSM basic public MMI string is supported.

27.14.4.4
Method of test

27.14.4.4.1
Initial conditions

The ME is connected to the SIM simulator.

The default SIM is used.

27.14.4.4.2
Procedure

a)
The ME is powered on.

b)
Enter "**05*13243546*1234*1234#"

c)
The ME is powered off and on.

d)
Enter the new PIN: "1234".

e)
The ME is powered off and on.

f)
Enter a wrong PIN three times.

g)
Enter "**05*13243546*2468*2468#".

h)
The ME is powered off and on.

i)
Enter the new PIN: "2468".

27.14.4.5
Test requirements

1.
After step b), the ME shall send an UNBLOCK CHV command to the SIM, with CHV number = "00".

2.
After step d), the ME shall indicate that the PIN has been accepted.

3.
After step f), the ME shall indicate that the PIN has been blocked.

4.
After step g), the ME shall send an UNBLOCK CHV command to the SIM, with CHV number = "00".

5.
After step j), the ME shall indicate that the PIN has been accepted.

27.14.5
Entry of PIN2

27.14.5.1
Definition and applicability

PIN2 is a number used to authenticate the user to the SIM for security. Entry of the correct PIN2 allows PIN2-protected data to be accessed over the SIM-ME interface.

This test applies to all ME that support a feature requiring entry of PIN2, such as AoC or FDN.

27.14.5.2
Conformance requirement

Where entry of PIN2 is necessary for security access, the ME shall indicate that PIN2 is to be entered.

The VERIFY CHV function verifies the PIN presented by the ME to the SIM.

Reference:

GSM 02.30, section 4.6.1; GSM 11.11, sections 8.9, 9.2.9, and 11.3.1.

27.14.5.3
Test purpose

To verify that entry of PIN2 is processed by the ME correctly.

27.14.5.4
Method of test

27.14.5.4.1
Initial conditions

The ME is connected to a SIM or SIM-simulator and powered on, with the correct PIN entered.

A default FDN SIM is used.

27.14.5.4.2
Procedure

a)
A feature is accessed which requires the entry of PIN2, e.g. resetting ACM for Advice of Charge, or changing a Fixed Dialling Number.

b)
The MMI is used to enter PIN2: "3579".

27.14.5.5
Test requirement

1)
After step b), the ME shall send a VERIFY CHV command to the SIM, with CHV number = "02".

2)
Following the successful execution of the command, the MS shall give an indication that PIN2 was accepted.

27.14.6
Change of PIN2

27.14.6.1
Definition and applicability

The PIN2 may be changed by the user, by entering the old and new PIN2s. The length of the PIN is between 4 and 8 digits.

This test applies to all MEs that support PIN2.

27.14.6.2
Conformance requirement

The ME shall support the change of PIN2 procedure as defined in GSM 02.30 and GSM 11.11.

Reference:

GSM 02.30, section 4.6.2; GSM 11.11, sections 8.10, 9.2.10 and 11.3.2.

27.14.6.3
Test purpose

1.
To verify that PIN2 substitution procedure is performed correctly by the ME.

2.
To verify that the GSM basic public MMI string is supported.

27.14.6.4
Method of test

27.14.6.4.1
Initial conditions

The ME is connected to a SIM or SIM-simulator.

The default FDN SIM is used, with PIN enabled.

The ME is powered on, with the correct PIN entered.

27.14.6.4.2
Procedure

a)
Enter "**042*3579*12345678*12345678#".

b)
The MS is switched off and on, and PIN entered: "2468".

c)
Enter "**042*3579*12345678*12345678#".

d)
Enter "**042*12345678*3579*3579#".

27.14.6.5
Test requirement

1)
After step a), the ME shall send a CHANGE CHV command to the SIM, with CHV number set to "02".

2)
Following the successful execution of the command, the MS shall give an indication that the new PIN2 is accepted.

3)
After step c), the MS shall give an indication that the new PIN2 is not accepted.

4)
After step d), the MS shall give an indication that the new PIN2 is accepted.

27.14.7
PUK2 entry

27.14.7.1
Definition and applicability

After three consecutive wrong entries of PIN2, it becomes blocked. PUK2 is used to unblock PIN2. This function may be performed whether or not PIN2 is blocked.

This test applies to GSM, DCS 1 800 and PCS 1900 MEs using either ID‑1 or Plug-in SIM, that support PIN2.

27.14.7.2
Conformance requirement

The ME shall support the procedure to unblock PIN2 using PUK2, as defined in GSM 02.30 and GSM 11.11.

Reference:

GSM 02.30, section 4.6.3; GSM 11.11, sections 8.13, 9.2.13 and 11.3.5.

27.14.7.3
Test purpose

1.
To verify that the PUK2 unblock procedure is performed correctly by the ME.

2.
To verify that the GSM basic public MMI string is supported.

27.14.7.4
Method of test

27.14.7.4.1
Initial conditions

The ME is connected to the SIM simulator.

The default FDN SIM is used, with PIN enabled.

27.14.7.4.2
Procedure

a)
The ME is powered on and a correct PIN entered.

b)
Enter "**052*08978675*1234*1234#"

c)
The MS is powered off and on, and PIN entered: "2468".

d)
A feature is selected requiring the entry of PIN2, and the new PIN2 "1234" is entered.

e)
A wrong PIN2 is entered three times.

f)
Enter "**052*08978675*3579*3579#".

g)
A feature is selected requiring the entry of PIN2, and the new PIN2 "3579" is entered.

27.14.7.5
Test requirements

1.
After step b), the ME shall send an UNBLOCK CHV command to the SIM, with CHV number = "02"

2.
After step d), the ME shall send a VERIFY CHV command, with CHV number = "02". Following the successful execution of the command, the ME shall indicate that the PIN2 has been accepted.

3.
After step e), the ME shall indicate that PIN2 has been blocked.

4.
After step f), the ME shall send an UNBLOCK CHV command to the SIM, with CHV number = "02"

5.
After step g), the ME shall indicate that PIN2 has been accepted.

27.15
Abbreviated Dialling Numbers (ADN)

27.15.1
Definition and applicability

Abbreviated Dialling Numbers contain subscriber number and supplementary service control strings. They may also contain alpha identifiers.

This test applies to both GSM, DCS 1 800 and PCS 1900 MEs using either ID‑1 or plug-in SIMs, that support ADN.

27.15.2
Conformance requirement

The ME shall be able to manage the storage and retrieval of ADNs from the SIM, and set up calls to these numbers.

Reference:

GSM 02.07, annex B.3.1; GSM 02.30 section 4.6.4; GSM 11.11, section 11.5.1.

27.15.3
Test purpose

To verify that the ME manages the storage and retrieval of ADNs from the SIM.

27.15.4
Method of Test

27.15.4.1
Initial conditions

Coding of elementary files in the SIM shall be as default, with the addition of:

EFADN (Abbreviated Dialling Number)

Logically:

At least 101 records.

Record 1:

Length of alpha identifier:

32 characters

Alpha identifier:


"ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEF"

Length of BCD number:

"03"

TON and NPI:


Telephony and Unknown

Dialled number:


123

CCI:




None

Ext1:




None

Coding for record 1:

	B1
	B2
	B3
	...
	B32
	B33
	B34
	B35
	B36
	B37
	B38
	B39
	...
	B46

	41
	42
	43
	...
	46
	03
	81
	21
	F3
	FF
	FF
	FF
	...
	FF


The ME is installed with the default SIM or SIM simulator, and switched on.

27.15.4.2
Procedure

a)
The code "+123456789012345" is stored (entered) in the MS as abbreviated dialling entry number 7 on the SIM.

b)
The code "00112233" is stored (entered) in the MS as abbreviated dialling entry number 6 on the SIM.

c)
The code "**21*44556677#" is stored (entered) in the MS as abbreviated dialling entry number 101 on the SIM.

d)
Retrieve data from SIM entry number 7 using the procedure N(N)(N)#.

e)
Retrieve data from SIM entry number 6 using the procedure N(N)(N)#.

f)
Retrieve data from SIM entry number 101 using the procedure N(N)(N)#.

g)
Retrieve data from SIM entry number 1 using the procedure N(N)(N)#, and display the alpha identifier.

27.15.5
Test requirements

1)
After step d), the number "+123456789012345" shall be displayed.

2)
After step e), the number "00112233" shall be displayed.

3)
After step f), the number "**21*44556677#" (or an equivalent representation) shall be displayed.

4)
After step g), the ME shall display at least part of the alpha identifier, and shall sustain normal operation.

27.16
MMI reaction to SIM status encoding

27.16.1
Definition and applicability

The SIM gives status information in response to instructions, as two-byte codes. Some of these codes give valuable information to the user, and appropriate indication by the ME is mandatory.

This test applies to GSM, DCS 1 800 and PCS 1900 MEs using either ID‑1 or plug-in SIMs.

27.16.2
Conformance requirement

It is mandatory to give the user an appropriate indication when any of the codes given below appear.

Reference:

GSM 02.30, section 4.6.5.

27.16.3
Test purpose

To verify that the ME gives an appropriate indication to the user in response to status information return codes from the SIM.

27.16.4
Method of test

27.16.4.1
Initial conditions

The ME is connected to the SIM simulator. All elementary files are coded as default.

The ME is powered on.

27.16.4.2
Procedure.

The SIM simulator is used to send the following error codes as reaction on an instruction from the ME:

-
9240
Memory Problem

-
9804
Access security policy not fulfilled or secret code rejected

-
9840
Secret code locked

-
6FXX
Technical problem with no diagnostic given as reaction on an instruction from the ME.

27.16.5
Test requirement

For each error code, the ME shall give an appropriate MMI indication.

27.17
Electrical tests

General test purpose

Testing of electrical characteristics of the SIM/ME interface.

Whilst non-conformance in this area would be unlikely to cause difficulties to other users or the network (type approval criteria), significant deviations from the specifications (GSM 11.11 and ISO 7816) may damage the SIM. If an attempt is then made to use the SIM in a different ME, then its failure may reflect badly on both that ME and the network.

This section lists the electrical tests to be performed.

They include:

i) tests during activation and deactivation phases; and

ii) tests to be performed on each contact in both static and dynamic states: e.g. voltages, currents and signal characteristics.

However, due to the likely difficulty of accessing the terminals of the SIM/ME interface for the purposes of measurements, the ME manufacturer shall provide a test interface in accordance with section 36.5 for the purpose of conformance testing.

These tests apply to GSM, DCS 1 800 and PCS 1900 MEs using either ID‑1 or plug-in SIMs with any one of the following types of SIM/ME interface:

a)
5V SIM interface: The interface only supports the 5V operation mode as specified in GSM 11.11 and ISO/IEC 7816‑3. The following conformance requirements apply:


27.17.1.1.2


27.17.1.2.2

a)


27.17.1.3.2

a)


27.17.1.4.2

a)


27.17.2.1.1.2
a)


27.17.2.1.2.2
a)


27.17.2.2.2

a)


27.17.2.3.2

a‑1,2,3,4)


27.17.2.5.2

a‑1,2,3,4)

b)
3V SIM interface: The interface only supports the 3V operation mode as specified in GSM 11.12. The following conformance requirements apply:


27.17.1.1.2


27.17.1.2.2

b)


27.17.1.4.2

b)


27.17.1.5.1.2


27.17.1.5.2.2


27.17.2.1.1.2
b)


27.17.2.1.2.2
b)


27.17.2.2.2

b)


27.17.2.3.2

b‑1,2,3,4)


27.17.2.5.2

b‑1,2,3,4)

c)
3V/5V SIM interface: The interface supports both the 5V operation mode as specified in GSM 11.11 and ISO 7816‑3 and the 3V operation mode as specified in GSM 11.12. It recognizes the type of SIM and switches the interface accordingly. The following conformance requirements apply:


27.17.1.1.2


27.17.1.2.2

c‑1,2)


27.17.1.3.2

c)


27.17.1.4.2

c‑1,2)


27.17.1.5.3.2


27.17.1.5.4.2


27.17.2.1.1.2
c‑1,2)


27.17.2.1.2.2
c‑1,2)


27.17.2.2.2

c‑1,2)


27.17.2.3.2

c‑1,2,3,4,5,6,7,8)


27.17.2.5.2

c‑1,2,3,4,5,6,7,8)

d)
1,8V SIM interface: The interface only supports the 1.81,8V operation mode as specified in GSM 11.18. The following conformance requirements apply:


27.17.1.1.2


27.17.1.2.2

d)


27.17.1.4.2

d)


27.17.1.5.1.2


27.17.1.5.2.2


27.17.2.1.1.2

d)


27.17.2.1.2.2

d)


27.17.2.2.2

d)


27.17.2.3.2

d‑1,2,3,4)


27.17.2.5.2

d‑1,2,3,4)

e)
1,8V/3V SIM interface: The interface supports both the 3V operation mode as specified in GSM 11.12 and the 1,8V operation mode as specified in GSM 11.18. It recogniszes the type of SIM and switches the interface accordingly. The following conformance requirements apply:


27.17.1.1.2


27.17.1.2.2

e‑1,2)


27.17.1.3.2

e)


27.17.1.4.2

e‑1,2)


27.17.1.5.3.2


27.17.1.5.4.2


27.17.2.1.1.2

e‑1,2)


27.17.2.1.2.2

e‑1,2)


27.17.2.2.2

e‑1,2)


27.17.2.3.2

e‑1,2,3,4,5,6,7,8)


27.17.2.5.2

e‑1,2,3,4,5,6,7,8)

General measurement conventions

For the 5V interface operation mode, the measurement conventions are specified in ISO/IEC 7816‑3 section 4.2.1.

For the 3Vand 1,8V interface operation mode these conditions apply in an analogous way.
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