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	In 3GPP TS 08.08 chapter 3.2.2.10 Encryption Information it is said: "The key shall be present if at least one of the A5 encryption algorithms is permitted." With current specification it is therefore possible that if the only permitted algorithm is "No encryption", Kc is not sent. 
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3.2.2.10
Encryption Information

This element contains the user data encryption information used to control any encryption equipment at the BSS.

It is a variable length element.

It is coded as follows:

	8
	7
	6
	5
	4
	3
	2
	1
	

	Element identifier
	octet 1

	Length
	octet 2

	Permitted algorithms
	octet 3

	Key
	octet 4 - n


The length indicator (octet 2) is a binary number indicating the absolute length of the contents after the length indicator octet. 

The permitted algorithms octet is a bit map indicating the A5 encryption algorithms and no encryption. From this bit map the BSS may select an A5 algorithm or no encryption to be used.

Bit No
meaning

1
No encryption

2
GSM A5/1

3
GSM A5/2

4
GSM A5/3

5
GSM A5/4

6
GSM A5/5

7
GSM A5/6

8
GSM A5/7

A bit position encoded as 1 indicates that the BSS may use the option repesented by that bit position. A bit position encoded as 0 indicates that the BSS shall not use the option represented by that bit position. A permitted algorithms octet containing all bits encoded as 0 shall not be used.

The key shall be present if at least one of the A5 encryption algorithms is permitted. Over MAP/E interface to 3G_MSC-B the key shall be present if available. When present, the key shall be 8 octets long.
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