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1 Purpose

The stage 1 requirements for MBMS state that multicast mode shall be able to ensure that only those users who are entitled to receive it may do so.   This is expected to be achieved using ciphering. Whether ciphering is performed at a higher application layer or as part of existing or new RAN lower layer security mechanisms has yet to be determined. Another issue is common key distribution.   The MBMS workshop is requested to investigate the requirements on security and consider working assumptions for release 6.

2 Discussion

Current mechanisms for authentication and key agreement (AKA) and ciphering do not cover the case where a single radio channel is being used to deliver the same data to multiple users simultaneously. The security requirements for multicast mode MBMS in the radio access network should at least consider the following: -

· Support common key distribution

· Determine what level of security is required by multicast mode MBMS.

· Provide access technology independence; i.e. allow the security mechanisms of each access technology to evolve independently to address specific security needs 

· Give consideration to UICC storage and processing power and not be restricted by them, i.e. what capabilities should be expected by R6 UEs or UICC?

· Support roaming outside of the HPLMN

· Be scaleable to serve large numbers of users 

Release 6 3GPP networks implementing MBMS capabilities will be inter-working with the Internet and multimedia content providers. Consequently UEs installing multimedia clients will run applications in a more open environment. The risk of malicious attack from unauthorised sources must be rendered near impossible. 

2.3 Confidentiality Protection

While ciphering of multicast data could be seen as essential to restrict it to legal subscribers, for regulatory reasons it may need to be considered an option.. There are three options available; for protecting multicast user data, ciphering over the air interface, ciphering at the application layer, or both: 

2.3.1
Application layer

Encryption is done at the application layer, possibly in the BM-SC.  Key exchange could occur between the BM-SC and the application in the terminal. This simplifies the impact to the RAN, however the disadvantage is that one security key is distributed amongst all users in a multicast group. This method may also prove expensive on terminal processing power.

2.3.2 Use existing access stratum ciphering in the RNC

Ciphering of the multicast radio bearers could be done by the SRNC using a locally generated key applicable for all the users belonging to the group. This means that there is only one key per group of users under that SRNC.   This key would serve as input to the encryption algorithm for multicast data, possibly the same algorithm as currently defined for user data in R99 (UEA1).    If UEA1 is viewed as too resource intensive, a different algorithm may be necessary. 

If lower layer RAN security is chosen, a simplification of the current UTRAN security procedure would be desirable to facilitate the extension of ciphering to multicast data.    Given the complexity of security such simplification would facilitate a timely solution.  There might be other ways but guidance is required from SA3.

2.4 Key distribution

Security procedures should allow the UE and network to negotiate and distribute keys necessary to permit multicast data to be received by group members. Key distribution could be performed by RRC signalling as part of the activation procedures.  If a flat rate subscription was employed, the need to change the key frequently would be reduced, i.e., a multicast user could re-use the key as he is being charged for a flat rate anyway.     

2.5   Scope of Work

It is proposed that like all security related work in 3GPP, SA3 must have prime responsibility for this activity. Their objective should be to provide timely solutions to solve the security aspects (encryption and integrity) related to secure access to MBMS. Should a new work item on MBMS security be initiated by SA3?

2.6 
Questions to SA3

Use of common keys for each multicast group would make key management easier, but how should key management be handled? The MBMS Workshop should consider the following questions to SA3 in the form of a liaison to be agreed at SA plenary: -

· How would the key management session be established?

· Does SA3 foresee any problems using common keys to multiple users?

· What would be the recommendation from SA3 for ciphering?

3 Conclusions

In order to progress the work on security aspects of multicast, the workshop should pose the above questions to SA3 so that SA3 could start to consider a new work item on MBMS security.

