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False positives: Preventing unrecoverable errors
1. Introduction
The goal of this contribution is to agree a way forward on processing PANs which appear inconsistent with the transmit window.

In previous contributions, the problems of false positive PAN decoding focussed on the possibility that the RLC transmitter would stall, because a PAN which contained an ACK allowing the transmit window to advance was lost.

While this is not a trivial problem, and will lead to delays in transmitting data while the stall is notified to the peer entity, it is not catastrophic, as there exists already a mechanism for indicating and recovering from stalls – the SI bit in the RLC/MAC header is applicable here.

In this paper, we consider in addition the failure scenario which arises when an RLC transmitter receives a NACK for a block which it had previously discarded on the basis of the reception of an ACK. Since there is no mechanism for recovery of such a case (and it would be impossible to create one), these are more serious than stall events, and can arise in both time-based and SSN-based FANR.
Focussing on events and subsequent behaviour of the transmitter, we evaluate the possible processing options that could be considered for each event/cause pair.

2. Events and Causes
Here we focus on events, as seen at the RLC transmitter, where the PAN appears inconsistent. This may arise from multiple causes, however the transmitter cannot distinguish between these cases.

The events are as follows:

1. Reception of PAN NACK for previously ACKed block (either within window or behind window)

This could be caused by


1A. ACK was incorrect: previous block was false positive and processed



1B. NACK is incorrect: this PAN is false positive

(if the same BSN is referred to twice in the same TB-PAN – one NACK and one ACK, then the NACK is ignored for the purposes of this situation)

2. Reception of PAN ACK for never-transmitted block


- Caused by: 


2A. ACK is false positive
3. Possible processing options and outcomes
In case a PAN is detected as 'incorrect' i.e. it does not correspond with the current state parameters, then there are several options for its processing:

P1: Ignore only those ACKs/NACKs within the PAN which are 'incorrect'

P2: Ignore all ACKs within the PAN

P3: Ignore all NACKs within the PAN
P4: Ignore the entire PAN

P5: Process the PAN as normal

Considering the possible reasons/events for which a PAN could appear to be 'incorrect', and considering each of the processing options above, the following outcomes can be expected.
	Event/ cause
	Processing Options

	
	Ignore just this ACK/NACK (P1)
	Ignore all ACKs (P2)
	Ignore all NACKs (P3)
	Ignore entire PAN (P4)
	Process all of PAN (P5)

	1A

(Valid but inconsistent PAN)
	- Delayed retransmission 


	- Stalling in TB-PAN.

- Excessive retransmissions of PA blocks
	- Delay in retransmissions
	- Stalling in TB-PAN

- Excessive retransmissions of PA blocks

- Delayed retransmissions.
	No negative impacts. 

Note that this may not prevent unrecoverable errors.

	1B

(FP and inconsistent PAN)
	- Could lead to unrecoverable error.
	- Excessive retransmissions of NACKed blocks
	- Could lead to unrecoverable error.
	No negative impacts
	- Excessive retransmissions of NACKed blocks 

- Could lead to excess retransmissions of NACKed block
- Could lead to unrecoverable error.

	2A
	as 1B


Description of outcomes:

- Unrecoverable error: caused if an ACK is processed when it shouldn't have been, and the corresponding data block is discarded.  There is no way to recover from this situation

- Stalling: caused if ACKs are lost/ignored in TB-FANR; transmitter cannot advance Tx window
- Excessive retransmissions of NACKed blocks: If NACKs are incorrectly processed, the corresponding blocks will be retransmitted unnecessarily

 - Excessive retransmissions of PA blocks: If ACKs are ignored, the corresponding blocks (with state PENDING_ACK) may be retransmitted unnecessarily

- Delay in retransmissions: if NACKs are lost/ignored. May cause stalling in TB-FANR if pre-emptive transmissions not allowed, since subsequent PANs may not include NACKs to trigger retransmissions.
4. Conclusion
Three options are ruled out as they could lead to unrecoverable errors – ignoring just this ACK/NACK (P1), ignoring all NACKs (P3), and processing a PAN as normal (P5).

Two options remain: ignoring the ACKs (P2) or ignoring the entire PAN (P4).  Simulations suggest that 1B is more common than 1A (i.e. it is possible to detect most false positives).  Also it should be noted that even when taking the 'optimum' behaviour in case 1A, it cannot be ensured that an unrecoverable error will occur.  These two factors make it appropriate to focus on event 1B, and to conclude that P4 is the most appropriate way forward.
