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Mechanisms for the detection of and recovery from undetected PAN errors
1 Introduction
In GERAN#36 it was investigated whether it would be feasible to add mechanisms to detect and recover from the effect of 'false positive' error checking for packet Ack/Nack (PAN) fields.  For various reasons (see [1]) such errors are more likely to occur with PAN fields than with Packet Downlink Ack/Nack (PDAN) or Packet Uplink Ack/Nack (PUAN) messages.
In many cases, such an error may cause the transmit and receive states to be no longer synchronised, eventually leading to an abnormal TBF release. However, this could rely on existing timers which are set to several seconds (e.g. 5 seconds).

In [1] the fundamentals were examined, but the practical implications were not presented clearly. The goal of this paper is to consider the three different ways in which the reception of a false PAN can be detected and, for both the MS and network, to consider whether either suitable implementation (not requiring standardisation) is sufficient, or whether some other procedure could be appropriate.

The three different events considered are:

- reception of an unexpected data block (i.e. where the block is ahead of the receive window) [applicable to RLC ACK mode only]
- reception of a PAN which does not correspond to the current transmit state (NACKs a block which was previously ACKed)
- reception of a PDAN/PUAN which does not correspond to the current transmit state (NACKs a block which was previously ACKed)

These three scenarios were described in detail in [1].
2 Error detected at the Network side
2.1 Reception of unexpected data block
This indicates that the MS has received a false positive PAN. Subsequent action by the network may be:

· close the TBF

· send a PUAN (to indicate to the mobile the true state of its acknowledge array)

Both of these cases can be considered implementation decisions, and no standardisation is required.

2.2 Reception of inconsistent PAN
This indicates that either this PAN (which seems inconsistent) or some previous PAN was received in error but the CRC check (incorrectly) passed.
The current specification requires the RLC endpoint to process the PAN, even though it may contradict previous indications (including those received in a PDAN/PUAN). Such processing may (and will, if it is this PAN which is in error) cause the transmit state array to be corrupted and may cause the transmit window to be incorrectly advanced.
It is therefore considered essential that, at least, the RLC endpoint shall not process this PAN, so as to minimize the risk of corrupt state variables. This would need to be reflected in the specifications.
As an additional option, the network could poll the MS for a PDAN, in order to determine the correct state; however, this is up to BSS implementation and need not be standardised.

2.3 Reception of inconsistent PDAN
In this case, the network knows (because the probability of an incorrectly-received PDAN passing a CRC check is negligible) that its transmit state and the receive state of the MS are not synchronised. 
The possible behaviour of the network could be to process the PDAN and retransmit blocks which it previously believed (incorrectly) to have been ACKed (if possible), or else to immediately release the TBF. Either of these options would be an implementation issue.

3 Error detected at the Mobile side
In general, there is less freedom for 'implementation-specific' behaviour on the mobile station side, than there is on the network side.  For example, currently, PDANs may only be sent in certain specified circumstances (e.g. receipt of poll). Therefore, while the principles may be the same for the mobile as for the network, it may require some standardisation for the mobile.

3.1 Reception of unexpected data block
Recalling that this indicates that the network has received (and processed) a PAN incorrectly, it is likely that this situation will ultimately lead to TBF closure.  However, bearing in mind that delays in this closure should be avoided, it is proposed that the MS shall send a PDAN as soon as possible on detection of this error, to alert the network of the situation.

Subsequent behaviour of the network is then as described in section 2.3 i.e. implementation dependent. However, it should be noted that fast notification of the situation by the MS could also increase the probability that the BSS still has stored the 'missing' block(s) (i.e. those which were previously considered ACKed), thereby increasing the probability that the scenario can be resolved without terminating the TBF (see 2.3).

3.2 Reception of inconsistent PAN
Again, it is believed that it is essential that the MS ignore this PAN (see section 2.2) to avoid the possibility of corrupting the transmit state variables.

In addition, it could be beneficial for the MS to 'request' a PUAN from the network, in order to ascertain whether or not its current state variables are correct.  (It could be that an earlier PAN was processed incorrectly, in which case the variables will be incorrect, even if this more recent PAN is ignored).  This is proposed by means of the Packet Mobile TBF Status message, with an appropriate new cause.
3.3 Reception of inconsistent PUAN
As stated above, the probability of an incorrect PUAN being processed (due to passing the CRC check) is negligible; an inconsistent PUAN is therefore indicative of lack of synchronisation with the network's RLC state.
In section 2.3, it was described that the likely network behaviour in the corresponding situation was to close the TBF if the PDAN indicates that a block which is no longer available at the transmitter (it was deleted because it was considered acknowledged) was in fact not received by the receiver; in this case, the RLC protocol will eventually stall, requiring the closure of the TBF.

However, since the MS cannot unilaterally close a TBF, it is propsed that it should inform the network of the situation by means of a Packet Mobile TBF Status message with the appropriate cause value "Message not compatible with current protocol state".
As an alternative enhancement, the PMTS message is sent only if the MS knows it cannot recover i.e. it cannot retransmit a block which is requested by the PUAN (taking into account the round-trip time to ensure that it hasn't recently retransmitted that block).

4 Summary of proposals

The table below sets out the proposals for each scenario, together with their relative importance. This is based on the following: changes required to ensure that the RLC protocol can continue without stalling are considered critical; changes which may hasten the (inevitable) termination of a TBF or which may reduce the necessity of such an eventuality are considered desirable.

	
	Network
	Mobile Station

	Reception of unexpected data block (RLC AM)
	No change (implementation-specific behaviour)
	MS sends PDAN as soon as possible (desirable)

	Reception of inconsistent PAN
	RLC endpoint shall not process the PAN (essential)
	RLC endpoint shall not process the PAN (essential)

MS sends PMTS message with new cause (desirable)

	Reception of inconsistent PDAN/PUAN
	No change (implementation-specific behaviour)
	MS sends PMTS message with "Message not compatible with current protocol state" (desirable)


5 Use of PDAN/PUAN as detection mechanism

It was also pointed out at GERAN#36 that frequent sending of PUAN (by the network) or PDAN (by the MS, triggered by the network) could be used to detect these error conditions. At least for the network, as shown in the table above, this is clear.  However, this does not solve two problems:
· the possible (incorrect) advancing of the transmit window in case of processing of a PAN which was not valid (corrected by the 'essential' modifications above)

· delay in detecting that a MS has received an invalid PAN (even though the MS may be aware of this fact!)

Furthermore, it should be noted that frequent use of PDAN/PUAN rather negates one of the main benefits of using FANR i.e. the reduction in the bandwidth used to provide low-latency acknowledgement messages, and corresponding increase in spectral efficiency. In fact, these PDAN/PUAN messages will almost certainly contain highly redundant information which has already been transmitted in PANs.
6 Conclusion
This document has outlined the various mechanisms that can be used to detect and recover from erroneous PAN reception.

The mechanisms are categorised into those which need no standardisation but can be implemented within the existing specifications and those which require standardisation; of the latter, some are considered essential, others are less so, but nonetheless could be beneficial in hastening the demise of a doomed TBF or increasing the probability that the situation can be recovered from.

The accompanying CR includes the changes for all of the proposed mechanisms described above. However, this could (of course!) be revised to include only a subset of the mechanisms, as agreed by GERAN2.
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