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Security Handling and Exchange Identification (XID) during PS Handover 

This paper describes the handling of the security and exchange identification (XID) in all PS handover scenarios in GERAN A/Gb mode, following the working assumption from TSG GERAN#19 that XID Command is sent in the source cell.

1. Introduction 

Security handling during SGSN change within single RAT and in intra-mode and inter-RAT scenarios is described in the following specification in the TS23.060, TS23.009, TS48.008, TS29.060, TS25.331, TS25.413, TS44.118, TS44.018.

The exchange identification (XID) and Layer 3 parameters in GERAN A/Gb mode are described in TS44.064. As specified the XID command/response frame is used to negotiate and re-negotiate the LLC layer parameters and layer‑3 parameters. XID frames can be transmitted in ADM and ABM. The Layer 3 parameters, i.e. SNDCP XID parameters are defined in TS44.065. Further the exchange of the ROHC parameters is defined in the TS44.065 and in TS25.331, TS29.060.The principles defined in these specs are followed in this paper and accordingly applied to the PS handover scenarios:

· A/Gb mode to A/Gb mode
· Inter-RAT and Inter-mode

1.1 Security Parameters

The Security parameters to be exchanged during PS Handover scenarios are: 

· Keys (Ck, Kc, CKSN, IK) where CK and IK is the UMTS information and Kc is the GSM Key part of MM context (Source SGSN -> Target SGSN);
· Permitted algorithms part of MM context (Source SGSN -> Target SGSN);

· MS Network Capability part of MM context common for A/Gb mode and Iu mode. The SGSN stores the MS network capability, which is used both by the local SGSN and for transfer to the new SGSN for any type of inter SGSN RA updates (see 3GPP TS 23.060 and 3GPP TS 29.060).

· START_PS a new value that might be needed as part of the Inter-RAT handover Info;

1.1.1 Security Parameter Exchange in GERAN A/Gb to GERAN A/Gb Inter-SGSN PS Handover

In this case Source SGSN has the following ciphering information in MM context: 

· Keys (Ck,Kc,CKSN,IK) where CK and IK is the UMTS information and Kc is the GSM Key.

· Permitted algorithms. 

· MS Network Capability that provides the network with GPRS related information as specified in 3GPP TS 29.060.
These security parameters during PS handover will be transferred to the Target SGSN as part of the MM context in Forward Relocation Request. 

Target SGSN will include these parameters in the (SGSN-MS) Backward Container in the Forward Relocation Response, which is send transparently to the MS. This container is not processed neither by the Source SGSN nor Source BSS. It will be forwarded as part of the PS Handover Command (SGSN->BSS) and as part of the PS_Handover_Struct in the PCCO message. 

The above description is depicted in the Figure 2.1.1 and Figure 2.1.2.

1.1.2 Security Parameter Exchange in GERAN A/Gb to UTRAN / GERAN Iu PS Handover

In this case as the target cell is a UTRAN/GERAN Iu cell, PS Handover Required message shall have the Source RNC to Target RNC information containing RRC container with the Inter RAT Handover INFO with inter RAT capabilities. Further the MS RAC are sent in the PS Handover Required message.

The Source SGSN has the following ciphering information in MM context: 

· Keys (Ck, Kc, CKSN, IK) where CK and IK are the UMTS information and Kc is the GSM Key.

· Permitted algorithms. 

· MS Network Capability that provides the network with GPRS related information as specified in 3GPP TS 29.060.
These security parameters during PS handover will be transferred to the Target SGSN as part of the MM context in Forward Relocation Request. The Target RNC receives all the necessary information in the RELOCATION REQUEST message that contains the following security information: Encryption Information, Integrity Protection Information including, ciphering algorithms, permitted keys. Further the UE radio access capabilities needed to perform the handover to UTRAN are included in the RRC Transparent Container. The Target SGSN receives the Chosen Encryption Algorithm and the Integrity Protection Algorithm through the RELOCATION REQUIRED ACK message. 

The ciphering algorithm parameters send back to the source BSS are to be included in the Target BSS to Source BSS Container containing the RRC message used for inter-RAT Handover in UTRAN, HANDOVER to UTRAN command, which includes Ciphering algorithm IE as in TS25.331.

The above description is depicted in the Figure 2.2.1 and Figure 2.2.2.

1.1.3 Security Parameter Exchange in UTRAN / GERAN Iu to GERAN A/Gb PS Handover

In this case as the target cell is a GERAN A/Gb cell, Relocation Required message shall have the Source BSS to Target BSS information containing RRC container with the Inter-RAT HO Info. 

In TS 25.331 START_CS IE is defined in order to cope with the case if the handover will be performed after the UTRAN / GERAN Iu to GERAN A/Gb PS handover. Security information to be used after handover to UTRAN, with the START-CS parameter that is stored by the MS at handover from UTRAN to GSM, see 3GPP TS 31.102;

If this functionality is to be used in the Gb as well than a Start_PS value might be needed in the Inter-RAT Handover Info.
The Source SGSN has the following ciphering information in MM context: 

· Keys (Ck, Kc, CKSN, IK) where CK and IK are the UMTS information and Kc is the GSM Key.

· Permitted algorithms. 

· MS Network Capability that provides the network with GPRS related information as specified in 3GPP TS 29.060.
These security parameters during PS handover will be transferred to the Target SGSN as part of the MM context in Forward Relocation Request.  

Target SGSN will include these parameters (i.e. Permitted ciphering algorithms) in the (SGSN-MS) Backward Container in the Forward Relocation Response, which is send transparently to the MS. This container is not processed neither by the Source SGSN nor Source RNC. It will be forwarded as part of the Relocation Command (SGSN->RNC) and as part of the Handover from UTRAN command / HANDOVER FROM GERAN Iu command.  Optionally, these parameters might be sent back to source RNC through the Target RNC to Source RNC Container containing the PS HANDOVER Command, i.e. PCCO message. 

The above description is depicted in the Figure 2.3.1 and Figure 2.3.2.

1.2 Exchange Identification XID parameters  

The negotiable and re-negotiable XID parameters according to the TS44.064 (see Table 6, Section 6.4.6.1) are LLC layer parameters and layer 3 parameters according to the TS44.065 (see Section 8). In this paper these parameters are divided into:

· LLC layer parameters: 

· T200 (retransmission time-out);

· N200 (maximum number of retransmissions);

· N201-U (maximum information field length for U and UI frames);

· N201-I (maximum information field length for I frames);

· mD (I frame buffer size in the downlink direction);

· mU (I frame buffer size in the uplink direction);

· kD (window size in the downlink direction);

· kU (window size in the uplink direction);

· Ciphering parameters: 

· IOV-UI (ciphering Input offset value for UI frames), common for all SAPIs of a TLLI;

· IOV-I (ciphering Input offset value for I frames), for the SAPI under negotiation;

· SNDCP XID parameters: 

· Data Compression: {Spare bit (X), Propose bit (P), Entity number, Algorithm type, DCOMP};

· Protocol Control Information Compression {Spare bit (X), Propose bit (P), Entity number, Algorithm type (RFC 1144, RFC 2507, ROHC), PCOMP}

These parameters are exchanged between the MS and SGSN by means of XID command and XID response frames. These frames will be part of the (MS-SGSN) Forward Container and (SGSN - MS) Backward Container.

1.2.1 Exchange Identification XID in GERAN A/Gb to GERAN A/Gb Inter-SGSN PS Handover

All the above parameters, i.e. XID parameters have to be send from the Source SGSN to the Target SGSN in the FORWARD RELOCATION REQUEST in (MS-SGSN)Forward Container. 

Target SGSN will configure the LLC/SNDCP accordingly. SGSN may change the downlink parameters and may send back the new values to the MS. 

This information is transparent to the Source SGSN and Source BSS therefore it is send to the MS in a (SGSN-MS) Backward Container which is going to be processed only by the MS.     

If the MS does not accept the new settings than there is a possibility according to the TS44.064 that a default set of parameters is used.

The above description is depicted in the Figure 2.2.1 and Figure 2.2.2. 

1.2.2 Exchange Identification XID in GERAN A/Gb to UTRAN / GERAN Iu Inter-SGSN PS Handover

In this case the (MS-SGSN) Forward Container considering that the Target cell is a UTRAN or GERAN Iu only a limited set of the XID parameters will be transferred:

· SNDCP XID parameters: 

· Protocol Control Information Compression {Spare bit (X), Propose bit (P), Entity number, Algorithm type (RFC 2507, ROHC), PCOMP}

Data Compression will not be needed in this case as unlike in GERAN A/Gb mode user data compression is not supported in Iu mode [TS23.060].

Also as depicted in TS25.413 there is no support for the RFC1144 algorithm in UTRAN.

The Source SGSN shall send the SNDCP XID parameters, i.e. ROHC Info and will send this to the Target SGSN in the Forward Relocation Request. Target SGSN forwards this ROHC Context Information to the target RNC in the RELOCATION REQUEST message. 

Target RNC will include the appropriate ROHC context information in the RRC container in the Target RNC to Source RNC container. Source BSS will forward this to the MS, i.e. Source BSS does not process this information.   

The ROHC context information is given in the RRC container as “PDCP context relocation info” specified in TS25.331 (see Section 10.3.4.1a):
· Downlink RFC 3095 context relocation indication {Boolean -TRUE means RFC 3095 context relocation is performed in downlink};

· Uplink RFC 3095 context relocation indication {Boolean - TRUE means RFC 3095 context relocation is performed in uplink};

Note: This information should be added in the HANDOVER TO UTRAN message by the Target RNC as it is defined for the the RB RECONFIGURATION message (see TS25.331).

The above description is depicted in the Figure 2.2.1 and Figure 2.2.2.
1.2.3 Exchange Identification XID in UTRAN / GERAN Iu to GERAN A/Gb in Inter-SGSN PS Handover

In this case as the target cell is a GERAN A/Gb cell the target SGSN will initiate the LLC and SNDCP engine as upon logical link setup upon receiving the PS HANDOVER RESPONSE from the Target BSS. 

Based on the above description all downlink XID parameters will be included in the FORWARD RELOCATION RESPONSE message. 

This information is transparent to the Source SGSN and Source RNC therefore it is send to the UE in a (SGSN-MS) Backward Container which is going to be processed only by the UE once the handover is executed. 

UE receives this container together with the PS Handover command in the HANDOVER from UTRAN Command or HANDOVER from GERAN Iu command. 

The above description is depicted in the Figure 2.3.1 and Figure 2.3.2.

2. Security Handling and Exchange Identification (XID) in the PS Handover Signaling Flows 

In the Figures below the newly added IE are in red.  

2.1 GERAN A/Gb – GERAN A/Gb PS handover Scenario

2.1.1 Inter SGSN HO, Preparation phase
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Figure 2.1.1 PS Handover - Preparation Phase; Inter SGSN case

2.1.2  Inter SGSN - Execution Phase
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Figure 2.1.2 PS Handover - Execution Phase; - Inter SGSN case with RAU

2.2 GERAN A/Gb -> UTRAN / GERAN Iu

2.2.1 Inter-SGSN GERAN A/Gb to UTRAN/GERAN Iu HO; Preparation phase
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Figure 2.2.1: Sequence diagram for inter-RAT/mode PS handover preparation phase (GERAN A/Gb -> UTRAN, GERAN Iu).

2.2.2 Inter-SGSN GERAN A/Gb to UTRAN/GERAN Iu HO; Execution phase
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Figure 2.2.2: Sequence diagram for inter-RAT/mode PS handover Execution phase (GERAN A/Gb -> UTRAN/GERAN Iu).

2.3 UTRAN/GERAN Iu to GERAN A/Gb PS HO

2.3.1 Inter RAT/mode UTRAN/GERAN Iu to GERAN A/Gb PS HO; Preparation phase
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Figure 2.3.1: Sequence diagram for inter-RAT/mode PS handover preparation phase (UTRAN/GERAN Iu -> GERAN A/Gb)

2.3.2 Inter RAT UTRAN/GERAN Iu to GERAN A/Gb PS HO; Execution phase
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Figure 2.3.2: Sequence diagram for inter-RAT/mode PS handover execution phase (UTRAN/GERAN Iu -> GERAN A/Gb).

3. Conclusion

In this paper a solution of the Security Handling and Exchange Identification during PS Handover is shown. It is suggested that the MS / UE has the necessary set of parameters prior to the change in the target cell as this would reduce the service interruption and would eliminate the need for defining new signalling. 

This solution will not have an impact on the existing procedures, but it will require additional IE in the existing signalling messages used during PS handover.
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