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1. Introduction

This document describes the security related aspects for PS Handover, i.e. it describes what information that needs to be transferred between the different nodes during a PS handover in order to be able to continue to cipher user data directly after a performed handover.

2. Inter SGSN Handover (A/Gb mode)

At inter SGSN HO, information related to security, i.e. ciphering, is transferred from source SGSN to target SGSN as part of the MM context, which is included in the Prepare PS Handover Request message. The concerned information is: 

· Kc


Ciphering key for GPRS

· CKSN


Ciphering Key Sequence Number of Kc

· Ciphering algorithm
Selected ciphering algorithm GPRS

Since Kc and Ciphering algorithm are transferred in this way, the ciphering can continue in the new SGSN. No extra information is thus necessary to transfer from source SGSN to target SGSN.

If, however, the target SGSN does not support the indicated Ciphering algorithm, the target SGSN has to select a new ciphering algorithm. This new algorithm has to be included by the SGSN in the PS Handover Command message encapsulated in the Target BSC to Source BSC Transparent Container.

Among other security related information used as input to the ciphering procedure, the IOV-UI/IOV-I parameter needs to be transferred from the target SGSN to the MS. This can be done by including it in the PS Handover Command message encapsulated in the Target BSC to Source BSC Transparent Container.

If UMTS security related information (e.g. UE Radio Access Capabilities, START_PS) is stored in the source SGSN, this information has to be transferred to the target SGSN for storage and possible later usage in case of a handover to UTRAN. 

3. GERAN A/Gb to UTRAN Handover

The handling needed for security in connection with a PS handover from GERAN A/Gb to UTRAN is described in connection with the following figures from the Stage 2 document.
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2. In the PS Handover Required message there will be no information included regarding ongoing security functions, since the source BSC has not been involved in any PS related security functions. 

3. In the Forward Relocation Request message, the following security related information is included as part of the MM context:

· Kc


Ciphering key for GPRS

· CKSN


Ciphering Key Sequence Number of Kc

· Ciphering algorithm
Selected ciphering algorithm for GPRS

If UMTS security information for the concerned MS exists in the source SGSN, also the following information is included in the MM context:

· CK


UMTS Ciphering Key

· IK


UMTS Integrity protection Key

· KSI


Key Set Identifier

If information about the MS’s UMTS security capabilities is available in the source SGSN, this shall be included in the INTER RAT HANDOVER INFO WITH INTER RAT CAPABILITIES IE within the Source RNC to Target RNC Transparent Container. The concerned information is e.g. UE Radio Access Capabilities, START_CS and START_PS. START_PS is today not included in the INTER RAT HANDOVER INFO WITH INTER RAT CAPABILITIES IE. This thus needs to be added in 25.331. 

A way for the source SGSN to get hold of the UE Radio Access Capabilities and START_PS in connection with a PS connection needs to be added. One possible way could be to include the information in Attach/GPRS RAU from the MS to the SGSN (24.008). The SGSN can then include it in the Source RNC to Target RNC Transparent Container.

4. The CK and IK are included in the Relocation Request message sent from the target SGSN to the target RNC. If CK and IK are not included in the MM context, they are calculated from the Kc. The Relocation Request message also includes information about allowed Ciphering and Integrity Protection algorithms as well as the Source RNC to Target RNC Transparent Container.

5. The Target BSC to Source BSC Transparent Container in the Relocation Request Acknowledge message contains the RRC message Handover to UTRAN Command. This message includes the UMTS Ciphering Algorithm to be used by the UE.

6. The Target BSC to Source BSC Transparent Container is included in the Forward Relocation Response message from target SGSN to source SGSN.

Execution phase
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4. The PS Handover Command message includes the Target BSC to Source BSC Transparent Container, which includes the RRC message Handover to UTRAN Command.  

5. The RRC message Handover to UTRAN Command is included in the Inter System to UTRAN PS Handover Command message sent from the Source BSC to the MS and since it includes the chosen UMTS ciphering algorithm, ciphering can be applied directly.

7. The RRC message Handover to UTRAN Complete includes START_CS and START_PS. After the target RNC has received this message, it needs to initiate Integrity Protection. Sending the RRC message Security Mode Command to the UE does this. The UE acknowledges this with Security Mode Complete.

The necessary security functions are then concluded. Re-authentication as indicated for 13 may, however, be performed.

4. UTRAN to GERAN A/Gb Handover

The changes needed for security in connection with a PS handover from UTRAN to GERAN A/Gb are described in connection with the following figures from the Stage 2 document.

Preparation phase
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2. The Relocation Required message contains the Source BSC to Target BSC Transparent Container. This container contains among other things the INTER RAT HANDOVER INFO IE as defined in 25.331. This IE includes UE Radio Access Capabilities and START_CS. In order to support also PS Handover, START_PS needs to be added to the INTER RAT HANDOVER INFO IE (25.331 and 44.018). This information received in the INTER RAT HANDOVER INFO IE will be stored in the target SGSN for later possible usage in case of a handover back to UTRAN (see 3 below).

3. The Source BSC to Target BSC Transparent Container is via the Forward Relocation Request message transferred to the target SGSN where UE Radio Access Capabilities and START_PS are stored, to later be transferred back to an RNC in case of a handover back to UTRAN.

The Forward Relocation Request message also transfers the MM context from source SGSN to target SGSN. The MM context includes among other things:

· CK


UMTS Ciphering Key

· IK


UMTS Integrity protection Key

· KSI


Key Set Identifier

· MS Network Capability
Includes ciphering algorithms supported by the MS

CK and IK are used to calculate Kc. 

4. The target SGSN decides which ciphering algorithm to use. 
Since Kc and Ciphering algorithm are now available, the ciphering can continue in the new SGSN. Among other security related information used as input to the ciphering procedure, the IOV-UI/IOV-I parameter needs to be transferred from the target SGSN to the MS. This will be done by including it in the PS Handover to GERAN Command message (this message name is not yet used in the stage 2 document) encapsulated in the Target RNC to Source RNC Transparent Container.
7. The Target RNC to Source RNC Transparent Container is sent to the source SGSN in the Forward Relocation Response message
Execution phase
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2. The Target RNC to Source RNC Transparent Container with the encapsulated PS Handover to GERAN Command message is sent to the source RNC in the Relocation Command message. 

5. The PS Handover to GERAN Command message is encapsulated in the RRC message Handover from UTRAN Command (this message name is not yet used in the stage 2 document). Since the PS Handover to GERAN Command message includes the chosen ciphering algorithm and the IOV-UI/IOV-I parameter, the MS can now start the ciphering for GPRS.

The PS Handover to GERAN Command message needs to be added in 25.331 as a possible message to include in the RRC message Handover from UTRAN Command.

5. Proposal

It is proposed that the information is this document is included into the Stage 2 document for PS Handover, either as a separate chapter or included at relevant places with the existing chapters.
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