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Ciphering for Voice Group Call Services

1 Introduction

The introduction of a new ciphering mechanism was discussed at GERAN #18. A ciphering mechanism has already been standardised in the GERAN specifications. The new ciphering concept proposed by SA3 is not compatible with the existing Stage-2 descriptions as available within 3GPP TS 43.068 in that a concept of short-term cipher keys is used. Looking at the Stage-3 realisation at the MS, this should not be an issue, as it is understood that ciphering is not currently supported in the MS or the network as the existing ciphering mechanism has not been completely standardised at the SIM (i.e. 3GPP TS 51.011 has no standardised capabilities to store the VGCS/VBS ciphering keys and algorithm). The following issues were raised during GERAN #18:

· How can the new mechanism be introduced into a network?

· From which release should the new mechanism be introduced?

· How will the GERAN specifications be affected?

2 How can the new mechanism be introduced into a network

The following concerns have been addressed

· How would a pre Rel-6 MS behave if a USIM is inserted that contains group call identities and cipher keys? 

· How would a Rel-6 MS behave that supports the new ciphering mechanism when a SIM is inserted that contains group call identities and cipher keys?

Some of these issues have been addressed by the LS from SA3 in Tdoc G2-040184 [1].

2.1 USIM inserted into pre-rel6 MS

The support of non-security related VGCS parameters on the USIM has been recently introduced into 3GPP TS 31.102, for Rel-6 and pre Rel-6 specifications. However, the support of security (ciphering algorithm and cipher keys) related parameters have not yet been introduced into the SIM/USIM. Thus a pre Rel-6 MS will not be able to support a ciphered group call. 

Conclusion: There is no issue if a USIM is inserted into a pre Rel-6 MS.

2.2 SIM with group id inserted into a Rel-6 MS that supports the new ciphering mechanism and the group call is ciphered

Currently SIM based ciphering is not completely specified in that the identifier of the ciphering algorithm is not stored on the SIM and it is not passed to the MS over the air interface. Also there is no storage defined for the ciphering keys on the SIM Thus unless SIM based ciphering is required then there should be no issue if a SIM is inserted into a Rel-6 MS that supports the new ciphering mechanism, since an MS is able to determine if a SIM or USIM is inserted. If a SIM were inserted into the MS then the MS would know that the call could not be ciphered.

Conclusion: The administrator of the group call should attempt to ensure that the group call identity allocated for the USIM based ciphered group call is such that no SIM has been issued with this group call’s identity.  It would appear beneficial if SIM based ciphering is removed from the standard.

3 From which release should the new ciphering mechanism be introduced?

3.1 Introduce new ciphering mechanism into standards from Rel-96

ASCI was introduced into the GSM standards in Rel-96. The impact of introducing the new ciphering mechanism into the standards from R96 would be: 

· Significant changes to… stage 2 (43.068, 43.069) and stage 3 (44.018, 44.068)

The main issues with this proposal are:

· The support of USIM was only introduced from Rel-99 and the SIM is functionally frozen. Thus it is not possible to introduce the new ciphering mechanism to a release earlier than R99.

· Impacts on legacy equipment that is already in the field.

Further, 3GPP does not allow functional changes to earlier releases. The new ciphering concept enhances the security of the VGCS that is currently incompletely standardised. 

Conclusion: It is not realistic and is against the 3GPP working practises to introduce the new ciphering mechanism into any of the pre Rel-6 ASCI standards.  Even if it were introduced then one would still be left with the issue of legacy equipment.

3.2 Introduce new ciphering mechanism from Rel-6 and remove references to ciphering of VGCS calls from pre Rel-6 specs

The impact of removing the support of ciphering of VGCS calls from the pre Rel-6 standards is:

· Stage 2 (43.068 and 43.069) – small changes

· Significant changes to Stage 3 (44.018 for Um and 48.008 for A interface). Also changes to 44.068 and 44.069. Perhaps a note would be required in 24.008.

· Probably no impacts on tests

Introducing the new ciphering mechanism into the Rel-6 would require modifications to the existing mechanisms – e.g. addition of reference to USIM for storing cipher keys, some changes to the notification messages to supply additional parameters to derive the short-term cipher keys, and to the Handover Command to supply CGI and global_count.

Conclusion:

Provided that ciphering has not been implemented in any existing equipment, then the removal of the ciphering mechanism should be a relatively straight forward. The addition of the new ciphering mechanism to the Rel-6 specifications would then be much simpler. The goal of these changes shall be to support non-ciphered VGCS/VBS with SIM and both ciphered and non-ciphered VGCS/VBS with USIM.

3.3 Introduce new ciphering mechanism from Rel-6 and maintain references to old ciphering mechanism of VGCS calls in pre Rel-6 specs

This option would involve the minimum changes to the specifications but is dependent on no legacy equipment existing that uses the old ciphering mechanism and that no new mobiles are manufactured with the pre Rel-6 ciphering mechanism. 

Conclusion:

Although this option would involve the fewest changes to the specifications it could result in some confusion to implementers.  Also, there would continue to be the danger that a mobile would be manufactured with a release that uses the old ciphering mechanism.

3.4 Allow both ciphering mechanisms to co-exist from Rel-6 

Both schemes could co-exist provided that the operator ensured that a given ciphered group call is not assigned to both SIMs and USIMs. However, this adds additional complexity to the network in that it would have to support both types of ciphering mechanism. Also, there is still the issue if a SIM or USIM with cipher keys is inserted into a MS whose ciphering mechanism is not compatible.

Conclusion:  It would appear that this option would add additional complexity and there would still be some issues with legacy equipment.

4 Summary Table

The table below summarises the advantages and disadvantages of the above options:

	
	Advantages
	Disadvantages

	Introduce new mechanism from Rel-96
	· Consistent set of specifications !!
	· Still have the issue of legacy equipment

· Large standardisation effort

· NOT possible to change frozen releases.

	Introduce new mechanism from Rel-6; Remove references of ciphering from pre Rel-6 specifications
	· Consistent set of specifications !!

· No issues with legacy equipment
	· Dependent on legacy equipment (pre Rel-6) not supporting ciphering (which is believed to be the case)

	Introduce new mechanism from Rel-6; Keep references of old ciphering mechanism in pre Rel-6
	· Minimum change to the specifications
	· Confusion in specifications

· If legacy MS did support ciphering then it would not work in Rel-6 network

· Rel-6 MS would not be able to use ciphered group call in pre Rel6 network.

	Allow both mechanisms to co-exist 
	· Both types of ciphering may coexist

· No need to remove old mechanism from pre Rel-6 specifications
	· Complexity of specifications – increased error cases etc

· Have to maintain two types of ciphering !!

· Incomplete Old VGCS ciphering specification would need to be enhanced


5 Conclusion

The option that allows the introduction the new ciphering mechanism with the least impact to both legacy equipment and to the pre Rel-6 specifications is:

· Introduce the new ciphering mechanism into Rel-6 and remove the old ciphering mechanism from the pre Rel-6 specifications.

In the pre Rel-6 specifications it may be simplest to maintain the fields that are related to the ciphering mechanism in the message definitions, with a note added stating that the field is not used in this release of the specification. The procedures related to the ciphering mechanism would be removed from the pre Rel-6 specifications.
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