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	The current specification requires that in case of HANDOVER FROM GERAN, the MS shall delete the security keys in case START has reached the value THRESHOLD. This will however, lead to no key being available on transitioning to GERAN A/Gb mode and loss of ciphering capability in GSM until Authentication is performed by the network. This is also applying if the Handover is to CDMA2000 from GERAN Iu mode.

2. In the case where new keys are received but not activated with a Security Mode Command message, the specifications provides actions for the MS on the appropriate value of START to be stored in the USIM only in the case where the MS transitions to idle mode. Actions are missing in the case the MS moves to another cell or to another RAT via a Handover from GERAN Iu mode or Inter-system Handover to cdma2000.

3. In the case of moving to idle mode, the actions in case new keys are received but not used, are missing.

4. It is not clear, that in case SIM is used, when transitioning to idle mode, the actions need to be performed on a per CN domain basis.
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	1, 2. The text related to START value storage in the USIM on HANDOVER from GERAN Iu mode is deleted and moved to a new section that applies for all cases where the MS is in connected mode and moves to GERAN A/Gb mode. The new text does not include the action of deleting keys if the START value has reached THRESHOLD.

Actions similar to those in subclause 7.18.2 (actions on entering idle mode) are now added for the cases – Handover from GERAN.
3. Actions are added in case new keys are received but not used, when transitioning to idle, when SIM is present.

4. It is clarified that the actions in case SIM is present are to be perfoirmed are on per CN domain basis when transitioning to idle.
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7.8.4.4
Successful completion of the inter-mode handover

Upon successfully completing the handover, GERAN shall:

1>
release the radio connection;

Upon successfully completing the handover, the MS shall:






1>
if inter-mode handover is performed and if there are any NAS messages with the IE "CN domain identity" set to "CS domain" for which the successful delivery of the INITIAL DIRECT TRANSFER message or UPLINK DIRECT TRANSFER message on signalling radio bearer SRB3 or signalling radio bearer SRB4 has not yet been confirmed by RLC:

2>
retransmit those NAS messages to the network on the newly established radio connection to the system.

3>
clear or set variables upon leaving GERAN RRC-Connected mode as specified in sub-clauses 7.19 and 10.4.

7.18.2
Actions when entering RRC-Idle mode from RRC-Connected mode

When entering RRC-Idle mode from RRC-Connected mode, the MS shall:

1>
clear or set variables upon leaving GERAN RRC-Connected mode as specified in sub-clause 10.4;

1>
attempt to select a suitable cell to camp on.

When leaving the RRC-Connected mode according to 3GPP TS 45.010, the MS shall:

1>
perform cell selection.

While camping on a cell, the MS shall:

1>
acquire system information according to the system information procedure in sub-clause 7.3;

1>
perform measurements according to the measurement control procedure specified in sub-clause 7.9; and

1>
if the MS is registered:

2>
be prepared to receive paging messages according to the Paging procedure in sub-clause 7.4.

If IE "PLMN Identity" within variable SELECTED_PLMN has the value "GSM-MAP", the MS shall:

1>
delete any NAS system information received in RRC-Connected Mode;

1>
acquire the NAS system information in packet system information 16; and

1>
proceed according to sub-clause 7.19.

When entering RRC-Idle mode, the MS shall:

1>
if the USIM is present, for each CN domain:

2>
if a new security key set was received for this CN domain but was not used either for integrity protection or ciphering during this RRC connection:

3>
set the START value for this domain to zero; and

3>
store this START value for this domain in the USIM.

2>
else:

3>
if the current "START" value, according to sub-clause 7.18 for a CN domain, is greater than or equal to the value "THRESHOLD" of the variable START_THRESHOLD:

4>
delete the ciphering and integrity keys that are stored in the USIM for that CN domain;

4>
inform the deletion of these keys to upper layers.

3>
else:

4>
store the current "START" value for this CN domain on the USIM.

1>
else:

2>
if the SIM is present, for each CN domain:

3>
if a new security key set was received for this CN domain but was not used either for integrity protection or ciphering during this RRC connection:

4>
set the START value for this domain to zero; and

4>
store this START value for this domain in the MS.
3>
else, the MS shall:

4>
if the current "START" value, according to sub-clause 7.18 for this CN domain, is greater than or equal to the value "THRESHOLD" of the variable START_THRESHOLD:

5>
delete the Kc key for this CN domain;

5>
delete the ciphering and integrity keys that are stored in the MS for that CN domain;


5>
set the "START" value for this CN domain to zero and store it in the MS;

5>
inform the deletion of the key to upper layers.

4>
else:

4>
store the current "START" value for this CN domain in the MS.

7.18.2a
Actions when entering GERAN A/Gb mode or CDMA2000 from GERAN Iu mode, RRC- Connected mode

When entering GERAN A/Gb mode or CDMA2000 from GERAN Iu mode, RRC- Connected mode (due to Inter-mode handover from GERAN or Inter-system handover to CDMA2000), after successful completion of the procedure causing the transition to the GERAN A/Gb mode or CDMA2000 from GERAN Iu mode, the MS shall:

1>
if the USIM is present, for each CN domain:

2>
if a new security key set was received for this CN domain but was not used either for integrity protection or ciphering during this RRC connection: 

3>
set the START value for this domain to zero and;

3>
store this START value for this domain in the USIM ;
2> else

3>
store the current START value for every CN domain in the USIM;

1>
if the SIM is present, for each CN domain:

2>
if a new security key was received for this CN domain but was not used either for integrity protection or ciphering during this RRC connection: 

3>
set the START value for this domain to zero and;

3>
store this START value for this domain in the MS;
2> else

3>
store the current START value for this CN domain in the MS.
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