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Ciphering with FLO in GERAN Iu mode
1. Introduction

This contribution analyzes the provision of ciphering when FLO is introduced in GERAN Iu mode.

2. BACKGROUND

2.1 Principle

Ciphering is used to avoid any unauthorized acquizition of data from a third party.

In GERAN Iu mode (3GPP Rel-5 onwards), ciphering is performed like in UTRAN at layer 2, using Kasumi f8 algorithm (see Figure 1 below). Precisely, it is performed at RLC for NT-RLC data, and at MAC for T-RLC data. In addition, MAC ciphers given RLC/MAC control messages [1].

[image: image1.wmf]Mask Generator

Count

Direction

Bearer

Ciphering

Key

Mask 

(Length L)

L

XOR

Plain Text 

(Length L)

Ciphered Text 

(Length L)


Figure 1. Principle of ciphering

The input parameters that are required to operate ciphering are:

· Ciphering key: 128-bit – essential parameter that provides the targetted security level. It is received from RRC.

· Count: 32-bit counter – used to ensure that the blocks of a same flow are all ciphered differently

· Direction: 1 bit – direction of the data to cipher, uplink or downlink

· Bearer: 5-bit identification of the data to cipher. It contains the RB Id, when available, of the data to cipher

· L: length of the plain data to cipher

2.2 Ciphering parameters

The set-up of the above parameters is specified in [1].

2.2.1 Ciphering of NT-RLC Data

	Input parameters
	Size in bits
	Settings

	
	
	TBF mode 

(see note 1)
	DCCH
	TCH
	GPRS
	EGPRS

	Count
	32
	MSB
	HFN (see note 2)
	27 bits

0…134217727
	23 bits

0…8388607
	24 bits

0…16777215
	20 bits 

0…1048575

	
	
	
	RBid indicator
	1 bit

1 (RBid available)

	
	
	LSB
	BSN
	4 bits

0…15
	8 bits

0…255
	7 bits

0…127
	11 bits 

0…2047

	Direction
	1
	
	Direction
	1 bit

0 (uplink)

1 (downlink)

	Bearer
	5
	
	RBid
	5 bits

0…31

	Length
	10
	
	Length in bits of the plain data to cipher
	10 bits

0…592

	NOTE 1:
Four cases are distinguished as per the format of the BSN used in the RLC data block to cipher, according to the TBF mode: DCCH TBF mode, TCH TBF mode, GPRS TBF mode and EGPRS TBF mode.

NOTE 2:
The handling of the HFN is described in subclause 13.3.2.2.

NOTE 3:
The values in italic represent the range for a given parameter.


2.2.2 Ciphering of T-RLC Data

	Input parameters
	Size in bits
	Settings

	Count
	32
	MSB
	HFN (see note 1)
	11 bits

0…2047

	
	
	
	TDMA Frame Number (see note 2)
	17 bits

	
	
	
	RBid indicator
	1 bit

1 (RBid available)

	
	
	LSB
	Timeslot number
	3 bits

0…7

	Direction
	1
	
	Direction
	1 bit

0 (uplink)

1 (downlink)

	Bearer
	5
	
	RBid
	5 bits

0…31

	Length
	N
	
	Length in bits of the plain data to cipher
	Size of the RLC PDU

(see note 3)

	NOTE 1:
The handling of the HFN is described in subclause 13.4.2.2.1.

NOTE 2:
The 17-bit TDMA Frame Number is described below.

NOTE 3:
In transparent RLC mode, the size of an RLC PDU equals that of the RLC SDU it carries.

NOTE 4:
The values in italic represent the range for a given parameter.


2.2.3 Ciphering of RLC/MAC Control messages

	Input parameters
	Size in bits
	Settings

	Count
	32
	MSB
	HFN (see note 1)
	11 bits

0…2047

	
	
	
	TDMA Frame Number (see note 2)
	17 bits

	
	
	
	RBid indicator
	1 bit

0 (RBid not available)

	
	
	LSB
	Timeslot number
	3 bits

0…7

	Direction
	1
	
	Direction
	1 bit

0 (uplink)

1 (downlink)

	Bearer
	5
	
	RBid
	5 bits

"00000"

	Length
	9
	
	Length in bits of the plain data to cipher
	9 bits

0…368 (see note 3)

	NOTE 1:
The handling of the HFN is described in subclause 13.4.2.2.2.

NOTE 2:
The 17-bit TDMA Frame Number is described below.

NOTE 3:
The length in bits of the plain data to cipher can be derived from the rules given in subclause 13.4.3 on a per RLC/MAC control message basis.

NOTE 4:
The values in italic represent the range for a given parameter.


3. Ciphering with FLO

3.1 Proposal

It is proposed to follow the same principle as in GERAN Iu mode without FLO, to provide ciphering in GERAN Iu mode with FLO. In fact, it can be observed that ciphering at RLC/MAC is performed transparently to the physical layer configuration. The only data that influences the ciphering process in T-RLC and for RLC/MAC control messages is the TDMA frame number which is more a characteristic of the GSM air interface than a specificity of the physical layer (e.g. coding scheme).

3.2 Ciphering of NT-RLC data

The count input to the ciphering algorithm is dependent on the BSN size used by the RLC protocol. As proposed in [2], a BSN of 4 bits and 8 bits for RLC unack and RLC ack, respectively, will be used for NT-RLC operation with FLO. This allows for reusing the same ciphering parameters as for DCCH and TCH TBF modes in GERAN Iu mode without FLO, as shown in the table below.

	Input parameters
	Size in bits
	Settings

	
	
	RLC Mode
	Unack
	Ack

	Count
	32
	MSB
	HFN
	27 bits

0…134217727
	23 bits

0…8388607

	
	
	
	RBid indicator
	1 bit

1 (RBid available)

	
	
	LSB
	BSN
	4 bits

0…15
	8 bits

0…255

	Direction
	1
	
	Direction
	1 bit

0 (uplink)

1 (downlink)

	Bearer
	5
	
	RBid
	5 bits

0…31

	Length
	10
	
	Length in bits of the plain data to cipher
	10 bits

0…592


3.3 Ciphering of T-RLC data

Ciphering of T-RLC data can be done in the same way as for GERAN Iu mode without FLO, see section 2.2.2.
3.4 Ciphering of RLC/MAC control messages

Ciphering of RLC/MAC control messages can be done in the same way as for GERAN Iu mode without FLO, see section 2.2.3.
4. Conclusion

This paper proposes to reuse the principles of ciphering in GERAN Iu mode without FLO, for GERAN Iu mode with FLO. It is worth noting that no new parameter need to be defined for allowing ciphering with FLO. The existing ciphering parameters of DCCH and TCH TBF modes can be reused as such for ciphering NT-RLC data with FLO for RLC unacknowledged and RLC acknowledged modes, respectively. The ciphering parameters for T-RLC data and RLC/MAC control messages are the same as in GERAN Iu mode without FLO. This allows for reusing all security related procedures defined for GERAN Iu mode in Release 5 and for reaching the same 3G security level as for UMTS.
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