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1. Overall Description:

SA3 thank GERAN2 for their LS (GP-140717/S3-151007) on Security Framework for Cellular IoT.

SA3 has started to consider security for Cellular IoT (CIoT) and several questions have arisen during this work. GERAN2, SA1 and SA2 are requested to respond to the following questions (please note that not all groups are expected to respond to each question).

SA3 asks GERAN2, SA1 and SA2:
Q1: Whether roaming needs to be supported in Cellular IoT? If so, then is it expected that UEs will roam between countries where encryption is allowed and countries where encryption is not used?
SA3 understands that CIoT is being developed as a standalone network but would like to know what to assume in the long run. 

Q2: Should SA3 develop the security assuming that there will be some inter-RAT interactions in the future?

Q3: Is it expected that subscriptions used to access CIoT will be used to access other networks?

Q4: Are there any requirements in CIoT to provide security that extends beyond the usual endpoints of security in 3GPP networks (e.g. in 2G PS the SGSN). Possible examples of the extended security would be between the UE and GGSN/P-GW or UE to MTC-IWF (if such elements exist in the architecture)?
SA3 asks GERAN2 and SA2:

Q5: Could GERAN2 provide more information on what they mean by “Gb architecture” or “S1 architecture”.

Q6: Does SA2 or GERAN2 have any guidance on whether SA3’s work should be based on the Gb architecture or S1 architecture or both?
Q7: In which cases should SA2 be involved?

SA3 asks GERAN2:

SA3 is aware that it needs to take efficiency into account when selecting security procedures for CIoT, but is not fully aware of the constraints.

Q8: Could GERAN2 please provide information to SA3 on the traffic model, mobility model, payload size and throughput expected from CIoT?
2. Actions:

To GERAN2, SA1, SA2 group.

ACTION: 
SA3 asks GERAN2, SA1 and SA2 group to provide responses to the above questions
3. Date of Next SA3 Meetings:

SA3#79
20-24 April 2015
Nanjing (China)

SA3#80
24-28 August 2015
Tallinn (Estonia)

