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Minimal Security Enhancements for GSM/GPRS to support secure delivery of MTC data
This is an update of the paper presented at Cellular IoT telco#3
Introduction
In the new study Item on Cellular Internet of Things [1] the last objective is to “Identify Core Network Architecture, security framework and Radio Access Network-Core Network interface (e.g. S1 or Gb), and associated protocol stacks, suitable for the M2M market in the 2017 and onwards timeframe”. This contribution addresses the choice of security framework and proposes enhancements to GSM/GPRS that meet the requirements of enhanced security. 
Background
To support future requirements of secure delivery of MTC data the GSM/GPRS system needs to be enhanced -   the principal enhancements have been known for many years.  However, to introduce these enhancements, for both the CS and PS domain, requires updates of all base stations as well as mobile stations at the same time in order to avoid bidding down attack were for e.g. the base station or mobile station indicates that it doesn’t support network authentication.  Update of all legacy mobile stations is not even possible as some would require new hardware. However, when designing a new system/device a golden opportunity arises to require mandatory support for new security features. For the remainder of the document it is assumed that enhanced security is mandatory for Cellular IoT devices and that support for the enhanced security (or that a device is a Cellular IoT device and therefore supports the enhanced security) will be signaled in, e.g., the MSRAC or equivalent IE. This means that an enhanced GSM/GPRS system will never have to accept access to the system from devices not supporting enhanced security.
Proposed security enhancements
General
In order to improve the security in GSM/GPRS it is proposed to enhance the security with respect to the most well-known security attacks:
· Bidding down attacks causing the MS to send un-encrypted messages
· Passive eavesdropping 
· Injection of false user plane data
· False base station attacks
A particular advantage, from security point of view, is that the security termination point for the PS domain is in the core network (the SGSN). This makes the solutions much simpler compared to if the CS domain also had to be taken into account.
In the solutions outlined below, only the MS and the SGSN behavior has to be modified.
Adding Integrity protection 
Integrity protection on signaling messages
In order to ensure that attackers cannot trick the MS into using no ciphering on the radio interface two new functions are required: (i) integrity protection of signaling and (ii) secure capability negotiation. 
Integrity protection needs to be added to the signaling messages between the MS and the SGSN. The most critical message to update is the TS 24.008 Authentication and Ciphering Request message. However, to ensure protection to future, yet unknown, attacks it would probably be best to add integrity protection to all signaling traffic. The integrity protection may be accomplished on GMM or on LLC layer – which particular solution to use and their details are FFS. Adding integrity protection on LLC layer will impact SGSN and MS.
Secure capability negotiation can be achieved by borrowing the mechanism from UMTS/LTE as described in Section 3.3.
Integrity to user plane data
The injection of false user plane data over the air interface could cause legitimate subscribers to be charged for data they did not send. This problem could be mitigated through mandatory encryption but would require that the NW/MS first has to decrypt and parse the data before it can discover that false data has been injected. A much more straight forward solution is to add integrity protection to the actual user plane data itself. This could be accomplished by adding a Message Authentication Code to each LLC PDU. Adding integrity protection to user plane data will impact SGSN and MS.
[bookmark: _GoBack]In this context it should be mentioned that in UMTS and LTE there is no integrity protection on the user plane and that the reasons for not having it are related to processing load in the impacted nodes (RNC/S-GW and UE) but also that for many applications (e.g. speech and video) packets with errors are completely acceptable – adding integrity protection for such applications/traffic would certainly increase data loss and decrease end-user experience.  However, in this case with a completely different traffic pattern consisting M2M traffic where every bit is important and where packets with a limited size are sent a few times per day/week it is a completely different story. In summary, since the traffic volume is not expected to be too large for the intended types of applications the additional overhead from adding integrity protection may be an acceptable trade-off to make in order to get enhanced protection against injection of false user plane data over the air interface.
Enhancement of security algorithm negotiation
To prevent false base station attacks the security algorithm negotiation needs to be enhanced. It is proposed to re-use the algorithm from UMTS/LTE where the MS sends identifiers for the encryption and integrity algorithms that it supports to the SGSN (e.g. in the Attach Request message). The SGSN then in turn echoes these identifiers back to the MS in an integrity protected message (e.g. in the Authentication and Cipher mode command).  If the MS notices that the sent identifiers are different from the received ones, it assumes that a Man-in-the-middle attack has taken place and drops the connection. 
Mandatory support of network authentication
Another measure required to avoid false base station attacks is to require mandatory network authentication of the network to the MS. This can be solved by simply requiring mandatory support for USIMs and that the SGSN does not accept authentication of 2G SIMs.
In addition, the mechanism in Section 3.3 must be supported in combination with mandatory network authentication for the false base station attack prevention to be effective. 
Enhancement of ciphering protection
In order to further enhance the security and to improve protection against passive eavesdropping, support of all broken ciphering algorithms should be explicitly forbidden. In other words, the network does not accept any use of, and never selects, GEA1 or GEA2; the MSs do not implement these algorithms either.  It is proposed to that the MS shall support GEA3 and GEA4.
Since the MS is assumed to have a USIM, it would even be possible to only require GEA4 which uses a 128-bit key.
Discussion/Conclusion
In table 1, the areas requiring security enhancements in the GSM/GPRS system are mapped versus proposed solutions. As can be seen, it is possible to enhance the security on the Gb interface to in all related areas. In other words, from a security framework point of view it is the view of the sourcing company that the existing Gb interface and associated protocols can be enhanced to meet future requirements for secure delivery of MTC data.  Finally, it is furthermore proposed to send an LS to request SA3 to provide feedback, form a security framework point of view, on the proposed security enhancements on the Gb interface and associated protocols and compare this with reusing the S1 architecture also in GERAN.  
Table 1, Mapping of areas requiring enhancements versus proposed solutions
	
	Integrity protection of signaling messages
	Integrity protection of user plane data
	Enhancement of security negotiation algorithm
	Mandatory support of Network authentication
	Enhancement of ciphering protection

	Bidding down attacks
	x
	
	x
	x
	

	Passive Eavesdropping
	
	
	
	
	x

	Injection of false user plane data
	
	x
	
	
	

	False base station attacks
	x
	
	x
	x
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