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1. Overall Description:

3GPP GERAN WG3 would like to inform GCF and PTCRB that on request from the industry GERAN3 introduced testing for the Layer 2 UL/DL fill bits randomisation. The randomisation of the UL and DL Layer 2 messages fill bits is especially important for preventing breaking of the GERAN security mechanism applied.
A single TC 26.22.1 was introduced to TS 51.010 to test both UL and DL behaviour. In the DL the SS simulates the described in Rel-9 NWK behaviour (i.e.DL LAPDm frame with fill bit set to a random value except for the first octet containing fill bits which shall be set to the binary value "00101011").

In regard to the TC applicability, the randomisation of the fill bits UL is Optional to Rel-5 and earlier MS and Mandatory for Rel-6 and later. The handling of the DL fill bits randomisation is mandatory to all MS.
2. Actions:

To GCF and PTCRB group.

ACTION: 
GERAN3 would like to ask GCF and PTCRB to consider adding the verification of the Layer 2 UL/DL fill bits randomisation to their respective Certification programs.
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