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A5/1 Ciphering Algorithm protection by dynamically indicating about SACCH block ciphering
1 Introduction
Over the last few GERAN meetings, many solutions were proposed to solve the issue related to A5/1 cipher algorithm protection. The main issue is that the ciphering on GSM traffic channels (TCH) using cipher algorithm A5/1 can be broken by knowing the SACCH data content and then from that deducing encryption key. This situation occurs because the encryption key used for TCH and SACCH ciphering are same and some of the messages on SACCH for eg, the System Information messages have contents, which are sent in plain text in BCCH.  
This is an update of GP 111750 [figure-1 is updated only]. 

1.1 Background and earlier proposals review
There have been various proposals submitted in GERAN to resolve this issue. The different proposals are listed below with indicated drawbacks:
(1) “On Removing SACCH Ciphering [GP-111232]” – This method suggests selectively on/off the SACCH ciphering. This might be a possible solution but have several drawbacks.  

(-) Proposed double decoding puts overhead on receiver. Every SACCH decoding consumes around 4000 cycles that leads to more power consumption in MS. 

(-) It is difficult to meet delay/timing issue when MS is supporting DTM feature. 
(-) This will put more even more demand on MS computational complexity in case of Repeated SACCH. 
(-) The method can be hacked - if known SMS text messages are sent repeatedly. 

(2) “Ciphering on SACCH” [GP-111146] - This method proposes the usage of different ciphering keys for SACCH and TCH channels. Hence here, even if SACCH ciphering is compromised, TCH is protected. 

(-) However, this method does not protect SACCH against known SMS text message attacks.  
(-) Sending same known SACCH messages, the SACCH key can be hacked. So, SACCH data is not protected using this method. 

(-) Requires changes in network side as well as in MS side and also changes are beyond GERAN level. 

(-) How the SACCH key will be derived and communicated to MS is not clear because ideally there should not be any relations with TCH to protect TCH data.   
(-) The robustness of the method used to derive the separate ciphering key for SACCH is not clear.
(3) “Alternative Solution for SACCH security [GP-111398]”- this solution requires changes not only in GERAN but also in the core network.   
Considering all these facts and foreseen drawbacks, an alternative solution is proposed here to addresses all these issues/drawbacks and helps to solve all these issues with a simple method, which requires a simple change in the network side SACCH transmission and MS side SACCH reception. The changes required are limited to GERAN only.
2 Proposals
Same ciphering key is used for TCH and its associated SACCH channel’s data transmission. SACCH block might carry the known information and if the information is known then the ciphering key can be hacked. So, as a solution, whenever known information is transmitted over SACCH, the ciphering is disabled else, ciphering on SACCH will be ON. So, based on the content of the SACCH information, the SACCH ciphering is enabled or disabled dynamically during the transmission. When the SACCH is carrying System Information (that can be distinguished by knowing whether it’s SAP0 (e.g. carrying SIB), or SAP3 (e.g. carrying SMS message)), then the SACCH block information is not ciphered, otherwise, it is ciphered. But, this ON/OFF of SACCH ciphering leads to confusion in the MS side, as MS is not aware about the fact that whether the received SACCH data is ciphered or not. That puts the load of double decoding on MS, as proposed in [2]. That means, whether ciphering is applied or not needs to be intimated dynamically to the MS on every SACCH block. A simple method is proposed for this purpose. In this proposal, potential solutions for this ciphering indication signaling are explored, verified and proposed. 

To intimate to the MS about the enabling or disabling of the transmitted SACCH block’s ciphering, a number of bits are stolen from the transmitted SACCH block data and those stolen data bit locations are used for this ciphering enabled or disabled indication to MS. Which bits are stolen depends on whether the network supports the feature enhanced power control, EPC, or not. 

· If the network does not support the EPC feaure the 8 legacy Stealing Flags, SFs, are used to indicate whether or not the SACCH block is ciphered. This solution has also been proposed in [5]

· If the network supports the EPC feature 5 new bits are stolen from the SACCH block.

2.1 Network is not supporting the EPC feature

In this case the existing stealing flags can be used for the signalling on whether or not ciphering is used. Here, the eight bits Ciphering indication sequence word will be sent by using the stealing flags existing in the SACCH Normal Bursts (NB[57] & NB[58] data bits locations in Normal Burst and 2 bits in a burst e.g. 8 bits over 4 SACCH bursts). As depicted in figure 1, in this case, no SACCH data bit stealing is required for the ciphering indication signalling to MS.  

It is known that at present the Stealing flags besides the training sequence in that transmitted SACCH normal burst are not used except in a network, where Enhanced Power Control (EPC) is used. Also, it is only the stealing flags of the burst payload part that is not ciphered, i.e. these can be decoded before there is a need to know whether or not the burst has been ciphered. So, if EPC is not supported in the network, then these bits could be used for this signaling purpose.  
Ciphering indication sequence word generation
The code words used currently for CS-1 - CS4 indication could for example be  used to indicate ciphering or not as indicated in the table below.

.
	Code point
	Code words 

(from CS-1 – CS4)
	Indication

	00
	11111111
	Not ciphered

	11
	11001000
	Ciphered

	10
	00100001
	Not used

	01
	00010110
	Not used


2.2 Network is supporting the EPC feature
If the network is supporting the EPC feature then the Stealing Flags are used by this feature. So, those bits can not be used. In this case, the data bits needs to be stolen for the ciphering indication signalling purpose. 
Here, total five data bits will be stolen over four SACCH bursts e.g. over a SACCH block. Those five bits are stolen in such way that this has very minimal impact on the link level performance in all propagation conditions (evaluated below). These five bits are chosen exploiting the locations of Tail bits (six all zero bits in SACCH/TP block) after convolutions, interleaving and burst formation.   
In the Tx side processing steps: 
The transmitter processing steps are depicted in figure-1. 184 number of SACCH/TP information bits comes to the physical layer for encoding. First 18 number of pairty bits are added to that and then 6 tail bits are appended. So, total 208 numbers of bits are formed and passed to the ½ rate convolution encoder to generate 416 bits of encoded SACCH/TP data. Then 40 numbers of dummy bits are added to this sequence as described in the section 3GPP TS 45.003, section 4.11. The tails bits are always preknown and these six zero sequences. So, after convolution, interleaving the location of these bits are traced in the SACCH block e.g. over the four SACCH bursts. The stealing of bits in those locations has minimal impact on the link level performance.  
Ciphering indication word indicated MS about the ciphering status e.g. that block is ciphered or not. This is a five bit sequence word. These five bits are placed by removing the actual data bits as mentioned below.  

- Remove the 3rd bit position of the first burst (e.g. NB[3]) and insert the 1st bit of the ciphering indication word. Then pass it to the modulator in the RF block as done in the legacy process.

- Similarly, remove 143th bit position of the 2nd burst (e.g. NB [143]) and insert 2nd bit of ciphering indication word there. 

- Remove 127th bit of the 3rd burst (e.g. NB [127]) and insert 3rd bit of the ciphering word.

- Remove 20th bit of the 4th burst (e.g. NB [20]) and insert 4th bit of the ciphering word.

- Remove 128th bit of the 4th burst and insert 5th bit of the ciphering word. 

Ciphering indication sequence word generation

The input to the module is- ciphering indication e.g. whether ciphering is applied over this SACCH block (=1), or not applied in the SACCH block (=0). This unit takes that input and generates 5 bit sequence ciphering indication word (or 8 bit sequence word if the network is not supporting EPC). The 5 bit sequence ciphering indication is generated by simple repetition to generate ciphering indication word (xxxxx), e.g. if it is 1, map it to 11111 or if it is 0 then map it to 00000. 

Then this 5 bit ciphering indication sequence will be inserted in the different Normal Bursts by replacing the data bits at some predefined locations.
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Figure-1, Transmitter side processing steps 
In the Rx side: 
On the receiver side, whether network is supporting the EPC feature or not is known and based on that the MS will be taking the soft values from those respective positions (as stolen or used in the transmitter side) of the demodulated received bursts to decode the ciphering indication and will fill zeros (0x0) in those stolen positions before passing that to the next module in the receiver processing (e.g. de-ciphering, de-interleaving, and decoding). The de-ciphering is skipped or applied based on the decoded ciphering indication. 
2.3 Performance evaluation

2.3.1 Performance loss evaluation due to data bit stealing  
This method is implemented in DARP-I receiver as well as in legacy non-DARP receiver using five bits extra puncturing. It is found that there is little impact on link level performance observed for all sensitvity, CCI, ACI and DARP test cases. The FER statistics of SACCH/TP channel transmission shows more or less same results with and without the puncturing of those five bits. This is shown in table-1. So, it is evident that the puncturing of those five bits has little impact on the SACCH BLER performance. Thus, these punctured bits can be used for signalling about the ciphering indication to MS.  

Table-1, performance figures for SACCH/TP with and without this method (for some propagation conditions are shown below).
	channel condition
	without Five bits Puncturing
	with five bits puncturing

	Static sensitivity
	     FER
	FER

	Eb/N0 = -1.0 dB
	0.668
	0.670

	Eb/N0 = 0.0 dB
	0.174
	0.178

	Eb/N0 = 1.0 dB
	0.013
	0.015

	Eb/N0 = 2.0 dB
	0
	0

	HT100 Sensitivity
	
	 

	Eb/N0 = 2.0 dB
	0.601
	0.606

	Eb/N0 = 4.0 dB
	0.348
	0.349

	Eb/N0 = 6.0 dB
	0.163
	0.163

	CCI (TU50)
	
	 

	C/I   = -20.0 dB
	0.612
	0.615

	C/I   = -15.0 dB
	0.18
	0.19

	C/I   = -10.0 dB
	0.017
	0.017

	ACI200 (TU50)
	
	 

	C/I   = -20.0 dB
	0.007
	0.007

	C/I   = -15.0 dB
	0.001
	0.001

	C/I   = -10.0 dB
	0
	0

	DARP DTS-3
	
	 

	C/I   = -5.0 dB
	0.974
	0.977

	C/I   = 0.0 dB
	0.629
	0.631

	C/I   = 5.0 dB
	0.086
	0.086

	C/I   = 10.0 dB
	0.002
	0.002


On the other hand if stealing flag usage based method is used (for non-EPC supported network) then there is no data loss as stealing bits are used. So, there will be no impact on the SACCH link level performance.
2.3.2 
Ciphering indication detection error performance

Five bits are used for indicating about the ciphering is applied or not for this block. The five bits provide sufficient performance for the ciphering indication to MS. 

From the simulation, it is found that even at power level below noise level the indication about the SACCH ciphering enable or not is rightly detected with the help of 5 bits SACCH data bits stealing. The error rate of indication is better than the SACCH/TP data bits error performance. The simulation is performed with this ciphering indication detection and based on that enabling or disabling of the ciphering of the SACCH/TP block.
3 Support of the feature

The MS will indicate to the network about the support for this feature through MS capability signaling. If this feature is supported and used by the network it will use the above methods for SACCH transmission and similarly MS will employ this method for SACCH reception. If network indicates to MS that it does not support EPC, then by default MS will assume that legacy stealing flags is used for ciphering indication, so no need to apply the puncturing of softbits, rather use 8 stealing flags to get the information about the ciphering, as described above. 
4 Advantages of this method
This method will solve all the problems foreseen in earlier proposed methods and will solve the SACCH ciphering issue for A5/1. 

(+) No double decoding of SACCH in MS is required, so, no delay no battery power consumption for extra decoding.

(+) No two separate keys for TCH and SACCH are required. As in that case also, the SACCH data was not protected. But here, that problem will be resolved. 

(+) No issue with the repeated SACCH procedures as double decoding is avoided. 

(+) Both SACCH and TCH data will be protected form hacking.  

(+) SMS data will be protected from hacking. 

(+) No extra signaling message is required. 

(+) Will help to protect even when two or more transmitted block’s data contents are known.  

(+) There is very minimal performance degradation for SACCH channel due these five bits puncturing. This is tested for a number of propagation and interference scenarios. 

(+) Very simple to implement in BTS as well as in MS. 
(+) Changes are required only in GERAN level. 
Overhead:
(-) SACCH burst needs to be punctured in the transmission side. In the reception side those punctured bits should be filled with zero softvalues.  
This method has the potential to resolve all the issues associated with the SACCH ciphering. This is a simple method to implement and has several advantages over all the earlier proposed techniques.
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