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1. Overall Description:

CT1 thanks SA3 for their liaison on PWS security for release 11. 
SA3 Question A:

CT1 acknowledges the conclusions of SA3 that a digital signature mechanism should be added, in a backward compatible manner, to ETWS secondary notification messages and to the warning messages of the other PWS warning systems (CMAS, KPAS, EU-Alert). CT1 also acknowledges the working assumption to use same digital signature mechanism for all the warning systems.

SA3 Question B:

CT1 did not have sufficient time to fully analyse the questions relating to the distributing the public key within NAS registration messages (LAU/TAU/RAU) and CT1 expects to be able to provide more information from its next meeting. For now, CT1 is able to provide an initial comment.
In general it is desirable to keep the extra information to be added to the NAS messages as small as possible and keep the frequency at which the extra information needs to be sent as infrequent as possible. It would be undesirable if the extra information had to be included into every registration accept message. 
In addition, CT1 would like to understand the key distribution in a shared RAN network deployment (i.e. where a single RAN connects to multiple operator core networks). Would all of the core networks have to be coordinated in order to provide the same public key to their subscribers?
SA3 Question C:

CT1 acknowledges the SA3 response that no security related backwards compatibility issue exists as no pre-Rel’11 signature verification algorithm has been defined. CT1 can confirm that, for the specifications under its responsibility, it will take responsibility for the non-security related backwards compatibility issues associated with extending the messages to include the increased digital signature size.
2. Actions:

To SA3 group.

ACTION: 
CT1 asks SA3 to provide information regarding the key distribution for shared RAN network deployment.
3. Date of Next TSG-CT WG1 Meetings:

TSG CT WG1 Meeting #76
6 – 10 February 2012

TBD, P.R. China

TSG CT WG1 Meeting #77
16 - 20 April 2012

TBD

