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On Removing SACCH Ciphering
1. Introduction

This contribution is an update of [2] discussed at GERAN#49 to partially cipher SACCH.
SA3 indicated at GERAN#48 [3] that “[they see] benefits in the partial ciphering proposal and does not have any security objections against partial ciphering of SACCH under the guidance [reiterated below]:

· The deployment of A5/3 (and A5/4) is generally regarded as the most preferable approach, but it is understood that some backup or intermediate approaches mig+ht be desired.

· As a general security principle, the amount of known plaintext should be minimized in ciphered messages to make attacks on A5/1 more difficult.

· Unciphered messages should not contain user related or other sensitive data.

· Ciphering of SMS data on SACCH shall be maintained.”

Furthermore, with no additional guidance received from SA3#62, the sourcing company understands that SA3’s position quoted above is confirmed and can serve as a recommendation from SA3 to proceed with partial ciphering on SACCH. 

In addition, the discussions at GERAN2#49 concluded that a solution is needed in the downlink with no agreement that one is needed for the uplink. 
An alternative proposal to send SMS on FACCH was proposed at GERAN#49 [5]
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[6] which required studies in SA4 of to the impact on speech quality. SA4#65 concluded “that sending SMS over the FACCH during a voice conversation can significantly degrade speech quality and, hence, is not a viable solution. SA4 therefore recommends that GERAN2 considers other mechanisms to improve SMS security”[7].
Based on the recommendations from SA3 and SA4, the sourcing companies recommend that GERAN(2) proceed with the specification of partial ciphering of SACCH in the downlink according to the principles outlined in this contribution.

2. Requirements
When ciphering is started for a GSM (CS) call, all blocks exchanged between the mobile station and the network on the radio interface (TCH, FACCH, SACCH) are ciphered at layer 1 using a stream cipher after interleaving and before modulation in both downlink and uplink directions. Bearing this in mind, the proposal requires that when ciphering is activated between the network and a mobile station:

1. The transmitter must be able to selectively switch off/on ciphering of a SACCH block depending on the content of that block.

2. The receiver must be able to detect whether a SACCH block is ciphered or not upon receiving that block.
Additionally, appropriate signalling should also be defined to allow the use of the mechanism above. 

Based on the discussions at GERAN#49, the above is proposed for the downlink only.

3. Proposal
3.1 First requirement – Selective switch off/on of ciphering
In order to address the 1st requirement in §2, it is required that the transmitter in the BSS has means to switch ciphering on/off for a given SACCH block based on the content of that block. 

3.2 Second requirement – Detection of ciphering
Because it is proposed that ciphering of a SACCH block be dynamically switched off/on according to the content of that block, and given the content of a SACCH block is unknown by the receiver before the block is received, it is necessary for the receiver to be able to detect whether a block received on SACCH is ciphered or not based on that block alone. This could be achieved by two different means: double decoding (preferred) or in-band signalling.
3.2.1 Double decoding [Preferred]
Although a GERAN1 topic, double decoding on SACCH is not deemed by the sourcing company to be an issue per se though will require some extra complexity in the receiver. Double decoding implies that the receiver needs to consider a received SACCH block as being ciphered or not ciphered until it can reliably determine it is either ciphered or not ciphered. Once a reliable determination is reached, it can be treated according to the determination. I.e. double decoding can be partial or not.
3.2.2 In-band signalling [Not preferred]
An alternative solution to double decoding is to use in-band signalling on SACCH.

Each burst of a SACCH block is a normal burst containing 116 bits of information of which 114 bits form the payload (ciphered or unciphered) and 2 bits are stealing bits, as illustrated. As specified in 3GPP TS 45.003 §4.1.5, the bits e57 and e58 are flags used for indication of control channel signalling, both set to “1” for SACCH. As specified in 3GPP TS 43.020, the stealing bits are not ciphered: “The 114 ciphered bits are e0 to e56 and e59 to e111, while e57 and e58 are ignored” (stealing bits).

While the stealing bits are set to “1” in every burst of a SACCH block and considering the coding of a SACCH block is fixed and that each SACCH burst always (and only) occurs at a fixed position(s) in a 26-multiframe , it is clear that those stealing bits are redundant. In addition, they are not ciphered so they could be redefined to indicate whether ciphering is used or not. It is proposed that these stealing bits be both set to ‘0’ in each burst to indicate that ciphering is used, thus maximizing the Hamming distance with the default ‘1’ setting (hence indicating ciphering is not used). This yields ultimately 8 stealing bits set to either ‘00000000’ or ‘11111111’ to detect the ciphering indication with high reliability, that is when ciphering is activated between the mobile station and the network.

It should be noted however that with Enhanced Power Control, the EPCCH makes use of the bits e57 and e58 in each burst of a SACCH block (see SACCH/TP and EPCCH in 3GPP TS 45.003), thus the proposed signalling would not be compatible with the use of EPC, however for EPC case solution 1 would still be possible.

It was commented during GERAN2#47bis meeting that if this proposal were specified it should be compatible with existing features, including EPC. Therefore, it is the preference of the sourcing companies that double decoding be applied instead of in-band signalling.

3.3 Signalling impact – Capability, Activation
As indicated above, in order to use dynamic (selective) switch on/off of ciphering on SACCH in the downlink, the network must know the capability of the mobile station to dynamically (selectively) detect the use of ciphering of SACCH blocks (when ciphering is started between the mobile station and the network). This capability shall be provided within the MS Classmark 3 IE.
The use of this mechanism could be indicated explicitly by the network in the following messages that contain the Cipher Mode Setting IE: CIPHERING MODE COMMAND, HANDOVER COMMAND, ASSIGNMENT COMMAND and DTM ASSIGNMENT COMMAND. However, an alternative proposal (preferred) is for the mobile station to detect whether Selective Ciphering on SACCH is used or not when ciphering is activated between the mobile station and the network. The mobile station can determine the mechanism is used when detecting a (valid) SACCH block is not ciphered when ciphering is active. Likewise, it is able to determine it is not used when detecting a (valid) SACCH block that would not be ciphered is ciphered when ciphering is active. A valid SACCH block is one that contains a message to be kept not ciphered when selective ciphering is used, such as System Information message or Measurement Information message.
4. Conclusions

This contribution provides a simple solution to the security issue with SACCH raised at GERAN#47.

It is proposed to introduce selective ciphering on SACCH in the downlink relying on the mobile station detecting whether a SACCH block is ciphered or not when ciphering is activated between the mobile station and the network. 

Associated CRs are provided in [8] and [9] – it is proposed to consider this proposal for late inclusion in Rel-10. 
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