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Annex 4: Test SIM Parameters

A4.1
Introduction

This clause defines default parameters for programming the elementary files of the test SIM. The requirements of this annex do not apply to the SIM/ME tests of clause 27.

A4.1.1
Definitions

"Test SIM card":

A SIM card supporting the test algorithm for authentication, programmed with the parameters defined in this subclause. The electrical, mechanical and environmental requirements of the test SIM card are specified in 3GPP TS 11.11 / 3GPP TS 51.011.

"Test SIM":

Either a test SIM card or the SIM simulator programmed with the parameters defined in this subclause.

A4.1.2
Definition of the test algorithm for authentication

The following procedure employs bit wise modulo 2 addition ("XOR").

The following convention applies:

In all data transfer the most significant byte is the first byte to be sent; data is represented so that the left most bit is the most significant bit of the most significant byte.

Step 1:


XOR to the challenge RAND, a predefined number Ki, having the same bit length (128 bits) as RAND. The result RES1 of this is 


RES1 = RAND XOR Ki

Step 2:


The most significant 32 bits of RES1 form SRES. The next 64 bits of RES1 form Kc. The remaining 32 bits are not used.

A4.2
Default Parameters for the test SIM

Ki:

The authentication key "Ki" will be chosen by the test house and will be non zero. The "Ki" value used by the SS will align with this value.

PIN Disabling

The PIN enabled / disabled flag will be set to "PIN Disabled". This ensures that when the Test SIM is inserted into a MS the user will not be prompted for PIN entry. This requires a specific card capability defined by the SIM service table (see subclause 2.9).

A4.3
Default settings for the Elementary Files (EFs)

The format and coding of elementary files of the SIM are defined in 3GPP TS 11.11 / 3GPP TS 51.011. The following subclauses define the default parameters to be programmed into each elementary file. Some files may be updated by the MS based on information received from the SS. These are identified in the following subclauses.

A4.3.1
EFICCID (ICC Identification)

The programming of this EF is a test house option.

A4.3.2
EFLP (Language preference)

The programming of this EF is a test house option.

A4.3.3
EFIMSI (IMSI)

The IMSI value will be chosen by the test house. The IMSI used by the SS will align this value.

File size:
9 bytes

Default values:
Byte 1 (DEC):
 8


Bytes 2-9 (DEC):
 09 10 10 ** ** ** ** ** 
for GSM 400, GSM 900 and DCS 1 800


Bytes 2-9 (DEC):
 09 10 10 *1 ** ** ** ** 
for GSM 700, GSM 850 and GSM 1 900

"*" indicates any number between 0 and 9 subject to the restriction that IMSI mod 1000 (i.e. the three boxed “*” digits number 13, 15 and 16) lies in one of the following ranges:

-
063-125, 189-251, 315-377, 441-503, 567-629, 693-755, 819-881 or 945-999.

NOTE:
This ensures that the MS can listen to the second CCCH when more than one basic physical channel is configured for the CCCH. This is necessary for the test of "paging re-organization".

A4.3.4
EFKc (Ciphering key Kc)

File size:
9 Bytes

Default values (HEX):
Bytes 1-8:
Align with Kc used by SS


Byte 9:
07

Byte 9 is set to 07 to indicate that there is no key available at the start of a test.

The bytes within this elementary file may be updated by the MS as a result of a successful authentication attempt.

A4.3.5
EFPLMNsel (PLMN selector)

GSM 400, GSM 900 and DCS 1 800 begin

File size:
102 bytes

Default values (HEX):
Bytes 1-3:
32 F4 10
(MCC, MNC) - Translates to 234, 01


Bytes 4-6:
32 F4 20
(MCC, MNC)


Bytes 7-9:
32 F4 30
(MCC, MNC)


....


....


....


Bytes 94-96:
32 F4 23
(MCC, MNC)


Bytes 97-99:
32 F4 33
(MCC, MNC)


Bytes 100-102:
32 F4 43
(MCC, MNC)

GSM 400, GSM 900 and DCS 1 800 end

GSM 700, GSM 850 and PCS 1900 begin

File size:
102 bytes

Default values (HEX):
Bytes 1-3:
32 24 10
(MCC, MNC) - Translates to 234, 012


Bytes 4-6:
32 34 20
(MCC, MNC)


Bytes 7-9:
32 44 30
(MCC, MNC)


....


....


....


Bytes 94-96:
32 34 23
(MCC, MNC)


Bytes 97-99:
32 44 33
(MCC, MNC)


Bytes 100-102:
32 54 43
(MCC, MNC)

GSM 700, GSM 850 and PCS 1900 end

34 PLMNs are shown coded above since this is the largest number required for a test - see subclause 27.9.4.1. It is necessary to take this into account since the SIM cards must be dimensioned to cope with this number of records.

A4.3.6
EFHPLMN (HPLMN search period)

File size:
1 byte

Default value (HEX):
00 (no HPLMN search attempts)

A4.3.7
EFACMmax (ACM maximum value)

File size:

3 bytes

Default:

Byte 1:
00



Byte 2:
00



Byte 3:
00

The above translates to: "Not valid".

A4.3.8
EFSST (SIM service table)

Services will be allocated and activated as follows:

	Service
	Allocated
	Activated

	No. 1: CHV1 disable function
	Yes
	Yes

	No. 2: Abbreviated Dialling numbers (ADN)
	Yes
	Yes

	No. 3: Fixed dialling numbers (FDN)
	Yes
	Optional

	No. 4: Short Message Storage (SMS)
	Yes
	Yes

	No. 5: Advice of Charge (AoC)
	Yes
	Yes

	No. 6: Capability Configuration Parameters (CCP)
	Yes
	Yes

	No. 7: PLMN Selector
	Yes
	Yes

	No. 8: Reserved for future use
	No
	No

	No. 9: MSISDN
	Optional
	Optional

	No. 10: Extension 1
	Yes
	Optional

	No. 11: Extension 2
	Yes
	Optional

	No. 12: SMS Parameters
	Yes
	Yes

	No. 13: Last Dialled Number (LND)
	Yes
	Yes

	No. 14: Cell Broadcast Message Identifier
	Yes
	Yes

	No. 15: Group identifier Level 1
	Yes
	Optional

	No. 16: Group identifier Level 2
	Yes
	Optional

	No. 17: Service Provider Name
	Optional
	Optional

	No. 18: Service Dialling Numbers (SDN)
	Optional
	Optional

	No. 19: Extension3
	Optional
	Optional

	No. 20: RFU
	Optional
	Optional

	No. 21: VGCS Group Identifier List (EFVGCS , EFVGCSS )
	Yes
	Yes

	No. 22: VBS Group Identifier List (EFVBS , EFVBSS )
	Yes
	Yes

	No. 23: eMLPP service
	Yes
	Yes

	No. 24: Automatic answer for eMLPP
	Yes
	Yes

	No. 25: Data download via SMS‑CB
	Optional
	Optional

	No. 26: Data download via SMS‑PP
	Optional
	Optional

	No. 27: Menu selection
	Optional
	Optional

	No. 28: Call control
	Optional
	Optional

	No. 29: Proactive SIM
	Optional
	Optional

	No. 30: Cell Broadcast Message Identifier Ranges
	Optional
	Optional

	No. 31: Barred Dialling Numbers (BDN)
	Optional
	Optional

	No. 32: Extension4
	Optional
	Optional

	No. 33: De‑personalization Control Keys
	Optional
	Optional

	No. 34: Co‑operative Network List
	Optional
	Optional

	No. 35: Short Message Status Reports
	Optional
	Optional

	No. 36: Network's indication of alerting in the MS
	Optional
	Optional

	No. 37: Mobile Originated Short Message control by SIM
	Optional
	Optional

	No. 38: GPRS
	Optional
	NOTE 1

	No. 39: Image (IMG)
	Optional
	Optional

	No. 40: SoLSA (Support of Local Service Area)
	Optional
	Optional

	No. 41: USSD string data object supported in Call Control
	Optional
	Optional

	No. 42: RUN AT COMMAND command
	Optional
	Optional

	No. 43: User controlled PLMN Selector with Access Technology
	Optional
	Optional

	No. 44: Operator controlled PLMN Selector with Access Technology
	Optional
	NOTE 2

	No. 45: HPLMN Selector with Access Technology
	Optional
	NOTE 2

	No. 46: CPBCCH Information
	Optional
	Optional

	No. 47: Investigation Scan
	Optional
	Optional

	No. 48: Extended Capability Configuration Parameters
	Optional
	Optional

	No. 49: MExE
	Optional
	Optional

	No. 50: Reserved and shall be ignored
	No
	No

	No. 51: PLMN Network Name
	Optional
	Optional

	No. 52: Operator PLMN List
	Optional
	Optional

	No. 53: Mailbox Dialling Numbers
	Optional
	Optional

	No. 54: Message Waiting Indication Status
	Optional
	Optional

	No. 55: Call Forwarding Indication Status
	Optional
	Optional

	No. 56: Service Provider Display Information
	Optional
	Optional

	No. 57: Multimedia Messaging Service (MMS)
	Optional
	Optional

	No. 58: Extension 8
	Optional
	Optional

	No. 59: MMS User Connectivity Parameters
	Optional
	Optional

	NOTE 1:
For GPRS tests the GPRS service shall be activated.

	NOTE 2:
If allocated EFPLMNwAcT , EFOPLMNwAcT are present on the SIM they shall have same settings as EFPLMNsel.


A4.3.9
EFACM (Accumulated call meter)

File size:

3 bytes

Default:
Byte 1:
00


Byte 2:
00


Byte 3:
00

The above translates to: "Not yet implemented".

A4.3.10
EFPUCT (Price per unit and currency table)

File size:

5 bytes

Default:
Byte 1-3:
FF


Byte 4-5:
00

A4.3.11
EFCBMI (Cell broadcast Message Identifier Selection)

The programming of this EF is a test house option.

The file size is 2n bytes, where n is the number of Cell broadcast message identifier records - each record defining a type of Cell Broadcast message which may be accessed by the MS. Care should be taken when dimensioning the SIM to take into account the number of Cell Broadcast message identifier records required.

A4.3.12
EFBCCH (Broadcast control channels)

File size:
16 Bytes

Default values (BIN):
Bytes 1-2:
11111111 11111111


Bytes 3-4:
11111111 11111111


Bytes 5-6:
11111111 11111111


Bytes 7-8:
11111111 11111111


Bytes 9-10:
11111111 11111111


Bytes 11-12:
11111111 11111111


Bytes 13-14:
11111111 11111111


Bytes 15-16:
11111111 11111111

This field may be updated dependent on the MS implementation.

A4.3.13
EFACC (Access control class)

File size:
2 Bytes

Default values (BIN):
Byte 1:
00000000


Byte 2:
********

The test house may set any single bit of byte 2 to "1". All remaining bits of byte 2 will be set to "0". This determines the access control class of the SIM.

A4.3.14
EFFPLMN (Forbidden PLMNs)

Length:

12 Bytes

Format (HEX):
Bytes 1-3:
FF FF FF


Bytes 4-6:
FF FF FF


Bytes 7-9:
FF FF FF


Bytes 10-12:
FF FF FF

This coding corresponds to an empty "forbidden PLMN list". The bytes within this file may be updated if a LOCATION UPDATE REJECT message is received by the MS with cause, "PLMN not allowed".

A4.3.15
EFLOCI (Location information)

GSM 400, GSM 900 and DCS 1 800 begin

File size:
11 Bytes

Default values:
Bytes 1-4 (HEX):
FF FF FF FF (TMSI)


Bytes 5-9 (HEX):
42 F6 18 FF FE (LAI)


Byte 10 (HEX):
FF (Periodic LU Time = "the timer is not running")


Byte 11 (BIN):
00000001 (Location Update Status = "not updated")

Bytes 5-9: LAI-MCC = 246 (bytes 5-6) and LAI-MNC = 81 (byte 7) are frequently used in clause 27. The LAC (bytes 8-9) is set to "FF FE" since this, in conjunction with byte 11 setting of "01", is used to ensure that the MS performs a location update at the beginning of a test.

Bytes in this file (e.g. TMSI in bytes 1-4) may be updated as a result of a location update attempt by the MS.

GSM 400, GSM 900 and DCS 1 800 end

GSM 700, GSM 850 and PCS 1900 begin

File size:
11 Bytes

Default values:
Bytes 1-4 (HEX):
FF FF FF FF (TMSI)


Bytes 5-9 (HEX):
42 36 18 FF FE (LAI)


Byte 10 (HEX):
FF (Periodic LU Time = "the timer is not running")


Byte 11 (BIN):
00000001 (Location Update Status = "not updated")

Bytes 5-9: LAI-MCC = 246 (bytes 5-6) and LAI-MNC = 813 (bytes 6-7) are frequently used in clause 27. The LAC (bytes 8-9) is set to "FF FE" since this, in conjunction with byte 11 setting of "01", is used to ensure that the MS performs a location update at the beginning of a test.

Bytes in this file (e.g. TMSI in bytes 1-4) may be updated as a result of a location update attempt by the MS.

GSM 700, GSM 850 and PCS 1900 end

A4.3.16
EFAD (Administrative data)

File size:
3 bytes

Default values
Byte 1:
10000000 - (type approval operations)



Byte 2:
11111111


Byte 3:
11111111

A4.3.17
EFPhase (Phase identification)

File size:
1 byte

Default value (HEX):
02
Phase 2

A4.3.18
EFADN (Abbreviated dialling numbers)

The programming of this EF is a test house option. It should be noted that sufficient space should be provided on the SIM card for 101 records - see subclause 27.15.4.1.

A4.3.19
EFFDN (Fixed dialling numbers)

Optional.

A4.3.20
EFSMS (Short messages)

Default:
Records 1-5
Byte 1:
00



Byte 2:
FF



Bytes 3-14:
FF FF FF FF FF FF FF FF FF FF FF FF



Bytes 15-26:
FF FF FF FF FF FF FF FF FF FF FF FF



Byte 27:
FF



Byte 28:
FF



Bytes 29-35:
FF FF FF FF FF FF FF



Byte 36:
FF



Bytes 37-176:
All Bytes set to FF

A4.3.21
EFCCP (Capability configuration parameters)

File size:
14 bytes

Default values
Byte 1:
04


Byte 2:
01


Byte 3:
A0


Bytes 4-14:
FF

The above translates to: "Full rate, GSM Standardized coding, circuit mode and speech".

A4.3.22
EFMSISDN (MSISDN)

Optional.

A4.3.23
EFSMSP (Short message service parameters)

The programming of this EF is a test house option.

Each record size is 28+Y bytes, where Y is the number of bytes in the Alpha Identifier. Care should be taken when dimensioning the SIM to take into account the number of Short message service parameter records required.

A4.3.24
EFSMSS (SMS status)

File size:
2 bytes


Byte 1:
00


Byte 2 (BIN):
11111111

The above translates to:

(a)
Last Mobile Originated Short Message had a TP Message Reference parameter of "00".

(b)
SMS Memory Capacity Exceeded, Notification Flag unset: memory capacity available.

A4.3.25
EFEXT1 (Extension 1)

Optional.

A4.3.26
EFEXT2 (Extension 2)

Optional.

A4.3.27
EFVGCS (Voice Group Call Service)

This EF contains a list of the default VGCS group identifiers.

File size:

Bytes 200

Default values:

	Bytes
	Group ID
	Value
	BCD encoding in the SIM card

	1-4
	1
	12
	21 FF FF FF

	5-8
	2
	123
	21 F3 FF FF

	9-12
	3
	1234
	21 43 FF FF

	13-16
	4
	12348
	21 43 F8 FF

	17-20
	5
	123491
	21 43 19 FF

	21-24
	6
	1235029
	21 53 20 F9

	25-28
	7
	12351
	21 53 F1 FF

	29-32
	8
	12352
	21 53 F2 FF

	33-36
	9
	12353
	21 53 F3 FF

	37-40
	10
	12354
	21 53 F4 FF

	41-44
	11
	12355
	21 53 F5 FF

	45-48
	12
	12356
	21 53 F6 FF

	49-52
	13
	12357
	21 53 F7 FF

	53-56
	14
	12358
	21 53 F8 FF

	57-60
	15
	12359
	21 53 F9 FF

	61-64
	16
	20000
	02 00 F0 FF

	65-68
	17
	20001
	02 00 F1 FF

	69-72
	18
	20002
	02 00 F2 FF

	73-76
	19
	20003
	02 00 F3 FF

	77-80
	20
	20004
	02 00 F4 FF

	81-84
	21
	20005
	02 00 F5 FF

	85-88
	22
	20006
	02 00 F6 FF

	89-92
	23
	20007
	02 00 F7 FF

	93-96
	24
	20008
	02 00 F8 FF

	97-100
	25
	20009
	02 00 F9 FF

	101-104
	26
	20010
	02 10 F0 FF

	105-108
	27
	66660
	66 66 F0 FF

	109-112
	28
	66661
	66 66 F1 FF

	113-116
	29
	66662
	66 66 F2 FF

	117-120
	30
	666638
	66 66 83 FF

	121-124
	31
	66664
	66 66 F4 FF

	125-128
	32
	66665
	66 66 F5 FF

	129-132
	33
	66666
	66 66 F6 FF

	133-136
	34
	66667
	66 66 F7 FF

	137-140
	35
	66668
	66 66 F8 FF

	141-144
	36
	66669
	66 66 F9 FF

	145-148
	37
	66670
	66 76 F0 FF

	149-152
	38
	80120
	08 21 F0 FF

	153-156
	39
	80121
	08 21 F1 FF

	157-160
	40
	80122
	08 21 F2 FF

	161-164
	41
	80123
	08 21 F3 FF

	165-168
	42
	80124
	08 21 F4 FF

	169-172
	43
	80125
	08 21 F5 FF

	173-176
	44
	80126
	08 21 F6 FF

	177-180
	45
	80127
	08 21 F7 FF

	181-184
	46
	80128
	08 21 F8 FF

	185-188
	47
	80129
	08 21 F9 FF

	189-192
	48
	80130
	08 31 F0 FF

	193-196
	49
	99999
	99 99 F9 FF

	197-200
	50
	1111119
	11 11 11 F9


A4.3.28
EFVGCSS (Voice Group Call Service Status)

This EF contains the default activation of the VGCS group identifiers. The following list of group ID are activated: 1, 4, 20, 30, 50.

File size:
Bytes
7

Default values (HEX):
Bytes 1-7:
'09 00 08 20 00 00 FE'

A4.3.29
EFVBS (Voice Broadcast Service)

This EF contains a list of the default VBS group identifiers.

File size:

Bytes 200

Default values:

	Bytes
	Group ID
	Value
	BCD encoding in the SIM card

	1-4
	1
	12
	21 FF FF FF

	5-8
	2
	123
	21 F3 FF FF

	9-12
	3
	1234
	21 43 FF FF

	13-16
	4
	12348
	21 43 F8 FF

	17-20
	5
	123491
	21 43 19 FF

	21-24
	6
	1235029
	21 53 20 F9

	25-28
	7
	12351
	21 53 F1 FF

	29-32
	8
	12352
	21 53 F2 FF

	33-36
	9
	12353
	21 53 F3 FF

	37-40
	10
	12354
	21 53 F4 FF

	41-44
	11
	12355
	21 53 F5 FF

	45-48
	12
	12356
	21 53 F6 FF

	49-52
	13
	12357
	21 53 F7 FF

	53-56
	14
	12358
	21 53 F8 FF

	57-60
	15
	12359
	21 53 F9 FF

	61-64
	16
	20000
	02 00 F0 FF

	65-68
	17
	20001
	02 00 F1 FF

	69-72
	18
	20002
	02 00 F2 FF

	73-76
	19
	20003
	02 00 F3 FF

	77-80
	20
	20004
	02 00 F4 FF

	81-84
	21
	20005
	02 00 F5 FF

	85-88
	22
	20006
	02 00 F6 FF

	89-92
	23
	20007
	02 00 F7 FF

	93-96
	24
	20008
	02 00 F8 FF

	97-100
	25
	20009
	02 00 F9 FF

	101-104
	26
	20010
	02 10 F0 FF

	105-108
	27
	66660
	66 66 F0 FF

	109-112
	28
	66661
	66 66 F1 FF

	113-116
	29
	66662
	66 66 F2 FF

	117-120
	30
	666638
	66 66 83 FF

	121-124
	31
	66664
	66 66 F4 FF

	125-128
	32
	66665
	66 66 F5 FF

	129-132
	33
	66666
	66 66 F6 FF

	133-136
	34
	66667
	66 66 F7 FF

	137-140
	35
	66668
	66 66 F8 FF

	141-144
	36
	66669
	66 66 F9 FF

	145-148
	37
	66670
	66 76 F0 FF

	149-152
	38
	80120
	08 21 F0 FF

	153-156
	39
	80121
	08 21 F1 FF

	157-160
	40
	80122
	08 21 F2 FF

	161-164
	41
	80123
	08 21 F3 FF

	165-168
	42
	80124
	08 21 F4 FF

	169-172
	43
	80125
	08 21 F5 FF

	173-176
	44
	80126
	08 21 F6 FF

	177-180
	45
	80127
	08 21 F7 FF

	181-184
	46
	80128
	08 21 F8 FF

	185-188
	47
	80129
	08 21 F9 FF

	189-192
	48
	80130
	08 31 F0 FF

	193-196
	49
	99999
	99 99 F9 FF

	197-200
	50
	1111119
	11 11 11 F9


A4.3.30
EFVBSS (Voice Broadcast Service Status)

This EF contains the default activation of the VBS group identifiers. The following list of group ID are activated: 1, 4, 20, 30, 50.

File size:
Bytes
7

Default values (HEX):
Bytes 1-7:
'09 00 08 20 00 00 FE'

A4.3.31
EFeMLPP (enhanced Multi Level Pre-emption and Priority)

This EF contains default information about priority levels and fast call set‑up conditions for the enhanced Multi Level Pre-emption and Priority service.

Length:

2 Bytes

Format (HEX):
Byte 1 (Priority levels):

'74'


Byte 2 (Fast call set‑up conditions):
'04'

The coding corresponds to available priority levels 2, 3, 4 and 0. For fast call setup, the coding corresponds to available priority level 0.

A4.3.32
EFAAeM (Automatic Answer for eMLPP Service)

This EF contains the default priority levels (of the Multi Level Pre-emption and Priority service) for which the mobile station shall answer automatically to incoming calls.

Length:

1 Byte

Format (HEX):
Byte 1:
'0F'

The coding corresponds to the default capability of the MS to answer automatically to incoming calls that have a priority level higher than 2.

A4.3.33
EFKcGPRS (GPRS Ciphering key KcGPRS)

Mandatory if GPRS shall be tested else optional.

File size:
9 bytes

Default values (HEX):
Bytes 1-8:
Align with KcGPRS used by SS


Byte 9:
07

Byte 9 is set to 07 to indicate that there is no key available at the start of a test unless other conditions follow from the definition of the initial conditions of the mobile.

The bytes within this elementary file may be updated by the MS as a result of a successful authentication attempt.

A4.3.34
EFLOCIGPRS (GPRS location information)

Mandatory if GPRS shall be tested else optional.

File size:
14 bytes

Default values:
Bytes 1-4 (HEX):
FF FF FF FF (P-TMSI)


Bytes 5-7 (HEX):
FF FF FF (P-TMSI signature value)


Bytes 8-13 (HEX):
FF FF FF FF FF FF (RAI)


Byte 14 (BIN):
00000001 (Routing Area Update Status = "not updated")

Bytes in this file (e.g. P-TMSI in bytes 1-4) may be updated as a result of a routing area update attempt by the MS.

Annex 4A: Test USIM Parameters
Test USIM is required for test cases of some GERAN features or Inter-RAT.
For test cases indicating Test USIM to be used, the default Test USIM parameters are specified in 3GPP TS 34.108 clause 8 “Test USIM Parameters” if not otherwise specified within the test case.
For UMTS Authentication Challenge (i.e. UMTS AKA using an USIM as defined in TS 33.102), the SS shall be able to handle vectors of AUTN, RAND, CK, IK, AUTS and XRES in the way as the MSC/BSS entities. The SS and Test USIM shall incorporate a test algorithm for generating RES and CK, IK from RAND, AUTN and IK which operates as described in TS 34.108 clause 8.1.2.
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