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1. Overall Description:

SA3 would like to thank GERAN WG2 for their liaison statement on SACCH Security (G2-100389).  SA3 did not evaluate the sensitivity level of all the messages on SACCH, but can give at the current point of time the following general guidance:

· The deployment of A5/3 (and A5/4) is generally regarded as the most preferable approach, but it is understood that some backup or intermediate approaches might be desired.

· As a general security principle, the amount of known plaintext should be minimized in ciphered messages to make attacks on A5/1 more difficult.

· Unciphered messages should not contain user related or other sensitive data.

· Ciphering of SMS data on SACCH shall be maintained.

SA3 sees benefits in the partial ciphering approach and currently does not have any security objections against partial ciphering of SACCH messages under the guidance given above.

SA3 also sees benefits with the complementary approach to pseudo-randomize padding bits, vary encoding formats or pseudo-randomize the information in some messages, if this approach is compatible with legacy terminals. There also, the deployment of A5/3 (and A5/4) is generally regarded as most preferable approach. 

2. Actions:

To GERAN WG2: 

SA3 ask GERAN WG2 to take the above information into account. SA3 may provide further security analysis from SA3#62 in Jan 2011.  
3. Date of Next GERAN WG2 Meetings:

TSG SA WG3 Meeting #62
24-28. January 2011
Ljubljana, Slovenia


TSG SA WG3 Meeting #63
11-15. April 2011
Chengdu, China

