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MTC Device Two Stage Access Control 
1 Introduction
At present the GERAN specifications support the ability to prevent system access attempts right at the mobile station by using the Access Control feature which allows a variable number of mobile stations to be barred from attempting system access for a network determined time period. 
· This legacy access barring mechanism assumes all accessing mobile stations have an equally important reason for attempting system access.

· It is not only effective in reducing system load but can be used such that mobile stations belonging to different access classes experience barring on a fair basis (e.g. by rotating the barring mask to prevent accesses for equal time periods). 
· Fairness in barring these mobile stations is possible based on the assumption that all access attempts from legacy non-public access mobile stations are inherently of equal importance to the operator. 
· However, with the introduction of MTC devices, the set of MTC devices requiring system access at any point in time can have substantially different importance to an operator in light of the range of possible service attributes associated with the application triggering an access attempt.

2 Two Stage Access Control
For proper support of MTC devices operators should have the means to activate a primary level of access control that results in a set of surviving access attempts that can be viewed as having equal importance to an operator. As such, all MTC devices that survive this primary level of access barring can then be made subject to a secondary level of access barring that assumes the characteristic of equal importance has been achieved.

· The secondary level of access barring can be used when the network determines that additional access throttling is needed (i.e. beyond what the primary level provides) and could, for example, consist of a rotating barring mask similar to how the legacy access class barring mechanism can be used. 
· For example, the access filtering provided by the primary level of access barring can be kept constant while the rotating barring mask throttles accesses from all surviving MTC devices to an equal degree.
· The secondary level of access barring can also be useful for the case where the primary level of access barring is adjusted to disable barring in such a way that a large number of system access attempts are triggered. 

· It is expected that the primary level of access barring will take into account a number of subscription based MTC features since some degree of service differentiation should be experienced based on the features subscribed to.
3 Summary

In light of the discussion above it is proposed that the introduction of MTC device support within GERAN be accompanied by the introduction of a two stage access control scheme consisting of a primary level of access control (used to filter accesses in such a way to achieve accesses having equal importance to an operator) and a secondary level of access barring used to further throttle equally important access attempts. 
The specific access control information required for the primary and secondary levels of access control are seen as being provided through the introduction of new system information. U(SIM) programming or OMA DM can be used to establish a set of MTC service related attributes (e.g. derived from subscription profile) within MTC devices, a subset of which will be associated with any given system access attempt. The service attributes associated with any given access attempt are then compared to MTC ACB information to determine whether or not that access attempt is barred or not. 
Two companion papers that further describe the concept of access control for MTC devices are titled “GP-10xxxx – MTC Device Layered Access Control” and “GP-10xxxx – MTC Device Pro-active Congestion Control”.




































































































































































































