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Section 1
Release 10 work for GERAN IMTC

At the last SA2 meeting, significant progress has been made to progress the work on Machine Type Communications (MTC).  Looking to TS 23.888 v0.5.1 Subclause 7.1 “Interim conclusions for release 10 specification work”, this contribution aims to identify GERAN impacts for each of the bullets under 7.1.  The content of Subclause 7.1 is copied into this contribution and comments are made to the content starting with the tag “[Comment]”.

Subclause 7.1 (a) the UE behaviour changes outlined in bullets a, b, c, d, and e in clause 6.33;
6.33
Solution – UE behaviour changes

6.33.1
Problem Solved / Gains Provided

5.14 “Key Issue – Potential overload issues caused by Roaming MTC devices”.
6.33.2
General

The scenarios outlined in clause 5.14 highlight some areas where the UE internal behaviour would benefit from small but important changes:

a) the ability to remotely configure a device as, a “low value M2M” device. Typically this could be done via OMA DM.

 [Comment] Unlikely to have GERAN impact if OMA or some other relevant SDO could devise such a solution.
b) modification (increase) of the minimum value of the timer for the background PLMN search, e.g. to greater than one hour, for a “low value M2M” device. This UE internal value would over-rule any smaller value contained on the (U)SIM.

It is FFS whether this modification applies to just the background search for a more preferred VPLMN, or, to the background search for both VPLMN and HPLMN.

 [Comment] No GERAN impact
c) for ALL M2M devices, modification of the behaviour following receipt of ‘fatal’ MM/GMM/EMM cause values such as “IMSI unknown in HLR”, “illegal ME” and “persistent” cause values such as “PLMN not allowed”. These cause values could be wrongly sent “in panic” by an overloaded (V)PLMN, or, in a denial of service attack by a (mobile) false base station. Following receipt of these cause values, a site visit to all M2M devices is untenable,  however, so is immediate re-accessing by the device. Some new middle ground is needed (e.g. retry at a randomly selected time between 24 and 48 hours later).

It is FFS whether the behaviour following receipt of “PLMN not allowed” needs modification or not.

[Comment] No GERAN impact
d) For a “low value M2M” device, always use IMSI when Attaching to a new network, or, performing an RA update into a different PLMN that is not an ePLMN. This decreases UE-network signalling in a potentially heavily loaded network. 

It is FFS whether this solution is applicable to EUTRAN.

 [Comment] No GERAN impact
e) In the CS domain, at power on in a new location area, perform a location update with LU type=Attach rather than “normal”.

 [Comment] No GERAN impact
Subclause 7.1 (b) the M2M device indicators outlined in bullets a, b,and c in clause 6.34 (some of which are also mentioned in clauses 6.20, 6.23 and 6.26;
6.34
Solution – M2M device indication to network

6.34.1
Problem Solved / Gains Provided

5.14 “Key Issue – Potential overload issues caused by Roaming MTC devices”.
6.34.2
General

By providing the network with indications that the UE is a “low priority” M2M device, the network is able to more easily protect itself against overload, and/or to detect that an increase in load is being caused by M2M devices.

Section 5.14 highlighted the utility of  M2M device indicators in the following signalling

a) in the GSM Channel Request message, and UTRAN and E-UTRAN RRC Connection Establishment  messages;

[Comment] GERAN impacted.  Indications from the MTC device suggest a new set of establishment causes. Usage of the new establishment cause would probably be controlled by a new indicator on the BCCH (c.f. the NECI bit).
b) in the IDNNS signalling at Attach and RA update from a non-equivalent PLMN;

Note: from the stage 2 design point of view, there is no harm in always sending this M2M indicator in the IDNNS. It is left to stage 3 to decide whether to do this simplification.

[Comment] This is specific to UMTS. However, the background to this requirement is that the RAN should be able to ‘steer’ M2M devices that are “new arrivals in the pool area” towards M2M optimised MSCs/SGSNs (e.g. ones that have huge VLR capacity). This probably means that GERAN have a requirement that the Initial Layer 3 messages sent by the mobile contain a M2M indicator. How to achieve this on the PS domain may need some further consideration..
c) in the NAS signalling to the MME/SGSN/MSC

[Comment] See comment on (b) immediately above
Subclause 7.1 (c) the non HPLMN (PLMN type) and Low-Priority-device style access class barring functionality outlined in clauses 5.12, 5.14 and 6.28.4;
Note: Updates to SA1 specifications such as TS 22.011 may be needed.

'Course grained' (i.e. "Low-Priority-Access" and "PLMN type") MTC access barring triggered via O+M into the RAN, internal RAN functionality, and by signalling from the Core Network is expected to be included in Rel-10. Other options for broadcasting of MTC access barring by RAN (e.g. based on the APN or MTC Group) may be considered for Rel-11. 

[Comment] GERAN impacted.  This seems to indicate that GERAN will need to specify a two-stage access control: the first stage being coarse grained and the second stage to be more detailed access classes.  The first stage is to be specified within Rel-10 but it appears to be open to which Release the second stage (if needed) will be specified.  It is important that the access classes are aligned with the other RATs to ensure operators implement the same access class for the appropriate MTC device.  Some liaison with RAN2 will be necessary but GERAN should take responsibility to propose some access classes to RAN2.
The level of detail for the access classes will be limited by the remaining spare bits on the BCCH.  The ability to using BCCH Ext would lift this limitation but there is a general understanding by some in GERAN2 that some legacy mobiles may behave incorrectly if this feature is activated by the network.  It might be necessary for GERAN to come up with a workaround to make it possible for the operator to activate BCCH Ext.  In future, the BCCH Ext could be useful for other features such as GERAN Sharing where supporting mobiles can read a list of PLMN IDs from the BCCH Ext.
Low priority access and PLMN type access control emphasizes on distinguishing access of roaming MTC devices.  Section 2 in this contribution describes the immediate need for operators to bar some roaming MTC devices.
Subclause 7.1 (d) the use of RR(C) connection reject messages with extended Wait Times outlined in clauses 6.23 and 6.26;
[Comment] GERAN impacted.  Currently, the IA Reject message offers a maximum wait time of around 255 seconds.  It is possible to extend this by moving the current bit string to a mapping in order to allow a greater range of wait times more suited for MTC devices.  A maximum wait time of up to 1 day should be allowed.
Subclause 7.1 (e) the use of M2M device specific (long) periodic update timers in MM, GMM and EMM signalling, including signalling from HSS to MSC/SGSN/MME (see clause 6.20);
[Comment] No GERAN impact foreseen unless CT 1 require modifications to the broadcast value/range of T3212.
Subclause 7.1 (f) in combination with the use of long, MTC specific PTU/PRU/PLU timers, the specification of signalling that permits the operator to command M2M devices to use Network Mode Of Operation I while keeping existing mobiles in Network Mode of Operation II (see clauses 5.14 and 6.20);
[Comment] This probably requires an extra “bit” to be broadcast by GERAN
Subclause 7.1 (g) the specification of MM/GMM/EMM functionality that can limit load on CN entities of all local PLMNs (e.g. by the transmission of an RA Update ACCEPT message with PRU timer of 20 minutes rather than an RA Update Reject message);
[Comment] No GERAN impact foreseen

Subclause 7.1 (h) the use of NAS-level back-off timer per APN to reject Attach and connectivity establishment requests as outlined in 6.22;
[Comment] No GERAN impact foreseen

Subclause 7.1 (i) The use of connectivity establishment request rejection at MME/SGSN and PGW/GGSN as outlined in 6.22.
[Comment] No GERAN impact foreseen

Subclause 7.1 (j) The use of the MME/SGSN overload control by DL MTC traffic throttling such as described in sect 6.30;
[Comment] No GERAN impact foreseen

Section 2
Roaming MTC Devices

It is probably counter-intuitive to expect a large number of MTC devices in a PLMN to be roamers considering that most MTC devices are stationary. However, in many cases MTC devices will be used as part of a contract between one network operator (or network operator group with operations in multiple countries) and a large (possibly multi-national) company. 

 One of the key aspects that the operator will “sell” to the corporate customer is coverage [1]. The use of “national roaming” obviously improves geographic coverage, but, its utilisation poses several challenges. An obvious solution to some of these national roaming challenges is for the operator to use “international roaming”, either with a SIM from a different company within the same operator group, or, by using a SIM with “non-geographic” Mobile Country Code (e.g. MCC 901).

Both of these options appear to already be in use, and are likely to be used widely in the future. Typically a multi-national customer will want to be delivered devices and choose in which country they are used. This inevitably leads to ‘roaming’ for their M2M devices. This situation is exacerbated by the use of factory “pre-fitted” SIMs. 

In conclusion, there seem to be some strong reasons to expect most devices sending low data volumes to be camped on a PLMN that is different to their IMSI’s PLMN-ID.

Potential Overload Problems from Roaming MTC Devices
1)  Devices that only Attach/Power Up when an Event Occurs

If the M2M devices with foreign SIMs are normally not-attached to the network, then the VPLMN may only discover that these devices are in its territory when an event happens that causes the device to report back to the “MTC server”.

If a large set of such devices get activated by the same event (e.g. burglar alarms with foreign SIMs responding to a power cut or earthquake) then the VPLMN may suddenly get loaded by huge numbers of M2M devices: yet, potentially, the VPLMN would have been totally unaware of the existence of (millions of) these devices.

Without prior knowledge of the number of inactive devices in the geographic area, network capacity planning is close to impossible.

Such scenarios lead to the need for a VPLMN to be able to “survive” a potentially massive increase in unplanned /unpredicted signalling load.

2) Failure of “M2M partner” Network

It is likely that many M2M “roaming” devices will be using the network of a PLMN within the same operator group, but not necessarily the same operator within a certain country.

For example, “BigOperatorX UK” might have a contract to supply 5 million electricity meters in the South of England. To ‘enhance’ their coverage area, they could equip them with SIM cards from their partner network “BigOperatorX Spain”. 

But what then happens if the “BigOperatorX UK” network fails? These devices will NOT have Vodafone UK as a forbidden PLMN and so, when their periodic update fails, they are likely to change network, and, over a potentially fairly short time period, up to 5 million new devices appear on the Vodafone UK network.
Conclusion
Operators require an immediate solution to bar access from specific roaming MTC devices to safeguard its network and subscribers.  This needs to be considered as the first stage access control solution.
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