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MTC Device Supplemental Access Control 
1 Introduction
The concept of Extended Access Control (EAC) described (described in a companion paper) is considered as the primary form of access control and involves the transmission of system information used to restrict MTC devices from attempting system accesses whenever an MTC application has triggered the need to perform a system access (e.g. a smart metering application needs to send an MTC message). However, supplemental access control mechanisms such as Trigger Specific Access Control (TSAC) and Application Specific Access Control (ASAC) can also be introduced to allow the system to further restrict when MTC devices may attempt system access.

2 Trigger Specific Access Control

Trigger Specific Access Control further qualifies the type of system accesses that are allowed based on whether an MTC has autonomously determined that the transmission of an MTC message is needed (i.e. it wasn’t polled or paged) or an MTC device has been solicited (i.e. it was polled or paged) to make an MTC message transmission. The BSS can determine specific settings of TSAC to send within system information based on BSS loading or based on SGSN loading (conveyed from the SGSN to the BSS) or both. Once the system loading (e.g. processing load) has reached a level of concern the BSS may modify the TSAC settings to increase system access restrictions (e.g. bar autonomous system access and allow solicited system access) and similarly when system loading reaches a safe level the TSAC settings can be modified to reduce system access restrictions (e.g. allow both autonomous system access and solicited system access). An example of TSAC information that can be sent as part of system information is as follows:
	TSAC Setting
	Autonomous Access
	Solicited Access

	00
	Allowed
	Allowed

	01
	Allowed
	Barred

	10
	Barred
	Allowed

	11
	Barred 
	Barred


Table 1 – Trigger Specific Access Control Settings

3 Application Specific Access Control

Application Specific Access Control further qualifies the type of system accesses that are allowed based on the type of application within an MTC device that has triggered the need to perform a system access. This type of access control assumes that each MTC device will support one or more MTC related applications that are either delay tolerant (i.e. not real time) or delay intolerant (i.e. real time). As such, if an MTC device supports a combination of delay tolerant and delay intolerant MTC applications then the specific application for which an MTC messages transmission requires transmission will determine its delay tolerant/delay intolerant status. In addition, ASAC information can also provide an indication of whether different types of NAS related signalling is enabled or disabled.  Some examples of the types of access that ASAC can be used to control are as follows:

· GPRS Attach (NAS) enabled/disabled 
· Routing Area Update (NAS) enabled/disabled
· PDP Context Activation (NAS) enabled/disabled

· MTC device control plane signalling enabled/disabled 
· MTC device application user plane enabled/disabled for delay tolerant MTC devices

· MTC device application user plane enabled/disabled for delay intolerant MTC devices

4 TSAC and ASAC Inter-working with EAC
An MTC device that is barred from attempting system access according to EAC would simply not attempt to make a system access for as long as it remains barred. However, an MTC that is allowed to attempt system access based on EAC will then consider supplemental access control information provided by TSAC and ASAC (if present in system information) to decide if it can proceed with the access.

· If only EAC is provided within system information then MTC devices shall base system access decisions solely on EAC.

· If EAC and TSAC are provided within system information then MTC devices base system accesses using a 2 stage decision process using EAC as the first stage and then TSAC as the second stage (assuming EAC allows access).

· If EAC and ASAC are provided within system information then MTC devices base system accesses using a 2 stage decision process using EAC as the first stage and then ASAC as the second stage (assuming EAC allows access).

· If EAC, TSAC and ASAC are all provided within system information then MTC devices base system accesses using a 3 stage decision process using EAC as the first stage, TSAC/ASAC as the second stage (assuming EAC allows access) and ASAC/TSAC as the third stage (assuming TSAC/ASAC allows access) – see Figure 1 below.

                        

                                                                 

              

                                                               
Figure 1 – Multiple Stage Access Control
5 SGSN Loading
It should also be noted than an SGSN can convey an indication of its loading status to any given BSS and can thereby influence BSS decisions made regarding the management of the EAC, TSAC and ASAC access control mechanisms. 

6 Summary
The EAC is seen providing a granularity that allows for incremental percentages of MTC devices to be barred ranging from 0% to 100% using (for example) 10% increments similar to how legacy Access Control Classes are determined (i.e. based on the last digit of the IMSI). When EAC is supplemented with TSAC and/or ASAC it results in a multi-tiered approach to system access control that provides a very flexible and powerful mechanism by which system accesses can be controlled using as fine or as coarse of a granularity as needed (i.e. much finer than 10% even if EAC is based on 10% increments).
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