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First modified section 
84.9
Security Mode Control Procedure

84.9.1
Security Mode Control Procedure / successful cases

84.9.1.1
Security Mode Control Procedure (CS domain)
84.9.1.1.1
Conformance requirement

3GPP TS 44.318 subclause 8a.6.1:
The GANC initiates the security mode control procedure by sending a GA-RRC SECURITY MODE COMMAND message to the MS. This message includes the IE "Selected Integrity Protection Algorithm", the IE "Selected Encryption Algorithm" (optional), and the IE "Random Number". The GANC selects the algorithms based on the permitted algorithms received from the CN and the MS security capabilities indicated in the IE "3G Security Capability" received from the MS in the GA-RC REGISTER REQUEST message.

3GPP TS 44.318 subclause 8a.6.2:
Whenever the MS receives a valid GA-RRC SECURITY MODE COMMAND message, it shall, if a (U)SIM is present and considered valid and the key set identifier (KSI) stored on the (U)SIM indicates that an integrity key and cipher key are available for the domain indicated in the IE "CN Domain Identity", store the selected integrity protection algorithm and (if received) the selected encryption algorithm for possible future use after a handover from GAN Iu mode to UTRAN during the same upper layer transaction. If handover from GAN Iu mode to UTRAN occurs, encryption is enabled if the IE “Selected Encryption Algorithm” is present in the message and disabled otherwise. 

The MS shall also calculate a MAC (Message Authentication Code). The MAC shall be calculated over the following data:


RAND | IMSI

using "HMAC-SHA1-96" algorithm, as specified in [24] with the integrity key (IK) for the domain indicated in the IE "CN Domain Identity" used as the authentication key.

In the formulas above, the "|" character denotes concatenation. RAND is the 16-octet random number received from the GANC in the GA-RRC SECURITY MODE COMMAND message. IMSI is the MS IMSI, in the same format as defined for the Mobile Identity IE as defined in [8]; i.e. as a variable-length sequence of digits in BCD format (e.g. the IMSI "123456789098765" is encoded as the following octets (in hexadecimal): "21 43 65 87 09 89 67 F5"). Network byte order is used.
The IK key is the IK that has been derived during the last authentication for the domain indicated in the IE "CN Domain Identity". The length of the MAC is 12 octets.

When the appropriate action on the GA-RRC SECURITY MODE COMMAND message has been taken, the MS sends a GA-RRC SECURITY MODE COMPLETE message to the GANC. The MS includes the calculated MAC value in the IE "Ciphering Command MAC".

Reference(s)
3GPP TS 44.318 sub-clause 8a.6.1 and 8a.6.2.
84.9.1.1.2
Test purpose

To verify that the MS can reply to a GA-RRC SECURITY MODE COMMAND message and return the correct Message Authentication Code (MAC).

84.9.1.1.3
Method of test

Initial conditions
System Simulator:

-
1 GAN cell, default parameter

Mobile Station:

-
MS in state GA-RRC-CONNECTED (CS domain)
Foreseen final state of the MS
-
MS in GA-RRC IDLE state.
Test procedure
The SS sends the GA-RRC SECURITY MODE COMMAND message indicating the CS domain. The MS replies with the GA-RRC SECURITY MODE COMPLETE message indicating the CS domain. SS checks that the MAC is correct.
Specific Test Parameters
-

Maximum duration of test
1 min.

Reference(s)Expected sequence

	Step
	Direction
	Message
	Comment

	
	MS
	SS
	
	

	1
	
	GA-RRC SECURITY MODE COMMAND
	IE 'CN Domain Identity' indicates CS domain

	2
	
	GA-RRC SECURITY MODE COMPLETE
	IE 'CN Domain Identity' indicates CS domain
SS checks that the MAC is correct

	3
	
	GA-RRC RELEASE
	IE ‘GA-RRC Cause’ = #83

IE 'CN Domain Identity' indicates CS domain

	4
	
	GA-RRC RELEASE COMPLETE
	IE 'CN Domain Identity' indicates CS domain 

MS enters GA-RRC-IDLE state for CS domain


84.9.1.2
Security Mode Control Procedure (PS domain)
84.9.1.2.1
Conformance requirement

3GPP TS 44.318 subclause 8a.6.1:
The GANC initiates the security mode control procedure by sending a GA-RRC SECURITY MODE COMMAND message to the MS. This message includes the IE "Selected Integrity Protection Algorithm", the IE "Selected Encryption Algorithm" (optional), and the IE "Random Number". The GANC selects the algorithms based on the permitted algorithms received from the CN and the MS security capabilities indicated in the IE "3G Security Capability" received from the MS in the GA-RC REGISTER REQUEST message.

3GPP TS 44.318 subclause 8a.6.2:
Whenever the MS receives a valid GA-RRC SECURITY MODE COMMAND message, it shall, if a (U)SIM is present and considered valid and the key set identifier (KSI) stored on the (U)SIM indicates that an integrity key and cipher key are available for the domain indicated in the IE "CN Domain Identity", store the selected integrity protection algorithm and (if received) the selected encryption algorithm for possible future use after a handover from GAN Iu mode to UTRAN during the same upper layer transaction. If handover from GAN Iu mode to UTRAN occurs, encryption is enabled if the IE “Selected Encryption Algorithm” is present in the message and disabled otherwise. 

The MS shall also calculate a MAC (Message Authentication Code). The MAC shall be calculated over the following data:


RAND | IMSI

using "HMAC-SHA1-96" algorithm, as specified in [24] with the integrity key (IK) for the domain indicated in the IE "CN Domain Identity" used as the authentication key.

In the formulas above, the "|" character denotes concatenation. RAND is the 16-octet random number received from the GANC in the GA-RRC SECURITY MODE COMMAND message. IMSI is the MS IMSI, in the same format as defined for the Mobile Identity IE as defined in [8]; i.e. as a variable-length sequence of digits in BCD format (e.g. the IMSI "123456789098765" is encoded as the following octets (in hexadecimal): "21 43 65 87 09 89 67 F5"). Network byte order is used.
The IK key is the IK that has been derived during the last authentication for the domain indicated in the IE "CN Domain Identity". The length of the MAC is 12 octets.

When the appropriate action on the GA-RRC SECURITY MODE COMMAND message has been taken, the MS sends a GA-RRC SECURITY MODE COMPLETE message to the GANC. The MS includes the calculated MAC value in the IE "Ciphering Command MAC".

Reference(s)
3GPP TS 44.318 sub-clause 8a.6.1 and 8a.6.2.
84.9.1.2.2
Test purpose

To verify that the MS can reply to a GA-RRC SECURITY MODE COMMAND message and return the correct Message Authentication Code (MAC).

84.9.1.2.3
Method of test

Initial conditions
System Simulator:

-
1 GAN cell, default parameter

Mobile Station:

-
MS in state GA-RRC-CONNECTED (PS domain)
Foreseen final state of the MS
-
MS in GA-RRC IDLE state (PS domain)
Test procedure
The SS sends the GA-RRC SECURITY MODE COMMAND message indicating the PS domain. The MS replies with the GA-RRC SECURITY MODE COMPLETE message indicating the PS domain. SS checks that the MAC is correct.
Specific Test Parameters
-

Maximum duration of test
1 min.

Reference(s)Expected sequence

	Step
	Direction
	Message
	Comment

	
	MS
	SS
	
	

	1
	
	GA-RRC SECURITY MODE COMMAND
	IE 'CN Domain Identity' indicates PS domain

	2
	
	GA-RRC SECURITY MODE COMPLETE
	IE 'CN Domain Identity' indicates PS domain
SS checks that the MAC is correct

	3
	
	GA-RRC RELEASE
	IE 'CN Domain Identity' indicates PS domain
IE 'RR cause' #0

	4
	
	GA-RRC RELEASE COMPLETE
	IE 'CN Domain Identity' indicates PS domain
MS enters GA-RRC-IDLE state (PS domain)
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