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1. Introduction 

During SA3#53 SA3 discussed how to prevent access to E-UTRAN for GSM subscribers in idle mode mobility or handover from UTRAN or GERAN. The state of the discussion was explained in the LS S3-081589 sent to RAN2, RAN3, GERAN, CT1 and CT4. From the LS: 

“SA3 considers that the UE-based solution which RAN2 provided can help to preserve quality of service for a non-malicious UE. However, SA3 is also considering the case that a malicious UE could try to access E-UTRAN by not following the behaviour suggested by RAN2, thus gaining access to eUTRAN before AKA runs.”
This discussion paper explains how the MME can tell from the information received from the SGSN in the MM context whether the subscriber has a SIM or a USIM. We will show, based on quotes from the relevant specifications, that the MME receives a GSM cipher key Kc in the MM context if and only if the subscriber is a GSM subscriber.
We consequently propose in a companion CR to 33.401 that the MME shall abort handover and idle mode mobility from UTRAN/GERAN for SIM users, based on the information in the MM context. This solution in the CR fulfils the SA3 requirement of a simple solution for preventing E-UTRAN access for SIM users in mobility events.

In another companion contribution, we provide a draft LS to the relevant 3GPP Working Groups where we point out that it may be desirable to complement this core network-based solution with the UE-based solution already designed by RAN2 for the following reasons:

· to help to preserve quality of service for a non-malicious UE; 

· to prevent a possible loop where the RNC initiates handover to E-UTRAN time and again, based on measurement reports from the UE, and the MME rejects this every time. 
But we propose to leave the decision on whether a UE-based solution is needed in addition to the core network-based solution to the RAN groups. 
2. Use of MM context in idle mode mobility and handover

Two types of SGSNs need to be distinguished for idle mode mobility or handover from UTRAN or GERAN to E-UTRAN:

(1) a Gn/GP SGSN (not EPS-aware). The interface between such an SGSN and an MME is Gn, according to TS 23.401, Annex D.2. The Gn interface is specified in TS 29.060.

(2) an S4-SGSN (EPS-aware). The interface between such an SGSN and an MME is S3, according to TS 23.401, clause 4.2.3. The S3 interface is specified in TS 29.274.

Fortunately, these two types of SGSNs can be handled for our discussion in the same way, and there is no need to distinguish between idle mode mobility and handover either.

More specifically: for both idle mode mobility and handover, the SGSN transfers the so-called MM context over S3 as well as Gn. The MM context is defined for S3 in 29.274, clause 8.46, and for Gn in 29.060, clause 7.7.28.
2.1 Case of Gn:

2.1.1 For a GSM subscriber, the MM context sent over Gn always indicates GSM security mode

We first look at Gn as the description of the MM context there is a bit more explicit. From 29.060 cl 7.7.28:

“Security Mode indicates the type of security keys (GSM/UMTS) and Authentication Vectors (quintuplets/triplets) that are passed to the new SGSN.” …

“Kc is the GSM ciphering key of the GSM security context to be used by the new SGSN. This is the GSM security context agreed with the MS during the latest successful authentication procedure. Kc shall be present if GSM key is indicated in the Security Mode.”

The sentence highlighted by us in bold face means, in particular, that a GSM security context is included in the MM context even if there are CK, IK for use in a UTRAN connected to the SGSN and the CK, IK were converted from a Kc resulting from a run of GSM AKA. This means that, for a GSM subscriber, the MM context sent over Gn always indicates GSM security mode and the GSM ciphering key Kc. 
2.1.2 For a UMTS subscriber, the MM context sent over Gn always indicates UMTS security mode

As we are discussing here about UEs capable of moving into E-UTRAN we talk, in particular, about MEs capable of UMTS AKA. Such MEs establish a UMTS security context with a R99+ SGSN (i.e. Release 99 or later) when a USIM is inserted, even if the access network is GERAN, cf. TS 33.102, clause 6.8.7.1: 

“A UMTS security context in GSM BSS is only established for UMTS subscribers with a ME that is capable of UMTS AKA and connected to a R99+ VLR/SGSN.”
So, the remaining case to consider for a UMTS subscriber is a UE connecting to a R98- SGSN. The text relevant for this case is in TS 33.102, clause 6.8.7.2:

“A GSM security context in GSM BSS can be either:

-
Established for a UMTS subscriber


A GSM security context for a UMTS subscriber is established in case the user has a ME not capable of UMTS AKA, where intersystem change to UTRAN is not possible, or in case the user has a R99+ ME but the SGSN is R98-, where intersystem change to UTRAN implies a change to a R99+ SGSN.
 As result, in case of intersystem change to a UTRAN controlled by another R99+ SGSN, the initial R98- SGSN sends the GSM cipher key Kc agreed during the latest GSM AKA procedure to the new SGSN controlling the target RNC.


Since the new R99+ SGSN has no indication of whether the subscriber is GSM or UMTS, a R99+ SGSN shall perform a new UMTS AKA when receiving Kc from a R98- SGSN. A UMTS security context using fresh quintets is then established between the R99+ SGSN and the USIM. The new SGSN becomes the new anchor point for the service.
…”

This implies that a UMTS subscriber may establish a GSM security context with a R98- SGSN, but he will share a UMTS security context with the SGSN as soon as the UE moves to a R99+ SGSN. 
But an SGSN connected to an MME is always of Release 99 or later and capable of UMTS AKA, cf. TS 33.401, clause 10.1. This means that a UMTS subscriber always shares a UMTS security context with an SGSN, which is connected to an MME, hence the MM context transferred from an SGSN to an MME indicates UMTS security mode for a UMTS subscriber.

2.2 Case of S3:

The argument made for the case of Gn carries over here almost verbatim. The only difference is that the formulation in the description of the MM context for S3 in 29.274 cl 8.46 is less explicit than that for Gn in 29.060 cl 7.7.28. From 29.274 cl 8.46:

“As depict[ed] in Figure 8.46a, the GSM Key, Used Cipher and Authentication Triplets that are unused in the old SGSN shall be transmitted to the new SGSN for the GSM subscribers.”

The difference to 29.060 is that the above text does not explicitly say where the GSM key originates from (namely from the latest GSM AKA). However, the text still clearly says that a GSM key is transmitted for GSM subscribers. It should be noted, that 29.274 can still be easily updated as it is a stage 3 EPS specification in case close alignment of this text with 29.060 is desired. We propose to CT4 to align 29.274 with 29.060 in this respect.
3. Conclusion
It was shown in the preceding section that the MME receives a GSM cipher key Kc in the MM context over the Gn interface or the S3 interface if and only if the subscriber is a GSM subscriber. The MME can, hence, use this information to prevent a GSM subscriber from accessing E-UTRAN. A simple companion CR in S3-09xxxx implements the corresponding mechanism.























































