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Description:

During GERAN WG2 #38, GAN Iu Mode Security Considerations were discussed, in particular, the need to exchange security association data when handing over from UTRAN to GAN, and from GAN to UTRAN.

When the UE hands over from UTRAN to GAN, the UMTS security parameters (e.g., Chosen Integrity Protection Algorithm (CIPA), Integrity Protection Key (IK), Chosen Encryption Algorithm (CEA) and Ciphering Key (CK)) are sent to the GANC. However, GAN uses IPsec in place of the UMTS mechanisms for the encryption and integrity protection for the control plane and user plane messages exchanged between the GAN-enabled UE and the GANC. When a UTRAN to GAN Iu mode handover occurs, the GANC retains the CIPA, CEA, IK, and CK in case they must be relayed to another RNS-B should a GAN to UTRAN handover of the session subsequently occur.  

While the UE is operating in GAN mode, standard UE-CN authentication procedures are performed. In addition, the standard Iu interface Security Mode Control procedures are executed between the CN and GANC. The GANC relays the CIPA and CEA values to the UE but these parameters are not used by the UE while it is operating in GAN mode; they are stored by the UE in case they must be used should a GAN to UTRAN handover subsequently occur. 

If it becomes necessary for the UE to handover from GAN to UTRAN, additional security parameters—not needed while the UE is operating in GAN mode and not currently specified in [1] and [2]—must be exchanged between the UE and the GANC to prepare the UE to execute standard UMTS security procedures in the target RNS. These parameters, such as STARTcs and STARTps, are included in the information containers transferred from the GANC to the target RNC, per standard UTRAN relocation procedures. GERAN 2 is currently attempting to determine which parameters must be coordinated between the UE and GANC and transferred from the GANC to the target RNC.    
The attached document, GP-080xxx, summarises how the UMTS security aspects apply in the GAN environment and describes the GAN-to-UTRAN CS handover procedure based on the approach described above. 
Actions:

GERAN WG2 requests SA3 to comment on these security aspects. 
GERAN WG2 requests RAN2 and RAN3 to comment on approach described above.
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