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1
Introduction

The GAN security solution is based on an IPsec tunnel established between the MS and the GANC-SEGW as defined in 3GPP TS 43.318 and 44.318. This IPsec tunnel is used for all traffic between the MS and the GANC. Furthermore, this security solution is identical to the one used for Interworking WLAN (I-WLAN) 3GPP IP Access scenario and specified in 3GPP TS 33.234.

The main principle is that the MS/UE is authenticated using SIM/USIM based credentials and the EAP-SIM/EAP-AKA protocols. In addition, the MS shall authenticate the GANC-SEGW using a certificate. The 3GPP TS 44.318 (GAN Stage-3) also defines that the MS shall perform specific checks when receiving a GANC-SEGW certificate. 
2
Description of the problem

The basic sequence for certificate and SEGW identity handling is shown below in the figure 1 and described after the figure. 
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Figure 1. GAN certificate and SEGW identity handling

1. The MS connects to the generic IP access network. The MS holds either an IP address or FQDN of the GANC-SEGW and performs DNS query as needed to resolve the IP-address. The GANC-SEGW address information may be provisioned in the MS or it might have been received as part of Discovery, Registration Redirect or GAN PLMN Selection (which builds on the Registration Redirect procedure). If the MS does not hold any GANC-SEGW information, it derives this information from (U)SIM information, The provisioned, derived or received GANC-SEGW information is called the initial GANC-SEGW identity in the following description.
2. The MS/UE and the GANC-SEGW exchange the first pair of messages, known as IKE_SA_INIT, in which the GANC-SEGW and MS/UE negotiate cryptographic algorithms, exchange nonces and perform a Diffie_Hellman exchange.
3. The MS/UE indicates the desire to use EAP by leaving out the AUTH payload from message 3 of the IKE_AUTH exchange, and the initiator identity (IDi) payload is composed so that is contains the IMSI. 

In addition the certificate handling is initiated by the MS/UE by including the CERTREQ (Certificate Request) payload in this message. This payload can be used by the MS/UE to indicate to the SEGW which Certificate Authorities (CAs) it supports (i.e. basically from which CAs it has root certificates). 
4. The SEGW then chooses certificate(s) that matches one of the indicated CAs. The GANC-SEGW returns the selected certificate(s) to the MS/UE in the CERT payload.  Each certificate contains at least one SubjectAltName component which in reality is a FQDN or an IP-address identifying the GANC-SEGW that the Certificate was initially created for.

The GANC-SEGW normally holds multiple identities and these can be either of type FQDN or IP-address. Some examples of different initial GANC-SEGW identities are:
 
- the Provisioning GANC-SEGW FQDN derived from IMSI (as defined in 3GPP TS 23.003)
 
  e.g. psegw.gan.mnc015.mcc234.pub.3gppnetwork.org
 
- a locally provisioned FQDN for Provisioning GANC-SEGW 

  e.g. psegw.operatorX.com

- a locally provisioned IP-address for Provisioning GANC-SEGW 

  e.g. 130.100.118.120

- a FQDN for either the Default or a Serving GANC-SEGW received as part of Discovery,
   
  Registration Redirect or GAN PLMN Selection.

  e.g. segw.areaY.operatorX.com

- a FQDN for either the Default or a Serving GANC-SEGW received as part of Discovery,
   
  Registration Redirect or GAN PLMN Selection.

  e.g. 130.100.118.121

One of these identities is selected and included as the responder identity (IDr) payload.
5. The 3GPP TS 44.318 (GAN Stage-3) also defines in section 4.2.5 that the MS shall perform  the following checks:

a. The SubjectAltName (or at least one of these) in the received certificate is checked so that it matches the received IDr payload; and;
b. The SubjectAltName in the received certificate is checked so that it matches the initial GANC-SEGW identity used to connect to the GANC-SEGW.
c. In addition, the types of the identities are also checked e.g. if the initial GANC-SEGW identity was a FQDN then both the SubjectAltName and the IDr shall also be of type FQDN (similar logic applies for IP addresses).
The main problem with message 3 of the above sequence is that the GANC-SEGW receives no information in the IKE_AUTH message that allows it to select the correct IDr to be returned to the MS in message 4. As stated above, the GANC-SEGW normally holds multiple identities.
3
Proposal

The proposal is to enhance the above description in such a way that the MS/UE shall include the initial GANC-SEGW identity (i.e. the desired GANC-SEGW) in the IDr payload included in message 3 in figure 1. The IDr in this message can be used to specify which of the GANC-SEGW identities the MS/UE wants to communicate with as defined in RFC 4306: 
  “The optional payload IDr enables the initiator to specify which of the 
   responder's identities it wants to talk to.  This is useful when the machine 
   on which the responder is running is hosting multiple identities at the same 
   IP address.”

It is also worth mentioning that the I-WLAN specifications mandate that the MS/UE shall use the IDr in message 3. So in this sense, it could be seen that the GAN specifications have also inherited this behaviour and that the problem can be handled by clarifying this in the 3GPP TS 44.318. 
The figure 2 below shows the proposal in relation to figure 1. The proposal is to clarify that the MS/UE shall include the IDr in the message 3.
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Figure 2. The proposal – IDr included by the MS/UE in step 3
4
Conclusion

It is proposed that the related CRs to 3GPP TS 44.318, both for Rel-6 (in GP-070285) and Rel-7 (in GP-070286), are approved to highlight that the MS/UE shall identify the initial GANC-SEGW responder identity (i.e. the desired GANC-SEGW) using IDr in the IKEv2 message 3.
