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	Reason for change:
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	1.

Test cases 81.1.3.2, 81.1.3.3, 81.1.3.4, 81.1.3.5, 81.1.3.6, 81.2.4.3 and 81.2.4.5 test that the MS repeates DISCOVERY or REGISTER after a certain time after it has detected “lower layer failure”. It is implementation dependent on how fast the MS detects “lower layer failure” – the SS can therefore not know at which point in time it shall start its corresponding timer.
It is therefore proposed to make use of the IKE_SA_INIT and TCP_SYN as start points in the SS. It is also propose to define a minimum and maximum time between the DISCOVERY and REGISTER attempts. 

 - The minimum time is used by MS’s that reports “lower layer failure” instantaneously. -  The maximum time is used by MS’s that are slower than the upper layer timer (T3901 for DISCOVERY or T3904 for REGISTER)

2.

Tests for lower layer failure in IP Sec and TCP are duplicated for the Discovery and Register procedures. That is felt unecessary.

It is therefore proposed to test delete test cases 81.1.3.4 and 81.2.4.3. The result is that the test for IP Sec will be done in the Discovery procedure and the test for TCP will be done in the Register procedure.

3.

The expression “the SS destroyes the IP Sec tunnel” is not defined.

It is therefore proposed to delete TC 81.1.3.3.

4.

The expression “the SS destroys TCP connection” is not defined.

It is proposed to delete TC 81.1.3.5.

5.

MS behaviour at no response from SS after DNS Query is implementation dependent.

It is therefore proposed to delete TC 81.1.3.6.

	
	

	Summary of change:
(

	See under each bullet above for details on the solutions

	
	

	Consequences if 
(

not approved:
	Correctly implemented MS will unfairly fail the tests.

	
	

	Clauses affected:
(

	81.1.3.2, 81.1.3.3, 81.1.3.4, 81.1.3.5, 81.1.3.6, 81.2.4.3 and 81.2.4.5

	
	

	
	Y
	N
	
	

	Other specs
(

	
	x
	 Other core specifications
(

	

	affected:
	
	x
	 Test specifications
	

	
	
	x
	 O&M Specifications
	

	
	

	Other comments:
(

	This CR is applicable to Rel-6 and onwards.


81.1.3
Discovery Procedure, Abnormal Cases
***** NEXT MODIFIED SECTION *********

81.1.3.2
Discovery Procedure, Lower Layer Failure, IPsec Tunnel Not Established

81.1.3.2.1
Conformance requirement

Lower layer failure in the MS can be for example related to DNS, IPsec or TCP. If any lower layer failure happens in the MS, the MS shall:

-
release the TCP connection towards the Provisioning GANC, if established,

-
release the secure connection towards SEGW of the Provisioning GANC, if established, as defined in sub-clause 4.5 and

-
double the current timer value for TU3903 but not exceeding the maximum value defined for this timer and

-
start timer TU3903

Reference(s)

3GPP TS 44.318 V6.0.0 sub-clause 5.6.2.

81.1.3.2.2
Test purpose

To verify that the MS attempts to kick off the Discovery procedure again after the correct time has elapsed when a lower layer fault occurs.

81.1.3.2.3
Method of test

Initial conditions

System Simulator:

-
1 GAN cell, default parameter

-
Public DNS without knowledge of the provisioning GANC’s FQDN

-
DNS inside of the SEGW associated with the provisioning GANC with knowledge of the provisioning GANC’s FQDN

Mobile Station:

-
MS in state GA-RC DEREGISTERED
-
The MS has the IP address or the FQDN for the provisioning GANC
-
The MS does not have any knowledge about the default GANC
-
The MS does not have any knowledge about the serving GANC
-
Timer TU3901 set to the default value (30 seconds)

-
Timer TU3903 set to 1 minute

Foreseen final state of the MS

The MS will stay in GA-RC DEREGISTERED .

Test procedure

Make the MS join the AP so that the Discovery procedure is kicked off.

The SS will not set up the Ipsec tunnel. The MS will restart  the Discovery procedure after minimum T3903 sec and maximum (T3901 + T3903). 
Specific Test Parameters

-

Maximum duration of test

3 min.

Expected sequence

	Step
	Direction
	Message
	Comment

	
	MS
	SS
	
	

	1
	MS
	
	MS is joining the AP

	2
	MS
	
	MS initiates the Discovery procedure and starts TU3901.

	3
	
	IKE_SA_INIT
	MS sends IKE_SA_INIT to set up the secure connection to the SEGW but the SS does not reply.

	
	
	
	

	
	
	
	

	5
	MS
	
	MS sets up secure connection to the SEGW and establishes a TCP connection to the provisioning GANC

	6
	
	GA-RC DISCOVERY REQUEST
	New attempt. The time between the IKE_SA_INIT in step 3 and the GA-RC DISCOVERY REQUEST shall be between T3903 and (T3901 + T3903) sec.



Void
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********** NEXT MODIFIED SECTION *********************
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81.2.4.4
Void
81.2.4.5
Registration Procedure, Lower Layer Failure, TCP Not Established

81.2.4.5.1
Conformance requirement

Lower layer failure in the MS can be for example related to DNS, IPsec or TCP. If any lower layer failure happens in the MS, the MS shall:

-
release the TCP connection towards the current GANC, if established,

-
release the secure connection towards SEGW of the current GANC, if established, as defined in sub-clause 4.5 and

-
If unsuccessful after a number of attempts defined by the MS parameter "Up Connect Attempt Count" (defined in sub-clause 12.2.3), the MS shall act as defined in sub-clause 6.2.4.5.

-
Otherwise, start timer TU3905

Reference(s)
3GPP TS 44.318 V6.0.0 sub-clause 6.2.4.2.

81.2.4.5.2
Test purpose

To verify that the MS attempts to kick off the Registration procedure again after the correct time has elapsed when a lower layer fault occurs.

81.2.4.5.3
Method of test

Initial conditions
System Simulator:

-
1 GAN cell, default parameter

Mobile Station:

-
MS in state GA-RC DEREGISTERED
-
The MS has the IP address or the FQDN for the serving GANC
Foreseen final state of the MS
The MS will stay in GA-RC DEREGISTERED

Test procedure
Make the MS join the AP so that the Registration procedure is kicked off.

The SS will set up the Ipsec tunnel, but not the TCP connection. The MS will restart the Registration procedure after minimum T3905 sec and maximum (T3904 + T3905).
Specific Test Parameters
-

Maximum duration of test
3 min.

Expected sequence
	Step
	Direction
	Message
	Comment

	
	MS
	SS
	
	

	1
	MS
	
	MS is joining the AP

	2
	MS
	
	MS initiates the Registration procedure and starts TU3904.

	3
	
	TCP SYN
	MS sets up the secure connection to the SEGW and sends TCP SYN to establish a TCP connection to the serving GANC but the SS does not reply.

	
	
	
	

	
	
	
	

	5
	MS
	
	MS sets up secure connection to the SEGW and establishes a TCP connection to the serving GANC using either IP address or FQDN

	6
	
	GA-RC REGISTER REQUEST
	To serving GANC. The time between the IKE_SA_INIT in step 3 and the GA-RC REGISTER REQUEST shall be between T3905 and (T3904 + T3905) sec.


81.2.4.6
Void
81.2.4.7
Void
************* NEXT MODIFIED SECTION ********************************

81.3
Lower Layer Faults

81.3.1
TCP Reset

81.3.1.1
TCP Reset, Successful Re-establishment, MS in State GA-CSR DEDICATED

81.3.1.1.1
Conformance requirement

When MS receives TCP RST after TCP connection failure, it shall attempt to re-establish TCP connection once. After successfully re-establishing TCP connection, the MS shall send GA-RC SYNCHRONIZATION INFORMATION to the GANC to synchronize the state information. If unsuccessful, the MS shall release the related local GA-CSR or GA-PSR resources, and continue as per section 9.5.

Reference(s)
3GPP TS 44.318 V6.0.0 sub-clause 6.6.1.

81.3.1.1.2
Test purpose

To verify that the MS ca re-establish the TCP connection after receiving a TCP Reset.

81.3.1.1.3
Method of test

Initial conditions
System Simulator:

-
1 GAN cell, default parameter

Mobile Station:

-
MS in state GA-CSR DEDICATED

-
The MS has the IP address or the FQDN for the serving GANC

Foreseen final state of the MS
The MS will stay in GA-CSR DEDICATED.

Test procedure
The MS starts in GA-CSR DEDICATED.

The SS sends a TCP RST and the MS re-establish the TCP connection and send the GA-RC SYNCHRONISATION INFORMATION message.

Specific Test Parameters
-

Maximum duration of test
1 min.

Expected sequence
	Step
	Direction
	Message
	Comment

	
	MS
	SS
	
	

	1
	MS
	
	MS starts in GA-CSR DEDICATED

	2
	SS
	
	The SS sends TCP RST

	3
	MS
	
	The MS re-establish the TCP connection

	4
	
	GA-RC SYNCHRONIZATION INFORMATION
	To serving GANC


81.3.1.2
TCP Reset, Unsuccessful Re-establishment, MS in State GA-CSR IDLE

81.3.1.2.1
Conformance requirement

When MS receives TCP RST after TCP connection failure, it shall attempt to re-establish TCP connection once. After successfully re-establishing TCP connection, the MS shall send GA-RC SYNCHRONIZATION INFORMATION to the GANC to synchronize the state information. If unsuccessful, the MS shall release the related local GA-RC or GA-PSR resources, and continue as per section 9.5.

Reference(s)
3GPP TS 44.318 V6.0.0 sub-clause 6.6.1.

81.3.1.2.2
Test purpose

To verify that the MS can re-establish the TCP connection after receiving a TCP Reset.

81.3.1.2.3
Method of test

Initial conditions
System Simulator:

-
1 GAN cell, default parameter

Mobile Station:

-
MS in state GA-CSR IDLE

-
The MS has the IP address or the FQDN for the serving GANC

Foreseen final state of the MS
The MS will change to GA-RC DEREGISTERED.

Test procedure
The MS starts in GA-CSR IDLE.

The SS sends a TCP RST and the MS tries to re-establish the TCP connection. When that fails it start timer TU3905 and tries to register again when the timer expires.

Specific Test Parameters
-

Maximum duration of test
1 min.

Expected sequence
	Step
	Direction
	Message
	Comment

	
	MS
	SS
	
	

	1
	MS
	
	MS starts in GA-CSR IDLE

	2
	SS
	
	The SS sends TCP RST

	3
	MS
	
	The MS tries to re-establish the TCP connection, the SS doesn’t reply. MS starts timer TU3905

	4
	MS
	
	Wait for 10 seconds

	5
	MS
	
	MS sets up secure connection to the SEGW and establishes a TCP connection to the serving GANC using either IP address or FQDN

	6
	
	GA-RC REGISTER REQUEST
	To serving GANC


81.3.2
Lower Layer Faults, MS is Registered

81.3.2.1
IPSec Tunnel Failure, MS in State GA-CSR IDLE

81.3.2.1.1
Conformance requirement

The handling of lower layer failures in the MS while in the GA-RC-DEREGISTERED state is described in sub-clauses 5.6.2 and 6.2.4.2.

The handling of lower layer failures in the MS while not in the GA-RC-DEREGISTERED state is described below:

For all lower layer failures in the MS (for example related to DNS, IPsec or TCP failures other than RST) except the TCP connection failure specified in section 6.6, the MS shall:

-
release the TCP connection towards the current GANC, if established,

-
release the secure connection towards SEGW of the current GANC, if established, as defined in sub-clause 4.5,

-
start timer TU3905, and

-
enter GA-RC-DEREGISTERED state.

Reference(s)
3GPP TS 44.318 V6.0.0 sub-clause 9.5.

81.3.2.1.2
Test purpose

To verify that the MS tries to register again after a lower layer fault when in state GA-CSR IDLE.

81.3.2.1.3
Method of test

Initial conditions
System Simulator:

-
1 GAN cell, default parameter

Mobile Station:

-
MS in state GA-CSR IDLE

-
The MS has the IP address or the FQDN for the serving GANC

Foreseen final state of the MS
The MS will change to GA-RC DEREGISTERED.

Test procedure
The MS starts in GA-CSR IDLE.

The SS removes the Ipsec tunnel. When that happens the MS starts timer TU3905 and tries to register again when the timer expires.

Specific Test Parameters
-

Maximum duration of test
1 min.

Expected sequence
	Step
	Direction
	Message
	Comment

	
	MS
	SS
	
	

	1
	MS
	
	MS starts in GA-CSR IDLE

	2
	SS
	
	The SS removes the Ipsec tunnel

	3
	MS
	
	MS starts timer TU3905

	4
	MS
	
	Wait for 10 seconds

	5
	MS
	
	MS sets up secure connection to the SEGW and establishes a TCP connection to the serving GANC using either IP address or FQDN

	6
	
	GA-RC REGISTER REQUEST
	To serving GANC


81.3.2.2
TCP Failure, MS in State GA-CSR DEDICATED

81.3.2.2.1
Conformance requirement

The handling of lower layer failures in the MS while in the GA-RC-DEREGISTERED state is described in sub-clauses 5.6.2 and 6.2.4.2.

The handling of lower layer failures in the MS while not in the GA-RC-DEREGISTERED state is described below:

For all lower layer failures in the MS (for example related to DNS, IPsec or TCP failures other than RST) except the TCP connection failure specified in section 6.6, the MS shall:

-
release the TCP connection towards the current GANC, if established,

-
release the secure connection towards SEGW of the current GANC, if established, as defined in sub-clause 4.5,

-
start timer TU3905, and

-
enter GA-RC-DEREGISTERED state.

Reference(s)
3GPP TS 44.318 V6.0.0 sub-clause 9.5

81.3.2.2.2
Test purpose

To verify that the MS tries to register again after a lower layer fault when in state GA-CSR DEDICATED.

81.3.2.2.3
Method of test

Initial conditions
System Simulator:

-
1 GAN cell, default parameter

Mobile Station:

-
MS in state GA-CSR DEDICATED

-
The MS has the IP address or the FQDN for the serving GANC

Foreseen final state of the MS
The MS will change to GA-RC DEREGISTERED.

Test procedure
The MS starts in GA-CSR IDLE.

The SS removes the Ipsec tunnel. When that happens the MS starts timer TU3905 and tries to register again when the timer expires.

Specific Test Parameters
-

Maximum duration of test
1 min.

Expected sequence
	Step
	Direction
	Message
	Comment

	
	MS
	SS
	
	

	1
	MS
	
	MS starts in GA-CSR DEDICATED

	2
	SS
	
	The SS removes the Ipsec tunnel

	3
	MS
	
	MS starts timer TU3905

	4
	MS
	
	Wait for 10 seconds

	5
	MS
	
	MS sets up secure connection to the SEGW and establishes a TCP connection to the serving GANC using either IP address or FQDN

	6
	
	GA-RC REGISTER REQUEST
	To serving GANC
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