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Outline

At GERAN #29, WG3 agreed the need for a certificate to be purchased for the purposed of GAN testing.  At GERAN #29 closing plenary, WG3 chair formally requested GERAN to obtain such a certificate in co-operation with 3GPP.  Unfortunately no progress has been made to date by GERAN or 3GPP.
Certificate requirements within GAN
It is worth quickly recapping the certificate requirements within GAN, and how this impacts testing.
For the purposes of IP security, TS 44.318 mandates an IKEv2 implementation which uses certificates for authentication.  Much of the detail of the certificate handling is referenced in TS 33.234, however the aspects of testing are not covered.
In a real network implementation, the network operator would either 
a) Purchase a certificate from one of the major certificate authorities (Verisign, Thawte, etc.).  All MS used by this operator would have the root certificate of CA stored (as trusted), and would thus be able to determine that the operators certificate was valid.

b) Generate a self-signed certificate.  All MS used by this operator would have the details of this certificate stored (as trusted, effectively as a root certificate), and would thus determine validity.
The first option is more flexible, however even it assumes that the MS will have the root certificate of the chosen CA stored.  This is something that is taken for granted in a Windows IE environment, but cannot be taken for granted in an MS (particularly a non-data centric device).

Implications of testing with certificates

For GAN testing, the SS must simulate a SEGW / GANC with a well defined FQDN and IP address.  The certificate issues are basically the same as for a real network, however the options available can be considered as:
a) Purchase a certificate from a major CA.  This will require all MS to have the root certificate of the chosen CA stored.

b) Generate a self-signed certificate.  This will require all MS to have this certificate stored.

c) Disable the certificate part of IPSec authentication whilst testing.

d) Disable IPSec whist testing.

Options c and d should probably not be considered since IPSec and the related usage of certificates for authentication are an underlying part of GAN that needs to be tested.
Options a and b will require the public and private parts of the certificate to be published, and will both require all MS to have a stored certificate (as trusted).  This publication of the private part will require the MS to restrict the usage of this certificate to “test mode” (when a test SIM is present?).
The decision at GERAN #29 was to move forward with option a.

Conclusion
There appear to be no significant differences in the requirements placed upon the MS of options a or b, except that the restriction of use of the certificate for only testing is probably easier with option b.
For GERAN-WG3, option b is the easier since we will generate the certificate at no cost, and there will be no issues with publication of the private part of the certificate.

Proposal

It is proposed that a self-signed certificate is generated, with the public and private parts of the key being published as annex / attachments of TS 51.010.  An example of the set of files that would be generated is attached.
It may be necessary to add a reference in TS 44.318 to TS 51.010, to ensure that all MS include this testing certificate in their trusted set.

GERAN plenary should be notified of the change of direction, and that there is no longer a requirement to pursue the purchase of a certificate.

