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	Problems are currently occurring with some UE implementations in the following scenario:

The MS starts a call in 3G and is handed over to 2G. When a subsequent handover in 2G occurrs, the MS drops the call.

In case the call starts in 3G the security parameters (including cipher key and cipher algorithm) are defined for this connection. At handover to 2G it is clearly stated in the standard that the HANDOVER COMMAND shall include the CMS IE to start ciphering in 2G.

When a further 2G-2G handover takes place, the specification is not clear as two requirements exist:

1. if the Cipher Mode Setting IE in the HANDOVER COMMAND is omitted the cipher algorithm is not changed on the new channel. As the BSS may not know the previously used cipher algorithm as the MSC has not set the optional “Chosen Encryption Algorithm (serving) IE” in the HANDOVER REQUEST or the BSS changes the cipher algorithm, the BSS shall include the Cipher Mode Setting IE in HANDOVER COMMAND

2. the MS shall reject the HANDOVER COMMAND including a CMS IE indicating “start ciphering” if  the MS has not received a CIPHERING MODE COMMAND earlier in this instance of the dedicated mode.

As the call started in 3G the MS did not receive a previous CIPHERING MODE COMMAND in 2G and rejects the HANDOVER COMMAND. Therefore the call drops.
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3.2.1.8
HANDOVER REQUEST

This message is sent from the MSC to the BSS via the relevant SCCP connection to indicate that the MS is to be handed over to that BSS.

	INFORMATION ELEMENT
	REFERENCE
	DIRECTION
	TYPE
	LEN

	Message Type
	3.2.2.1 
	MSC-BSS 
	M
	1

	Channel Type
	3.2.2.11
	MSC-BSS 
	M
	5-13 

	Encryption Information
	3.2.2.10
	MSC-BSS 
	M (note 1)
	3-n

	Classmark Information 1 
or
Classmark Information 2
	3.2.2.30

3.2.2.19
	MSC-BSS
 
MSC-BSS
	M# 

M (note 6)
	2 

4-5

	Cell Identifier (Serving) 
	3.2.2.17
	MSC-BSS 
	M (note 20)
	5-10 

	Priority
	3.2.2.18
	MSC-BSS 
	O
	3 

	Circuit Identity Code 
	3.2.2.2 
	MSC-BSS 
	O (note 7)
	3 

	Downlink DTX Flag 
	3.2.2.26
	MSC-BSS 
	O (note 3) 
	2 

	Cell Identifier (Target)
	3.2.2.17
	MSC-BSS 
	M (note 17)
	3-10 

	Interference Band To Be Used
	3.2.2.21
	MSC-BSS 
	O
	2 

	Cause 
	3.2.2.5 
	MSC-BSS 
	O (note 9)
	 3-4 

	Classmark Information 3 
	3.2.2.20
	MSC-BSS 
	O (note 4)
	 3-14

	Current Channel type 1
	3.2.2.49
	MSC-BSS 
	O (note 8) 
	2 

	Speech Version (Used) 
	3.2.2.51
	MSC-BSS 
	O (note 10)
	2

	Group Call Reference
	3.2.2.55
	MSC-BSS 
	O (note 5)
	7

	Talker Flag 
	3.2.2.54
	MSC-BSS 
	O (note 11)
	1

	Configuration Evolution Indication
	3.2.2.57
	MSC-BSS
	O (note 12)
	2

	Chosen Encryption Algorithm (Serving)
	3.2.2.44
	MSC-BSS
	O (note 2)
	2

	Old BSS to New BSS Information
	3.2.2.58
	MSC-BSS
	O (note 13)
	2-n

	LSA Information
	3.2.2.23
	MSC-BSS
	O (note 14)
	3+4n

	LSA Access Control Suppression
	3.2.2.61
	MSC-BSS
	O (note 15) 
	2

	Service Handover
	3.2.2.75
	MSC-BSS
	O (note 21)
	3

	IMSI
	3.2.2.6
	MSC-BSC
	O (note 16)
	3-10

	Source RNC to target RNC transparent information (UMTS)
	3.2.2.76
	MSC-BSS
	O (note 18)
	n-m

	Source RNC to target RNC transparent information (cdma2000)
	3.2.2.77
	MSC-BSS
	O (note 19)
	n-m

	SNA Access Information
	3.2.2.82
	MSC-BSC
	O (note 22)
	2+n

	Talker Priority
	3.2.2.89
	MSC-BSC
	O (note 23)
	2

	NOTE 1:
Except in the case of a VGCS talker, if neither a CIPHER MODE COMMAND in 2G nor a SECURITY MODE COMMAND in 3G has been sent for this RR connection (or if all such CIPHER MODE COMMAND messages in 2G (resp. SECURITY MODE COMMAND messages in 3G) have been rejected with CIPHER MODE REJECT messages in 2G (resp. SECURITY MODE REJECT messages in 3G)) then the MSC shall indicate that the only "permitted algorithm" is "no encryption".


In the case of a VGCS talker, if the Group Key Number within the Group Call Reference is set to a value other than 'no ciphering', the MSC  shall indicate the permitted algorithms and the ciphering key to use on a dedicated channel,  irrespective of whether a CIPHER MODE COMMAND has been previously sent on the RR connection.

NOTE 2:
If this information element is included, it shall be equal to the last received "Chosen Encryption Algorithm" information element. The information should be indicated by the MSC if known.
NOTE 3:
This element may be included in the case of a speech TCH, and only in this case. If not included, this has no impact on the DTX function in the BSS.

NOTE 4:
This element is included if the MSC has received such information.

NOTE 5:
This element is included if the MS is in a voice broadcast or voice group call.

NOTE 6:
One of these two elements is sent.

NOTE 7:
This element is included when the channel type Information Element indicates speech or data, and only in those cases. In case of Voice Group Call talker handover, this element may contain the Circuit Identity Code already allocated during the VBS/VGCS assignment procedure, meaning that the already allocated terrestrial resource of the new cell is used.

NOTE 8:
This element is included at least when the message is sent as a reaction to reception of a HANDOVER REQUIRED message containing a "Current channel type 1" information element. In this case it shall be equal to the received element.

NOTE 9:
This information element should always be included. Its cause value should be the same as indicated in the corresponding Handover Required message.

NOTE 10:
This element is included at least when the message is sent as a reaction to reception of a HANDOVER REQUIRED message containing a "Speech version (used)" information element. In this case it shall be equal to the received element.

NOTE 11:
This information element is included for voice group call, when this is included it indicates that the mobile is a talker in the call else the mobile is a listener.

NOTE 12:
The information is indicated by the MSC if known

NOTE 13:
This element is included if and only if the message is sent as a reaction to the reception of a HANDOVER REQUIRED message containing an "old BSS to new BSS information" information element. Its contents shall be equal to the received element.

NOTE 14:
This information element is included when the subscriber has localised service area support.

NOTE 15:
This information element is included if LSA access control function shall be suppressed in the BSS.

NOTE 16:
This information element is included at least when the MS is dual transfer mode capable and the IMSI is available at the MSC.

NOTE 17:
If intersystem handover from GSM to UMTS or to cdma 2000 is performed, this information element indicates the target RNC-ID..

NOTE 18:
This information element shall be included when intersystem handover (UMTS) is performed. This element is included if and only if the message is sent as a reaction to the reception of a HANDOVER REQUIRED message containing an "Source RNC to Target RNC transparent information (UMTS)" IE. Its contents shall be equal to the received element. 
Only provided in the HANDOVER REQUEST message on the MAP-E interface.

NOTE 19:
This information element shall be included when intersystem handover (cdma2000) is performed. This element is included if and only if the message is sent as a reaction to the reception of a HANDOVER REQUIRED message containing an "Source RNC to Target RNC transparent information (cdma2000)" IE. Its contents shall be equal to the received element. Note: Only provided in the HANDOVER REQUEST message on the MAP-E interface.

NOTE 20:
In intersystem handover from UMTS (or cdma2000) to GSM this IE indicates the serving area of the UE.

NOTE 21:
This information element is included if a preference for other radio access technologies shall be applied to the MS connection. 

NOTE 22:
This information element may be included to provide UE's SNA Access Information. This IE is provided in the HANDOVER REQUEST message only on the MAP-E interface. SNA Access Information is included in HANDOVER REQUEST message if HANDOVER REQUEST message including SNA Access Information does not exceed the maximum length defined for BSSMAP message. 

NOTE 23:
This information element is included for a talker in a voice group call, if the network supports talker priority and uplink access option (i) (as defined in 3GPP TS 43.068) and A-interface link sharing.


Typical Cause values are:

-
uplink quality;

-
uplink strength;

-
downlink quality;

-
downlink strength;

-
distance;

-
better cell;

-
response to MSC invocation;

-
O and M intervention;

-
directed retry;

-
switch circuit pool;

-
traffic;

-
preemption;

-
reduce load in serving cell.
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