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1. Introduction

GAN opens the mobile packet core to the public Internet for the first time through Voice over IP (VoIP) endpoints. As such, it creates security threats to call and identity privacy. The UMA specifications address this security challenge by incorporating a highly scalable security gateway to secure and aggregate end user traffic. The security gateway encapsulates the call and signalling data in secure IPSec tunnels. It is positioned at the access edge of a core network and it authenticates/registers users on the network every time the handset roams into a Wireless LAN (WLAN) regardless of whether or not a call is in place.
IPSec (Internet Protocol Security Standard) is a framework of open standards for ensuring secure private communications over public networks like the internet. IPSec Certificates are used for Identification. The IPSec standard requires certificates on each device using IPSec. 

A public key certificate, usually just called a certificate, is a digitally signed statement that’s commonly used for authentication and to secure information on open networks. A certificate securely binds a public key to the entity that holds the corresponding private key. The issuing certification authority (CA) digitally signs the certificates, and they can be issued for a user, a computer, or a service.
When a certificate is presented to an entity as a means of identifying the certificate holder (the subject of the certificate), it’s useful only if the entity receiving the certificate trusts the issuer, which is often referred to as the CA.

Typically, certificates contain the following information:

• The subject’s public key value

• The subject’s identifier information, such as the name
• The validity period (the length of time that the certificate is considered valid)

• Issuer identifier information

• The digital signature of the issuer, which attests to the validity of the binding between the subjects’s public

key and the subject’s identifier information
The certificate life cycle includes the following events:
• Certificates issued by a trusted CA
• Certificates renewed or expired

2. Problem Description

Following ETSI TS 144.318 section 4.2.5 Certificate Handling and Authentication:

As the MS and GANC-SEGW use EAP-SIM or EAP-AKA for mutual authentication, IKEv2 mandates that this is used in conjunction with a public key signature based authentication of the GANC-SEGW to the MS.

The MS requirements for certificate authentication and handling are listed in 3GPP TS 33.234.

The mutual authentication verifies the identities of both the server and client through exchange and validation of their digital certificates.  The MS and the GANC-SEGW shall set up one IKE Secure Association (SA) and one CHILD_SA for IPsec ESP according to the profiles defined.  The MS shall use certificates for authentication of the GANC-SEGW according to sub-clause 4.2.5 of ETSI TS 144.318. 
Finally to make a long story short: to conduct GAN conformance tests a certificate for the testing SGW (Secure Gateway) is required. 

Question 1 (to GERAN)

Should every test equipment manufacturer create its own test certificate or should 3GPP create and maintain (eg. renewing, distributing etc pp.) one general GAN testing certificate issued by a CA trusted by all UE manufacturers?
Question 2 (especially to the UE manufacturers):
As the certificate needs to be present on the UE side, what will be the best feasible way to make it available to the UE?
It is proposed that GERAN discusses these issues and decides on a way forward. 
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